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Abstract. When a system fails to satisfy its specification, the model
checker produces an error trace (or counter-example) that demonstrates
an undesirable behavior, which is then used in debugging the system.
Error explanation is the task of discovering errors in the system or the
reasons why the system exhibits the error trace. While there has been
considerable recent interest in automating this task and developing tools
based on different heuristics, there has been very little effort in character-
izing the computational complexity of the problem of error explanation.
In this paper, we study the complexity of two popular heuristics used in
error explanation. The first approach tries to compute the smallest num-
ber of system changes that need to be made in order to ensure that the
given counter-example is no longer exhibited, with the intuition being
that these changes are the errors that need fixing. The second approach
relies on the observation that differences between correct and faulty runs
of a system shed considerable light on the sources of errors. In this ap-
proach, one tries to compute the correct trace of the system that is closest
to the counter-example. We consider three commonly used abstractions
to model programs and systems, namely, finite state Mealy machines,
extended finite state machines and pushdown automata. We show that
the first approach of trying to find the fewest program changes is NP-
complete no matter which of the three formal models is used to represent
the system. Moreover we show that no polynomial factor approximation
algorithm for computing the smallest set of changes is possible, unless
P = NP. For the second approach, we present a polynomial time al-
gorithm that finds the closest correct trace, when the program is repre-
sented by a Mealy machine or a pushdown automata. When the program
is represented by an extended finite state machine, the problem is once
again NP-complete, and no polynomial factor approximation algorithm
is likely.

1 Introduction
Model checking [1] is a popular technique for automated verification of software
and hardware systems. One of the principal reasons for its wide spread use is the
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ability of the model checker to produce a witness to the violation of a property in
the form of an error trace (counter-example). While counter-examples are useful
in debugging a system, the error traces can be very lengthy and they indicate
only the symptom of the error. Locating the cause of the error (or the bug) is
often an onerous task even with a detailed counter-example. Recently, consider-
able research effort [2-8] has been directed towards automating the process of
error explanation (or localizing errors or isolating error causes) to assist in the
debugging process by identifying possible causes for the faulty behavior. Error
explanation tools are now featured in model checkers such as SLAM [9,6] and
Java PathFinder (JPF) [10,7].

Error explanation is an intrinsically informal process that admits many heuris-
tic approaches which cannot be justified formally. Most current approaches to
this problem rely on two broad philosophical themes for justification. First, in
order to explain something (like an error), one has to identify its “causes” [11].
And second is Occam’s principle, which states that a “simpler” explanation is to
be always preferred between two competing theories. The different approaches
to error explanation primarily differ in what they choose to be the “causal the-
ory” for errors. Two popular heuristics have been widely and successfully used in
debugging. The first one relies on the observation that program changes which
result in a system that no longer exhibits the offending error trace identify pos-
sible causes for the error [12-14, 3, 2]; in accordance with Occam’s principle, one
tries to find the minimum number of changes. The second, more popular ap-
proach [5-8] relies on the intuition that differences between correct and faulty
runs of the system shed considerable light on the sources of errors. This approach
tries to find correct runs exhibited by the system that closely match the error
trace. They then infer the causes of the error from the correct executions and
the given error-trace.

While algorithms for these heuristics have been developed based on sophis-
ticated use of SAT solvers and model checkers [12,13,3,2,5-8], there has been
very little effort to study the computational complexity of these methods. In this
paper we study the computational complexity of applying the above mentioned
heuristics to three commonly used abstractions to model systems 3. The first
and least expressive model we look at is that of Mealy Machines [15], which
are finite state machines (FSMs) that produce outputs when transiting from
one state to another; the reason we consider Mealy machines and not finite au-
tomata is because they are a generalization. The second model we consider are
Extended FSMs, which are finite state machines equipped with a finite number
of boolean variables which are manipulated in each transition. The third model
we examine is that of Pushdown Automata (PDA) which have been widely used

3 We make no effort to judge the practical usefulness of these error explanation ap-
proaches. The interested reader is referred to the papers cited here for examples
where these heuristics have been effective in debugging.



as a model of software programs in model checking 4. Once again we consider a
generalization of PDAs that produce outputs.

The two approaches to error explanation yield three distinct notions of the
‘smallest distance’ between the given program and a correct program, which we
now describe. The precise definitions of these distances depends on the represen-
tation used, and will be presented in Section 2.2. We investigate the complexity
of computing these distances when the program is abstractly represented by one
of the three computation models.

Minimum edit set Let M be an abstract representation of the program. For
an input string w; and an output string w, of the same length as w;, an edit set
is a set of transitions of M that can be changed so that the resulting program
M’ produces output w, on input w;. A minimum edit set X pr(w;,w,) is an edit
set of smallest size.

Closest-output distance Let M be an abstract representation of the restric-
tion of the program to correct runs. For an output string w,, the closest-output
distance dps(w,) is the smallest Hamming distance between w, and a string w
that can be produced by M.

Closest-input distance Let M be an abstract representation of the restriction
of the program to correct runs. For an input string w;, the closest-input distance
dp(w;) is the smallest Hamming distance between w; and a string w that is in
the language of the machine represented by M.

Remark 1. Note that the latter two distances are defined when the restriction
of the program to correct runs is represented by one of the computation mod-
els we consider. The representations we consider are commonly used to model
programs, and for most correctness properties of interest (e.g. those expressed
in linear temporal logic) the subset of executions of the system satisfying such
properties can be expressed using the same kind of abstraction.

Summary of results Our results can be summarized as follows. The problem
of determining the size of a minimum edit set for given input/output strings
and a program represented as a Mealy machine is NP-complete. In addition,
there is no polynomial time algorithm for computing an edit set whose size is
within a polynomial factor of the size of a minimum edit set unless P = NP.
A couple of points are in order about these results. First, the intractability
of this error explanation method for extended finite state machines and PDAs
(and boolean programs) follows as a corollary because they are generalizations
of the simple Mealy machine model. Second, since we prove these results for a
deterministic model, we can also conclude the intractibility of this problem for
nondeterministic models, which are typically encountered in practice.

4 In software model checking the more commonplace model is actually a boolean
program with a stack, which is a combination of extended finite state machines and
PDAs. While we do not explicitly consider this model, our results have consequences
for doing error explanation for such boolean programs, which we point out.



We provide a more positive answer for the second error explanation approach.
When the set of correct executions of a system can be represented by traces of
pushdown automata, we present a polynomial time algorithm based on dynamic
programming to determine the closest-output distance for a given output string.
Since finite state machines are a special case of pushdown automata, this upper
bound applies to them as well. However, when the set of correct traces is rep-
resented by an extended finite state machine, the results are radically different.
Not only is the problem of computing the closest-input distance NP-complete
in this case, but we show that it is unlikely that polynomial factor approxima-
tion algorithms to compute the closest-input distance in polynomial time exist.
Note that the typical model for programs used in model checking is boolean pro-
grams, which can be seen as PDAs with boolean variables. Since this model is
a generalization of extended finite state machines, our lower bounds imply that
the second error explanation method will be intractible for boolean programs as
well.

Note also that for the purposes of error explanation, we are not just interested
in computing the above distance measures, but rather in computing the closest
correct execution. However, the results on computing the above distances have
direct consequences to error explanation. The intractibility of computing the
closest input distance for extended finite state machines implies that finding the
closest correct trace is also intractible. Further, the dynamic programming based
algorithm that we present for computing the closest-output distance for PDAs
(and FSMs) can be easily modified in a standard manner, to yield not just the
distance but also the closest correct trace to the given error trace.

The rest of the paper is organized as follows. In Section 2 we provide the
formal definitions of system models and the problems whose complexity we in-
vestigate. Section 3 provides the hardness results on computing the minimum
edit set. Section 4 provides a polynomial time algorithm to compute the closest
output distance and a hardness result for the problem of computing the closest
input distance. Finally, we present our conclusions in Section 5.

2 Preliminaries

2.1 Abstract representations

In this section, we recall the definitions of the various formal models of systems
that we consider in this paper, namely, Mealy machines, Extended finite state
machines, and Pushdown Automata.

Mealy Machines A (X, 2)-FSM is a deterministic finite state Mealy machine
M = (Vag,in, 0p) with finite input alphabet X, finite output alphabet 2, finite
set of states V), initial state iy; € Vi and transition function dp; : Vay x X —
Vi x 2. For w € X*, M(w) denotes the string in 2* generated by M on input

w. We denote dy/(u, o) = (v,w) by the shorthand u o/w v



Ezxtended FSMs Suppose X is a finite set of Boolean variables and A is the set of
all possible assignments to variables in X, i.e. A = {0,1}*. Suppose B is the set
of all finite boolean expressions involving the variables in X and the constants T
(true) and L (false). A (¥, X)-FSM is a tuple M = (Var, sar, Far, ane, gar, Oar)
where:

Vs is a finite set of states, Fiy C V) is the set of final (accepting) states ;
spr is the initial state, aps € A is the initial assignment of variables ;

gn Vg x X — B is the guard function ;

One s Vi x X — Vi x A x A is the transition function.

=W

Executions of a (X, X)-FSM are defined as follows. The initial state is sy and
the initial assignment to the variables is aps. If the current state is s, the current
assignment is a, the input symbol is o and dps(s,0) = (', ar, ar), then

— if gy (s,0) = L, no transition is possible ;
— if gp(s,0) # L, the next state is s’ and the next assignment is a/, where
a' = ar if gpr(s,0) is satisfied by a, and @’ = ap otherwise.

We use the shorthand notation (s,0) -2+ s’ to represent such a transition. We
ap

use the notation (s,0) — s’ when the new assignment is identical to the current
assignment a. If a € A, we use the notation a[x; := b] to denote the assignment
in A that is identical to a except that x; is set to b. We use the notation L; C X*
to denote the set of strings accepted by M.

Remark 2. Note that any (X, 2)-FSM M = (Vas,in, 00 ) can be modeled as
a (X x 2,0)-FSM M’ where the guard function for any pair (v, (o,w)) is T
whenever M produces the output w on input ¢ from state v, and L otherwise.

Pushdown Automata We formally define Pushdown Automata that produce out-
puts on each transition. We restrict ourselves slightly to nondeterministic push-
down automata which, on every transition, push or pop at most one symbol
from the stack, and consume exactly one input symbol. This model is neverthe-
less powerful enough to capture visibly pushdown automata [16] or control flow
graphs [17], which are typically used to model software systems in the model
checking community. A (nondeterministic) (X, £2)-PDA with finite input alpha-
bet X and finite output alphabet §2 is a tuple M = (V,V;, I',§) where

1. V is a finite set of states, V; C V is the set of initial states ;

2. I'=T"U{Ll} is a finite stack alphabet, L is the bottom-of-stack symbol ;

3. § =8.Ud, UJ; is the transition relation, where 6. C (V x X x V x IV x 2),
0, C(VxIxI"xVx2)and 6; C(V x X xV x ).

A transition (u,o,v,v,w) € J. is a push-transition where on reading o, v is
pushed onto the stack, w is outputted and the state changes from u to v. Sim-
ilarly, (u,0,7,v,w) € d, is a pop-transition where on reading o, if v # L is the
top of the stack, the symbol v is popped from the top of the stack, w is outputted
and the state changes from u to v. If the top of the stack is L, no pop-transition



is possible. On internal transitions (u,o,v,w) € d;, the stack does not change
and w is outputted while the state changes from u to v. Note that (X, £2)-PDAs
need not be deterministic.

The set of possible stacks S is I'"* L. We say that a run r exists from (u1, $1) €

V xS oninput w =o0103...0, € X*if 3 (u1, 51), (ug, $2), . . ., (ug, Sx) such that,
for every j =1,...,k, (uj,s;) € V xS and one of the following transitions t;
exists in 9:

1. t; = (uj,05,uj41,7,w;) € o such that v € I'" and s;41 = vs;

2. t; = (uj,05,7, ujt1,wj) € 0p such that v € I and s; = ys;41

3. tj = (uj,crj,uj+1,wj) € 0; and Sj+1 = Sj.

In this case, we say that the sequence of transitions t = t1ty...t; is consistent
with the run r.

We say that w € X* is a wvalid input from state v € V if there is a run
r from (v, 1) on input w. We say that w € X* is a balanced input from state
v € V if there is a run r from (v, L) on input w such that for some sequence ¢ of
transitions consistent with r, the number of push-transitions in # is equal to the
number of pop-transitions in 7. If the output string produced by the sequence #
is w’ and the destination of the final transition in £ is v/, we use the notation

v wiv, um v’ to denote the fact that M produces output w’ on the balanced
input w from v, and the state changes from v to v’.

We say that M can reach the state v and can produce the output wiws ... wy
on input w if w is a valid input from some state u € V; and for some sequence of
transitions ¢1ts ...t consistent with a run from (u, L) on input w, the output
of t; is wj for every 1 < j < k and the destination of ¢ is v. Let M (w) denote
the set of all strings that M can produce on input w.

2.2 Problem definitions

As mentioned in the introduction, we are interested in the examining the com-
plexity of two heuristics for error explanation. The first heuristic tries to find
the smallest number of program transformations that result in the error trace
not being exhibited any longer. This problem is related to computing what we
call a minimum edit set of a program, which we define formally below.

Minimum edit set We define a minimum edit set when the program M is rep-
resented as a (X, 2)-FSM. Given equal length strings w; € X*, w, € 2%, an
edit set is a set X C Vjy x X such that there is a (X, 2)-FSM M’ for which
Ve = Var, i =i, Opr and dpy differ only on the set X and M’ (w;) = w,. A
minimum edit set X pr(w;,w,) is a smallest edit set X.

Remark 3. Although we have defined minimum edit set only for Mealy machines,
we could easily define it for the other models we consider as well. We shall show
that this problem is intractible for Mealy machines. Since the other models are
more general than Mealy machines, the intractibility result applies to these other
models as well.



The second heuristic tries to find the closest correct computation to the
given error trace. This is related to computing the closest-output distance that
we define below.

Closest-output distance We define the closest-output distance when the correct
executions of the program are represented as a (X, £2)-PDA M. Given a string
w, € 2%, the closest-output distance dps(w,) is the smallest non-negative integer
d for which there is a string w € M(w;) for some w; € X* such that the
Hamming-distance between w and w, is d.

Remark 4. We will present a polynomial time algorithm for the problem of com-
puting the closest-output distance, when the correct executions are modeled as
a PDA (and a Mealy machine). Therefore, we formally define this problem for
a model that has outputs as well, which is more general than a model without
outputs. Again we formally define this problem only for PDAs, which is a most
general model for which this upper bound applies. Also, for error explanation we
would actually be interested in computing the closest correct computation and
not just the distance, and we outline how this can be done in Section 4.

Finally, we show that applying the second heuristic when the correct traces
are modeled as an extended finite state machine is difficult. We do this by show-
ing that computing another distance measure is difficult; since we are proving a
lower bound, this measure is defined for models without outputs.

Closest-input distance We define the closest-input distance when the correct
executions of the program are represented as a (X, X)-FSM M. Given a string
w; € X*, the closest-input distance dps(w;) is the smallest non-negative integer
d for which there is a string w € L) such that the Hamming-distance between
w and w; is d.

3 Computing the Minimum Edit Set

3.1 NP-completeness

Let M be a (X, 2)-FSM. We consider the decision version of computing the
size of X/ (w;,w,), i.e. given a non-negative integer k, decide whether or not
| X ar(wi,w,)| < k. Clearly, this problem is in NP: we guess an edit set X of
size k and guess the changes to dy; to be made on the set X. We then verify if
M’ (w;) = w, for the resulting (X, 2)-FSM M’.

We now show that the decision version of the problem is NP-hard, even
when the size of the input and output alphabets (X and (2) are bounded by
a constant. We will reduce the HAMILTONIAN-CYCLE problem to our problem.
Given a directed graph G, we construct a (X, 2)-FSM M and input/output
strings w; and w, such that any edit set must contain a certain set of transitions
of M. The key idea is to show that this set of transitions is “small” if and only
if G has a Hamiltonian cycle.



Reduction The undirected HAMILTONIAN-CYCLE problem for graphs with at
most one edge between any pair of vertices and with degree bounded by a
constant is NP-complete (see the reduction from 3-CNF in [18]). Since undi-
rected graphs are a special case of directed graphs, HAMILTONIAN-CYCLE is
NP-complete for digraphs with outdegree bounded above by a constant d and
with at most one edge between any ordered pair of vertices. Let G = (V, E) be

any such digraph, where V' = {v1,v9,...,v,} and for every i = 1,2,...,n, there
is a non-negative integer m; < d and a permutation 7; of (1,2,...,n) such that
(’Ui,Uﬂ-i(k)) e Fiff k <m,.

Let X = {00,01,09,...,04} and let 2 = {z,y, z}. We construct an n-state
(X, 2)-FSM M = (Vas,inm, 00 ), where Vi = V', iy = v and for every i =
1,...,n: (1) v %M vi, (2) v MM U, (k) Whenever 1 < k < mj;, and (3)

or/x

v; ——r v; whenever m; < k < d. Figure 1 depicts an example graph and the
Mealy machine M with d = 2. We use the notation o* to denote o repeated k

oo/z oo/z

oo /x

vo v3

oo/z oo/z

Fig. 1. A graph G and the associated FSM M

times. Let t; = yz™ ', and for i = 2,...,n let t; = 2 "Tlya’=2. Further, let
s1...a = (o0o10y)(0g020y) . .. (000a0y)
L 2n n—
w; = 03"s1..a(0051...d)
wo = ity (ywtr)? (y(zate)la(zats)? . .. z(zat,)?)

Lemma 1. | X (wi, w,)| < dn iff G has a Hamiltonian cycle.

Proof. Suppose G has a Hamiltonian cycle C. We obtain a (X, 2)-FSM M’
satisfying M'(w;) = w, by modifying dn transitions of M as follows:

Since C' is a Hamiltonian cycle in G, for every v; there is exactly one v; such
that (vj,v;) € C. For every such v;, replace the transition v; %M v; with the
transition v; MM/ v; (if v; = v1), and with the transition v; MM/ vj (if
v; # v1). This accounts for n changes.



Further, by definition of M, for each such (v;,v;) € C there is exactly one
transition of the form v; M »m v; in M, and hence d — 1 transitions of the
form v, ﬂ M v; where v; # v;. Replace each such transition with the transition

vj MM/ v;. This accounts for (d — 1)n changes. Hence, M’ differs from M in

dn transitions. It is easy to verify that M’ (w;) = w,.

o2/x

Vr(4) Un(3)

8 8 8
I NN
ad (=] ad
5 S 5
Ur(1) Vr(2)

o2 /x

Fig. 2. A solution FSM for the example graph G

Conversely, suppose G is not Hamiltonian. Consider a (X, 2)-FSM M’ =
(Var, iar, 0ps0) such that M’ (w;) = w,. We claim that M’ satisfies the following
properties for every 1 <4, 7, < n:

1. The edges corresponding to the og-labeled transitions of M’ form a Hamil-
tonian cycle, i.e. the sequence of states reached in M’ from v; on input

00,08, ...,00 is a permutation of the set of states Vi, and the state reached
in M’ from v; on input of} is v;.
t
2. v %M/ v} for some v} € V, where t = y if i = 1 and ¢ = = otherwise.
t ‘

3. Ifu; iM/ v; for some t € {z,y}, then v; MM/ v; forevery k =1,...,d.
To see this, consider the prefix 03" of w; and the corresponding prefix t1t; =
yax"tya™ ! of w,. For every i = 1,...,n let vr(;) be the state reached in M’

from v; on input of " (note that 7(1) = 1). On reaching state v, ;), we note
that the output produced by M’ on the subsequent input of} is ¢;. Since, for
distinct 4, j we have t; # t;, (m(1), ..., m(n)) must be a permutation of (1,...,n).
Also, the state v reached in M’ on input oo from v.(,) produces output ¢; on
subsequent input . Since M’ has n states, v must in fact be v;. In other words,
we have the following cycle in M’ obtained by following the edges labeled by oq:

a0/y oo/ oo/z oo/ ao/x H M
V1 — M Ug(2) — M Un3) — M’ --- — M VUg(n) — M’ V1. HenNce

satisfies the first two properties.

As observed above, from each state vy, M " produces the unique output
t; on input of and returns to state v.(;. Hence the output produced by M’
on input of} can be used to identify the current state in M’. The string $1. 4



defined above consists of d substrings of the form ogoroy, where £ = 1,...,d.
Since M'(w;) = w,, it follows that for every i = 1,...,n and every k = 1,...,d,
M’ goes from state Ur(i) tO Ur(;y on input ogor with output of the form fz
(where t € {x,y}). Hence, M’ also satisfies the third property. For the example
presented in Figure 1, a solution Mealy machine M’ must be as depicted in
Figure 2.

Since M’ satisfies the first and third properties, for every i = 1,...,n and

every k = 1,...,d: vrgiqn) ﬂ>M/ Ur(s) (Where m(n + 1) = 7(1)). Now G =
(V,E) is not Hamiltonian, so there is at least one j € {1,...,n} such that

(Vr(j+1)s Ur(j)) ¢ E. Thus, there is no transition of the form v, ;1) MM

Ur(j) in M. Also, for every i # j, there is at most one transition of the form

Vre(i1) MM Ur(s) in M. Hence, M’ differs from M in at least d+(d—1)(n—1)
transitions.

Furthermore, since M’ satisfies the second property, it clearly differs from
M on the n og-labeled transitions. Thus, M’ differs from M in at least dn + 1
transitions. Hence, | X (w;, wo)| > dn. O

This completes the proof of NP-completeness for the decision version of com-
puting | X s (w;, w,)| when M is a (X, 2)-FSM.

Remark 5. Note that (X, £2)-FSMs are restricted versions of (X x 2, X)-FSMs
(as observed in Remark 2) and (X, 2)-PDAs. It is easy to show that the decision
version of computing | X s (w;, w,)| is also in NP when M is a (X x 2, X)-FSM
or a (X, 2)-PDA. Hence, the decision version of computing | X ps(w;, w,)| is also
NP-complete for these models.

3.2 Inapproximability Result

Given a (X, 2)-FSM M = (Var,ia,0n0) and equal length strings w; € X* and
w, € 2%, we prove that if the minimum edit set has size d, then for every
positive constant & there is no polynomial time algorithm to construct a (X, £2)-
FSM M’ = (Var,iar, 0p0) such that M/ (w;) = w, and dp; and p differ on a
set of size at most d¥, unless P = NP.

Our proof is in three steps. We first prove a variant of a result by Pitt and
Warmuth [19]: Given a positive integer k and a set of input/output pairs of
strings P for which the smallest FSM consistent with P (i.e. an FSM which
produces output w’ on input w for every pair (w,w’) € P) has n states, there is
no efficient algorithm to construct an FSM consistent with P having at most n*
states (unless P = NP). Next, given such a set of pairs P, we carefully construct
an FSM M and a single input/output pair (w;, w,) such that the minimum edit
set X (w;i, w,) has size ©(n). Finally, we show that any edit set X can be
efficiently modified to yield an FSM with | X| states that is consistent with P.
We put these three results together to complete our proof.

Definition 1. Given a finite set X and two finite sets POS, NEG C X*, a
deterministic finite automata (DFA) is said to be consistent with (POS, NEG)
if it accepts all strings in POS and rejects all strings in NEG.



Under the assumption that P # NP, Pitt and Warmuth [19] prove the following
inapproximability result for the minimum consistent DFA problem.

Theorem 1 (Pitt-Warmuth). Given a finite set X such that |X| > 2, and
two finite sets of strings POS, NEG C X*, for any positive integer k there is no
polynomial time algorithm to find a DFA with at most n* states, where n is the
number of states in the smallest DFA that is consistent with (POS, NEG).

Using the result above we prove the following:

Lemma 2. Given a finite set of input/output pairs P in X* x 2%, let n be the
minimum number such that there is a (X, 2)-FSM M with n states that is con-
sistent with P (i.e. for every pair (w;,w,) € P, M(w;) = w,). Then, assuming
P #£ NP, for any positive constant k, there is no polynomial-time algorithm to
find a consistent (X, 2)-FSM M' with at most n* states. This result holds even
if |X] and |2| are bounded by suitable constants.

Proof. We reduce the minimum consistent DFA problem to the above problem.
Consider an instance of the minimum consistent DFA problem with input al-
phabet X and sets POS, NEG C Y*. Let X/ = Y U {c} where ¢ ¢ X and
2 =10,1,2}. Consider the set of input output pairs P = PT U P~, where

Pt = {(wi,w,) | w; = ve,x € POS and w, = 2I"i11}

P~ = {(w;,w,) | w; = xc,x € NEG and w, = 2/"i10}
If there is a (X', 2)-FSM M with n states consistent with the set of pairs in
P then we can construct a DFA M’ with n states where we neglect the output
symbols and label states accept or reject by the output produced on the input ¢
from that state. Clearly this DFA is consistent with (POS,NEG). Conversely, if
there is a DFA consistent with (POS,NEG) then we can produce a (X', 2)-FSM
M that is consistent with P as follows: the output on all inputs in X is 2, and
the transition from every state on input c¢ leads to the same state, with output
1 if the state is an accepting state of the DFA and with output 0 otherwise.
Clearly the FSM produced is consistent with P. a

For the rest of this section, we fix an input alphabet X' (with |X| = ¢, a con-
stant), a finite output alphabet (2, and a finite set P = {(w;1, wo1), - - -, (Wik, Wor) }
of input /output pairs of strings over X* x 2%, with |w;s| = |wes| for 1 < s < k. A
necessary and sufficient condition for the existence of a (X, £2)-FSM consistent
with the pairs in P is the following: For any w € X*, if w is a prefix of both
wyp and w;, then the prefixes of length |w| of we, and wyq must be identical. If
this condition is satisfied, it is easy to construct a (X, £2)-FSM consistent with
P which has at most m = (Z?Zl |wis|) + 1 states. As a corollary, if the smallest
(X, 2)-FSM consistent with P has n states, then n < m.

Let 0g,01 ¢ X and let x,y,2 ¢ 2. Let ¥ = ¥ U {0g,01} and 2/ = 2 U
{z,y,2}. We construct a (X', 2")-FSM M = (Vys,v1,dn) with m states such

that for every v € Vs, v /e, vy and for every o € X v ZM v; and further,
for some fixed permutation 7 of (1,2,...,m) such that 7(1) =1,

oo/y oo/x oo/x oo/x oo/x
Un(1) =M Un(2) — M Ux3) — 7 -+- =M Ux(n) — M Uzn(1)



i.e. the transitions on input o form a Hamiltonian cycle, with output x for every
transition other than the transition from the initial state v1 = vy (1), for which
the output is y. Let ¢; = yz™ ! and for every i = 2,...,m let t; = 2™ i1y =2,
Consider
w; = Ugm[(aoolagl)(agalagl) N ((76” 01031)][(10“01)(101»201) N (wikol)]
we = tit[(yxty) (yaaty) . .. (ya™ 2aty)][(worx) (w2 ) - . . (Wor)]
We claim that | X (w;, w,)| is ©(n), where n is the number of states in the
smallest (X, £2)-FSM consistent with P. The proof of this claim follows from the
following two lemmas:

—1

Lemma 3. | Xy (w;, wp)| < en.

Proof. Notice that o3™ is a prefix of w; and the corresponding prefix of w, is
tit1 = yz™ 'yz™ !, By an argument similar to the one used in the reduction
of Subsection 3.1, we can prove that any (X7, 2')-FSM M’ = (Vas,v1,0p) such
that M’ (w;) = w, must have the structure of a Hamiltonian cycle on the input
00, where the output on oq is y from the initial state v1, and x from every other
state; furthermore, all transitions of M’ on input o7 from any state must go to
the initial state v; with output z. Notice that these properties are true of M.
Hence, M only needs to be modified so that it produces output w,s on input
w;s for each 1 < s < k.

As remarked earlier, m > n. Since there is an n-state (X, 2)-FSM consistent
with P, it is possible to select an n-state subset V' of Vj; and modify only the X-
transitions from states in V' to obtain a (X', £2')-FSM M’ such that M’ (w;s) =
wos for every 1 < s < k. It now immediately follows that M’(w;) = wo. Hence,
| X s (wi, wo)| < | X|n = cn. O

Lemma 4. | Xy (w;, w,)| > n.

Proof. As remarked earlier, m > n. Let | X (w;, w,)| = d and suppose we have
made d changes to M, yielding M’ such that M’(w;) = w, and hence, for every
1 <5<k, M'(w;s) = wes. Thus, there are at most d states v for which at least

one transition of the form v 2 M v (0 € X) has been changed. Hence, there

are at least m — d states in M’ such that v i>M/ v for every o € X. We claim
that we can discard all such states v and modify the resulting (X7, 2)-FSM to
obtain a (X, 2)-FSM consistent with P.

Consider any state v such that v ﬁ M v for every o € Y. Thus on an input
w;s, 1 < s < k, if we can ever reach v, it must be the last state, since the output
from v on any input symbol in X is z and w,s does not contain z. Clearly v
cannot be the start state of M’. So v can be discarded from M’ and it is still
possible to construct a (X7, 2)-FSM M" such that M"(w;s) = w,s for every
1 < s <k (all edges into v can be sent to some other state).

This process can be repeated for all such states v, resulting in a (X', 2')-FSM
M with at most d states such that M(wis) = w,s for every 1 < s < k. Now, by
discarding all 0y and o transitions from M, we obtain a (3, £2)-FSM consistent
with P which has d = | X s (w;, w,)| states. Hence, | X s (w;, w,)| > n. O



Recalling that ¢ = | X is a constant, we conclude that |X s (w;, w,)| is ©(n).

Suppose there is a positive integer k and a polynomial time algorithm to
compute a (X, 2')-FSM M’ that differs from M in at most | X (w;,w,)|" tran-
sitions for which M'(w;) = w,. Using an argument similar to the one in Lemma 4,
we can modify M’ in polynomial time by discarding at least m — | Xay (w;, w,)[*
states and the o and o, transitions to obtain a ©(n*)-state (X, £2)-FSM con-
sistent with P. By Lemma 2, this would imply that P = NP. Thus we have the
following

Theorem 2. Given a (X, 2)-FSM M and equal length strings w; € X* and
w, € 2%, for any positive integer k there is no polynomial time algorithm to
compute an edit set of size |X1\4(wi,wo)|]’C unless P = NP.

Remark 6. By observing that (X, 2)-FSMs are restricted versions of (X' x £2, X)-
FSMs and (X, £2)-PDAs, we obtain similar inapproximability results when the
program is represented using either of these abstractions.

4 Computing the Closest-output distance

4.1 Upper bound for FSMs and PDAs

We will prove a polynomial upper bound on the time to compute the closest-
output distance when the correct executions of a program are represented as
a (X, 2)-PDA. The closest-output distance can be expressed using two simple
recurrences, and our algorithm uses a straightforward dynamic programming
approach to solve these recurrences.

Let w, € 2* and let M = (V,V;,I,6) be a (X, £2)-PDA. We consider the
problem of computing ds(w,). Let the length of w,, denoted by |w,|, be L. For
every 1 <1i < j <L let wy(i,j) denote the substring of w, from the i-th to the
Jj-th position and let w, () denote the i-th letter of w, (i.e. w,(i) = w,(i,1)).

For every v € V and every 1 < i < L, let P(v,i) denote the Hamming
distance of the closest string to w,(i, L) that can be produced by M on a some
valid input w starting from state v. Also, for every uw,v € V and every 1 <
i <j<L,let B(u,v,i,j) denote the Hamming distance of the closest string to
woy(1,7) that can be produced by M on some balanced input w such that the
state changes from u to v. By definition, dys(w,) = min,,cy, P(v;, 1).

Let [w1 # wa] be 1 if wy # wa and 0 otherwise. For notational convenience, let
P(v,i) =01if i > L and let B(u,v,i+1,i) =0 if u = v, and B(u,v,i+1,i) = 0o
otherwise. We observe that if w is a balanced string from state u, then w must
be of one of the following two forms:

1. w = o;w; where (u,0;,v1,w) € §; for some v1 € V and w € 2, and w; is a
balanced string from vy; or
t
2. w = o.wy0,we where (u, o, v1,7,w) € ¢, U1 %M vg and (ve, o, 7y, U3, W) €
d, for some vi,v9,v3 €V, v € ', w,w’ € 2 andt € 2%, and w; is a balanced
string from v; and ws is a balanced string from vs.



Note that w can be of the latter form only if |w| > 2. Thus, for every 1 < i <
j < L, B(u,v,i,7) = by if j —i < 2 and B(u,v,4,j) = min(by, by) otherwise,
where

b1 = minfw # wy ()] + B(v1,v,i+ 1,75)
minimum over all o, u1,w such that (u,o,v1,w) € 0;

by = minfw, # w, (1)) + B(vi,va, i+ 1, k) + [wr # we(k+1)]+ B(vs, v, k+2,7)
minimum over all o, v1,v2, 0., V3,7, k such that ¢ < k < j and (u, 0., v1,7,we) €
Oc, (V2,00 v,wy) € 0, for some 0,0, € X,y € I vy1,v9,v3 €V

We also observe that any valid input w from state « must be of the following
three forms:

1. w = o.wy where (u,0.,v1,7,w) € d. for some . € X, v; € V, v € I,
w € 2, and w; is a valid input from vq; or

. . t
2. w = wywse where w; is a balanced string from u, u % v for some t € 2*
and v; € V, and ws is a valid input from vy; or
3. w is a balanced string from u.

Thus, for every 1 <i < L, P(v,4) = min(p1, p2, p3) where
p1 = minoceﬂ,vl€V77€F’7wc€f){[wc 7& U)O(l)] + P(’Ulai + 1) | (U, Ucavlapyawc) € 6c}
P2 = mini§k<L;v1€V B(U, U1, i, k) + P(’Ul, k+ 1)
p3 = min,, cy B(v,v1,14, L)
The required value min,, ey, P(v;, 1) can easily be computed using dynamic pro-
gramming in O(|X|? - |I'| - |V|°L?) time, which is polynomial in the size of the
input. By observing that a (X, 2)-FSM is a special case of a (X, 2)-PDA, we
obtain the following

Theorem 3. There is a polynomial time algorithm for computing the closest-
output distance when the correct executions of the program are represented as a
(X,02)-PDA or a (X, 2)-FSM.

Remark 7. Note that the polynomial-time dynamic programming algorithm to
compute dys(w,) can easily be modified to compute a string w € X* such that
the Hamming distance between w, and some string w’ € M (w) is das(w,).

Remark 8. Most programs are infinite-state systems and need to be abstracted
to form PDAs (or extended finite state machines); consequently these abstrac-
tions describe more than just the correct executions of the program. Hence, the
input string computed by the above dynamic programming algorithm may not
be legal, i.e. it may not correspond to a correct execution of the program. While
we do not know of a general technique to compute the closest-output distance
when inputs are constrained to be legal, the following technique can be used in
practice: Using the procedure by Lawler [20], the above dynamic programming
algorithm can be used to compute input strings corresponding to the closest-
output distance, the second-closest-output distance, ..., the k*"-closest-output
distance, in time polynomial in & and the size of the input. These input strings
can be examined in order, and the first legal input string can then be chosen.



4.2 Hardness results for Extended FSM representation

Given a (X, X)-FSM M and a string w; € X*, we show that the decision version
of computing ds(w;) is NP-complete and further, there is no polynomial-time
algorithm to compute dps(w;) to within any given polynomial factor (unless
P = NP). Briefly, given a SAT formula ¢ over a set X of n variables, we construct
a (X, X)-FSM M and a string w; € X* such that every string w € Ly, identifies
an assignment a,, of the variables in X, and if w is “close” to w;, then a,, satisfies
¢. The results follow from the NP-completeness of SAT.

Let X ={0,1}, let X be a set of n boolean variables, and let ¢ be any SAT
formula over variables in X. For every positive integer k, let N (k) = n* + 1 and
construct the following (X, X)-FSM My, = (V, vy, F, ag, g,9):

V= {U07U17 cee ,Un} U {ula e 7uN(k)} U {817 cee 7SN(k)}7 F= {SN(k)auN(k)}7
g(vi,j)=Tfori=0,....,nand j =0,1;

g(uzaj) = _‘(].5 and g(Sz,j) = ¢ for i = 17 . )N(k) and.j = Oa 1 5

(vi—1,0) % v; and (v;—1,1) % vifori=1,...,n;

(vn,0) — s1 and (v, 1) — ug ;

(8“0) — Si4+1, (Si, 1) — Si, (ul,O) — Uy, (ui, ].) — Ui+1 fOl” 1 S 7 S N(k) — ].;
(5N(k)>J) = SNk and (un(k),J) — un) for j =0,1;

the initial state is vg, and the initial assignment ag sets all variables to 0.

O NS W

[0, 1 (9], 1 [4],0,1
0,z1 :=0 0,xz9 :=0 m m
o [¢],0
© @ G o
1\;“1 ug Yok 1
1,zp:=1 1,zg9 :=1 [cell N
[=4],0 [-4],0 [=4],0,1

Fig. 3. The FSM for n =2

Figure 3 shows the FSM for n = 2 variables. The transition arrows are labeled
by the input symbol 0 or 1. The change in assignment (if any) is given after the
input symbol while the enabling condition is given before the input symbol if it
is not always true.

Note that the size of M}, is polynomial in the size of the inputs. Let w; =
0" +N () By the construction of My, every w’ € Lyy, of length n+4 N (k) is either
of the form wON *) or w1N*) where w € X". Note that w uniquely determines an
assignment a,, of the variables of X. It is immediately clear from the construction
of My, that the Hamming distance between w; and w’ is at most n if a,, satisfies
¢, and is at least N (k) otherwise.



The decision problem dyy, (w;) < n is clearly in NP: we guess a string w’ of
length equal to w; and verify in polynomial time if w’ € Ly, and the Hamming
distance between w’ and w; is at most n. If so, then as argued above, the prefix w
of length n of w’ uniquely determines a satisfying assignment to the SAT formula
¢. Since ¢ was an arbitrary SAT formula, we conclude that this decision problem
is NP-complete.

We now show that, unless P = NP, there is no polynomial time algorithm for
computing djpy, (w;) to within a polynomial approximation factor. Suppose, for
the sake of contradiction, that such an algorithm A exists. Let A(M}, w;) denote
the output of A for the input M}, and w; defined above. Since dy, (w;) < n iff
¢ is satisfiable, it follows that A(Mjy,w;) < N(k) iff ¢ is satisfiable. Thus, no
such polynomial-time algorithm A exists unless SAT € P. Hence, we have the
following

Theorem 4. Let M be a (X, X)-FSM and let w; € X* such that dy(w;) =
d. For any positive integer k, there is no polynomial time algorithm to decide
whether or not dyr(w;) < d*, unless P = NP.

Remark 9. The typical model for programs used in model checking is boolean
programs, which can be seen as PDAs with boolean variables. Since this model
is a generalization of extended finite state machines, our hardness result applies
to boolean programs as well.

Remark 10. As mentioned in Remark 8, programs may be abstracted as ex-
tended finite state machines, and thereby describe more than just the correct
executions of the program. The above hardness result for extended FSMs clearly
extends to this more general case as well.

5 Conclusions

We have proved upper and lower bounds for two popular heuristics used in au-
tomated error explanation for various models encountered in formal verification.
Based on our observations, we can draw two important conclusions. First, our
lower bounds provide justification for algorithms based on SAT solvers that have
been proposed in the literature. These algorithms are likely to be the most ef-
ficient that one can hope to design. Second, since the problem of determining
the minimum edit set is intractible even for Mealy machines, it is unlikely that
error explanation tools based on this heuristic will scale up to large software
programs. On the other hand, the closest correct trace to a counter-example can
be computed efficiently for PDAs (and hence for finite state models as well). The
intractibility of this problem for extended finite state machines is a consequence
of the well-known state space explosion problem, and does not seem intrinsic to
the heuristic itself.
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