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Abstract

Conformance testing is the problem of determining if a
black-box implementation I is equivalent to a specifi-
cation S, where both are modeled as finite state Mealy
machines. The problem involves constructing a checking
sequence based on the specification, which is a sequence
of inputs that detects all faulty machines. Traditionally,
conformance testing algorithms have assumed that the
number of states in the implementation does not exceed
that in the specification. This is because it is known
that, in the absence of this assumption, the length of
the checking sequence needs to be at least exponential
in the number of extra states in the implementation [41].
However, this has limited the applicability of these tech-
niques in practice where the implementation typically
has many more states than the specification.

In this paper we relax the constraints on the size
of the implementation and investigate the existence of
polynomial length checking sequences for implementa-
tions with extra states, under the promise that they ei-
ther have multiple faults or no faults at all. We present
randomized algorithms to construct checking sequences
that catch faulty implementations with at most A ex-
tra states, having at least r faults (where A and r are
parameters to the algorithm), and pass all correct imple-
mentations. We demonstrate the near optimality of our
algorithms by presenting lower bounds for this problem.
One of the main technical lemmas used in our proof is
an estimate of the probability that a random walk on
directed graphs will reach a large target set. We believe
that this lemma will be of independent interest in the
context of verifying safety properties.

1 Introduction

Fault detection is an important problem in the verifica-
tion of network protocols [22], where one tries to deter-
mine if the implementation of a protocol adheres to the
specification prescribed in the standard. The protocol
specification (or the control portion of the protocol spec-
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ification) is typically modeled as a deterministic finite
state Mealy machine that produces outputs whenever it
makes a state transition. The protocol implementation
is assumed to be a deterministic “black-box” machine
whose internal state transition structure is assumed to
be unknown. However, one can test the implementation
by applying input symbols and observing the outputs
it produces. The objective in fault detection or con-
formance testing is to design a test (called a checking
sequence) which will help determine if the implementa-
tion is indeed equivalent (with respect to language/trace
equivalence) to the specification standard.

Since Moore’s seminal work [31] that introduced
the framework of testing finite state machines, there
is an extensive literature on the problem of testing
such machines [17, 40, 23, 18, 11, 27, 6], and the fault
detection problem [38, 25, 35] in particular. Major
results are summarized in [24, 16, 29] (see [28] for a
recent survey). A number of algorithms for conformance
testing in special cases have been proposed: the D-
method based on distinguishing sequences [21] ; the
U-method based on UIO sequences [38]; the T-method
based on transition tours [33]; checking sequence based
on reliable resets [9] are some examples. In an influential
paper, Yannakakis and Lee [42] relaxed some of the
special constraints imposed by previous algorithms and
gave a randomized construction of a polynomially long
checking sequence.

All previous algorithms, including the Lee and Yan-
nakakis algorithm, made some common assumptions
about the specification and implementation machines.
The first is that the specification is a reduced finite state
machine and that the specification and implementation
are strongly connected, i.e., for any pair of states in the
specification (respectively, implementation), there is an
input sequence that transfers the machine from the first
state to the second state!. The second more serious
assumption is that the implementation does not have
more states than the specification. The reason this sec-
ond strong assumption is usually made is because it is
known that in order to detect faulty implementations

ITypically this is not a serious constraint since specifications
and implementations often have a reset transition, which guaran-

tees strong connectivity.



that have more states than the specification, the length
of the checking sequence needs to be exponential in the
number of extra states in the implementation [41]. How-
ever, making this assumption severely restricts the ap-
plicability of these methods in practice. This is because
implementations (being more detailed) typically have
many more states than the specification.

In this paper we investigate if this restriction on the
size of the implementation can be relaxed, and at the
same time obtain polynomially long testing sequences
that can provide useful information about the presence
of faults in the implementation. More specifically, like
in property testing [37, 36], we study the conformance
testing problem in a promise setting, namely, one where
the implementations with additional states either have
multiple faults or are completely correct. Once again,
like in property testing, the number of faults in an im-
plementation is measured by the Hamming distance to
the closest correct implementation 2. We call a sequence
of inputs a (r, A)-approximate checking sequence if all
implementations with at most A extra states and at
least r faults give a different output than the specifi-
cation on this sequence, while correct implementations
give the same output as the specification. We present a
randomized algorithm that given r and A, constructs a
(r, A)-approximate checking sequence with high proba-
bility. It must be noted that the probability of error is
over the random choices made by the algorithm and not
on a particular distribution on the implementation ma-
chines. Secondly the probability of error can be made as
small as needed by increasing the length of the checking
sequence.

Investigating conformance testing in the promise
setting might seem unreasonable in the light of the fact
that implementations usually have few subtle errors,
rather than many. Nonetheless, we believe that the
results presented here are interesting for the following
reasons. First, this relaxation of the fault detection
problem is a natural mathematical generalization, and
one which has been fruitfully studied in the context of
property testing ([19, 4, 3, 2, 7, 20, 8, 14, 34, 13, 5];
see [36] for a survey). In addition, apart from its
theoretical interest, we believe our constructions will be
useful in practice. This is primarily because although
we can prove the success (with high probability) of our
tests only on machines with at least r faults, the tests
have a non-zero probability of detecting every faulty

2There are however important differences between the problem

considered here and the property testing setting. First, we are
not solving a decision problem. Second, we measure the absolute
Hamming distance, as opposed to the distance relative to the size
of the input. And finally, we measure complexity in terms of the
length of the test suite generated and not the sample complexity.

machine (including those with less than r faults). Thus
our algorithm’s output can be used as a heuristic test
that applies in all situations. Second, our algorithm
provides the debugging team a hierarchy of test suites
of increasing precision to choose from based on practical
time constraints imposed on the testing process by
product release times.

Our Results. We present two randomized algorithms.
The first algorithm constructs an (r, A)-approximate
checking sequence to detect implementations with a
large number of faults; more precisely when r >
dmin(n,A), where d is the size of the input alphabet
and n is the size of the specification. This algorithm is
essentially identical to that of Yannakakis and Lee [42].
Our contribution here lies in showing that this algorithm
works in this new setting by observing that the presence
of a large number of errors allows one to search for faults
in a small neighbourhood, and thus ignore the fact that
the implementation has extra states. The second al-
gorithm constructs approximate checking sequences for
the case when the number of errors is small, i.e., when
r < dmin(n,A). This algorithm relies on performing
a random walk to reach a target set 7' among the “un-
known” extra states X of the implementation. In gen-
eral, exploration via random walks takes time exponen-
tial in | X| due to the existence of so-called combination-
lock subgraphs®. The hardness of exploring digraphs
via random walks has also been characterized in terms
of spectral and connectivity properties [12, 26, 30]. For
special classes of digraphs, better bounds can be ob-
tained, e.g. polynomial-time upper bounds exist when
the digraph is symmetric (i.e. undirected) [32, 39], and
when the indegree of each vertex is equal to the outde-
gree [1]. Good bounds can also be obtained for digraphs
with high expansion* [30]. However, these results do
not directly apply to the digraphs we consider here. To
prove the correctness of our second algorithm, we de-
rive bounds on the probability of a random walk on a
directed graph eventually reaching a target set T as a
function of the cut-size of T, i.e. the number of edges
that need to be removed to disconnect 7" from an initial
set of vertices. We believe that our results on random
walks are of independent interest and may help design
provably (time and space) efficient algorithms for veri-
fying safety properties [10] based on random walks. We

3In particular, T is reachable only via a particular sequence of
edges (called the “combination”) of length |X| — |T'|, which can
be as large as Q(|X])

4The expansion of a digraph G = (V,E) is the mini-
mum value of H?‘ min(|[NT(S)|,|N~(S)|) taken over all sub-
sets S of V for which 0 < |S] < |V|/2, where
Nt(S) = {veV\S | (u,v) € Eandu€ S} and N—(S) =
{veV\S|(v,u) € Eand ueS}



also present lower bounds for the problems considered
in this paper. Our lower bounds demonstrate that our
algorithms for constructing tests are in fact very close
to being optimal.

The rest of the paper is organized as follows.
Section 2 introduces some concepts and notation used
in the rest of the paper. Our results on random walks
are presented in Section 3; this section can skipped by
readers only interested in the fault detection problem.
Section 4 describes the setting for the fault detection
experiment and formally defines approximate checking
sequences. Our randomized algorithms for constructing
tests for detecting a single faulty machine are presented
in Section 5; these algorithms are used in Section 7
to construct approximate checking sequences. Lower
bounds are outlined in Section 6. Finally in Section 8
we discuss the upper and lower bounds presented in
this paper, and determine bounds on A and r when
the checking sequence can be polynomially long. Due
to space limitation, some of the proofs are omitted.

2 Preliminaries

Directed Graphs and Walks. A labeled directed
graph (or digraph) G = (V,E,X) is a directed graph
with vertex set V, label set ¥ and edge function FE :
V x ¥ — V. We use the notation © ¢ v to denote
E(u,0) = v. When the digraph G is clear from the
context, we abbreviate this to u = v.

A pair p = (t1,0102...0;) € V x ¥ is called a
path of length k in G = (V, E,X) if there is a sequence
((t1,01), (t2,09), ..., (tr,0%)) € (V x L) corresponding
to p such that t; 2 ;41 for every i = 1,...,k — 1, and
t; #t; for every i # j. We say that ¢; is the i-th vertex
in p and (¢;,0;) is the i-th edge in P. We say that two
paths (t1,01...0x) and (], 0] ...0}) are edge-disjoint if
there is no pair (4, ) such that (t;,0;) = (¢}, 0%).

A random walk in G = (V, E, X)) of length k starting
from a set U C V is a pair (1,0 ...0%) € V x X¥ where
t1 is chosen uniformly at random from U, and for each
1 = 1,...,k, o; is chosen uniformly at random from
Y. There is a unique sequence ((t1,01),..., (tk,0r)) €
(V x ©)¥ corresponding to every random walk R =
(t1,01...04), where t; Z ;1 forevery i =1,... k—1.
We say that ¢; is the i-th vertex in R and (¢;, 0;) is the
i-th edge in R.

Let UCVand X CV xX. Aset CCV xXis
called a (U, X)-cut in G = (V, E,X) if, for every path
(t1,01...0k) in G such that t; € U and (tg,0%) € X,
(t;yo;) € C for some 1 < i < k. We say that C is a
minimum (U, X)-cut if C is a (U, X)-cut and there is
no (U, X)-cut of cardinality strictly less than |C|.
Finite State Machines. A (X,Q)-FSM is a determin-

istic finite state Mealy machine M = (Viy, dar, Aps) with
input alphabet ¥ (]3| = d) and finite output alphabet
Q where V), is a finite set of states, dp; : Vay X X — Vi
is the transition function and Aps : Vay x X — € is the
output function.

REMARK 1. If M = (Var,0a, AM) is a (2,9Q)-FSM,
then Gy = (Var, 00, 2) is a labeled digraph.

REMARK 2. The transition function 6y and output
function A\pr of a (X,Q)-FSM M can be extended to a
mapping from Vi x X* to Vi and to Q* respectively in
the usual way.

We say that M is strongly connected if G is
strongly connected, i.e., for every pair of states s;,s; €
Viar, Om(si,x) = s; for some o € ¥*. We say that M is
reduced if, for every pair of distinct states s;,s; € Vi
(i # j) there is some z € X* such that A\p(s;,x) #
A (sj, ).

A separating family for M is a collection of sets
{Z, | uweVpy} such that for every pair of distinct
states u,v € V) there is an input string « such that
A (u, @) # A (v, @), and « is a prefix of some sequence
in Z,, and some sequence in Z,.

PROPOSITION 2.1. (YANNAKAKIS-LEE [42]) Every re-
duced (2,Q)-FSM M has a separating family {Z,} such
that for each u € Vi, | Zy| < |Var| —1 and each o € Z,,
has length at most |Vys| — 1.

3 Random Walks on Digraphs

In this section, we present our technical results on
random walks on directed graphs. Before stating and
proving bounds on the probability of a random walk
to reach a target set, we observe the existence of edge
disjoint paths of a special kind based on graph cuts.

LEMMA 3.1. Let G = (V,E,X) be a labeled digraph. If
UCV,X CV xXand C is a minimum (U, X)-cut in
G, then there are |C| edge-disjoint paths in G such that,
for each such path p = (t1,01...0%):

1. tleUandti¢UV2§i§k;
2. (tx,or) € X and (t;,0,) ¢ X V1<i<k-1.

The proof is a straightforward consequence of the
Maxflow-Mincut theorem [15] and is omitted. If C is
a minimum (U, X)-cut in G, then the |C| edge-disjoint
paths in G guaranteed by Lemma 3.1 are called cut-
paths in G from U to X. We are now ready to prove
our main lemma about random walks in directed graphs.

LEMMA 3.2. Let G = (V,E,%) be a labeled digraph
such that |V| < n+ A and |X| = d. Further, suppose



UCV,|Ul =nand X C (V\U) x X such that
every (U, X)-cut in G has size at least v > 0, where
r < dmin(n,A). We say that r is “small” if v is o(d).
Otherwise, there is some constant ¢ > 1 such that r > %
Let

_ r if v is small
po= r(1—1)  otherwise
\ - 1+ A if v is small
- 1+ C‘f,A otherwise

Let P be the probability that the last edge of a random
walk R in G beginning from U of length | (where 1 is
chosen umformly at random from {2,...,A}) is in X.

A—1
_p
Then P > ,\ Tod (4dA2)

Proof. We claim that there are at least p cut-paths each
of length at most A. This is clearly true when r is small,
since the size of every (U, X)-cut in G is at least r and
hence there are at least r [= p] cut-paths, each of length
at most 1 + A [= A]. Consider the case when r is not
small. Let N be the number of cut-paths of length at
least 2 4 #. Since all cut-paths are edge disjoint, the
total number of edges other than the first in all such cut-
paths is at least N(1 + %). Now N(1 + %) < dA
since every edge other than the first in a cut-path is of
the form (¢,0) where ¢ ¢ U. Hence, there are at most
= cut-paths of length at least 2 + %. Therefore, in
this case too, there are at least (1 — 2)r [= p] cut-paths
cach of length at most 1 + %42 [= A]. Suppose these
cut-paths are p1,...,p,.

Consider first the case when the length of each cut-
path is exactly A\. For each ¢ = 0,1,...,A — 1, let L;
be the set of (i + 1)-th vertices of these cut-paths (note
that Ly C U) and let P; be the probability that each of
the first (i + 1) edges of the random walk R is an edge
in some cut-path. By the definition of R, it follows that

Py > 2. Further, it is possible to show that
L (p) |L1L
Pi Z ()lLHZL:ll V2S’L<)\

Due to space limitations, we omit the proof of this claim.
Thus, we have

A—1 1
(3.1) P> (p) o s E——
nd \d/ - TR L
Now consider the general case. For every ¢ =
1,...,A =1, let L; be the set of (i + 1)-th vertices
of p1,...,p,. Note that |L}] < A for every i. For
every i = 1,2,..., A — 1, let n; be the number of cut-
paths among p1,...,p, of length at most i (note that
ny; = 0 since every cut-path has length at least 2).
Let L be a set of max(1, %) new vertices. Note that
|L{| <max(1,5) < A for every i.

Let Ly = U and for every i = 1,...x =1, let
L;,=L;UL! Let L= UZ 1 ' L. We clalm that there is
a digraph G’ = (V' E’, X)) such that

1. V! =V ULU/{s}, where s is a new vertex not in
VulL

2. for every p = p1,...,pp, if p = (to,00...0%) then
there is a path p’ = (t9,00...0k0k+1...0x) in G’

such that for every ¢ > k, t; € LY, and for each
i # j, p; and p; are edge-disjoint.

3. For every (t,0) € (V x L)\ X, E'(t,0) = E(t,0).

This is easy to see, since G’ can be obtained from G by
adding the new vertices (in the sets L) and edges by
“extending” the cut-paths p1,...,p, in the appropriate
manner as shown in Figure 1. We call the paths
P, -, p), extended cut-paths in G'. Let X' C V' x X
be the set of last edges of all extended cut-paths. Thus,
there are p (extended) cut-paths from U to X’ in G’,
each of length \. Every extended cut-path p’ in G’ has
a prefix p of length k (2 < k < \) that is a cut-path in
G.

Let P’ be the probability that each edge of a random
walk in G’ beginning from U of length A is an edge
of some extended cut-path in G’. Using the above
inequality 3.1 and noting that |L;| < 2A for every 4,

we have ) ) A
nd (4dA2)

The probability that the last edge of a prefix of length [
(where [ is chosen uniformly at random from {2,...,A})
of such a random walk is the last edge of some cut-path

Clearly, P > )\ 7, and hence the lemma holds.
O

P =Py, >

is 7)\ 1

4 Conformance Testing of FSMs

We now describe the setting for conformance testing.
We are given a specification machine S and a “black-
box” implementation I. Both I and S are assumed to
be FSMs with input alphabet ¥ and output alphabet
Q. In order to test if I is equivalent to S (defined later)
we make some assumptions:

1. S is a reduced, strongly connected (X, Q2)-FSM;

2. Vo ={s1,82,..-,8n};

3. I does not change during the testing experiment;

4. I is a strongly connected (X, Q)-FSM;

5. |Vi| <n+ A for some A > 0.
The assumption of strong connectivity of S is needed be-
cause otherwise the test may not be able to visit all the
states of S and thereby guarantee the equivalence of
to S; typically this is not a serious constraint since spec-
ifications often have a reset transition. The requirement
that S be reduced can be easily met by minimizing the
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Figure 1: Construction of Extended Cut Paths

specification, if it is not already reduced. The need for
assumption (3) is obvious. The requirement that I be
strongly connected is a technical requirement based on
ensuring that the homing sequence applied before the
test leads I to the right state (see discussion below).
If we are guaranteed that I starts in a known state, we
can drop this requirement. Finally, in order to construct
the checking sequence we need to know an upper bound
on the number of states in I; without this knowledge
constructing the checking sequence is impossible.

Under the assumptions discussed above, we would
like to test if the implementation is equivalent to the
specification or has multiple faults. We first define the
notion of equivalence (trace) that we use.

DEFINITION 4.1. Let S = (Vs,05,As) and I =
(V1,01, A1) be two (X,9Q)-FSMs. A state s € Vg is said
to be equivalent tot € Vi (denoted by s ~ t) iff for every
x € 3%, As(s,x) = Ar(t,x). S is said to be equivalent
to I (denoted as S ~ I) if and only if some state s € Vg
is equivalent to some state t € V7.

REMARK 3. Observe that if S is strongly connected and
S ~ I then for every s € Vg, there is a t € Vi such
that s ~ t. A similar statement holds if I is strongly
connected.

Note that our notion of a specification does not in-
clude an initial state. If the specification includes a des-
ignated initial state then the notion of equivalence will
require, in addition, that the initial state of the imple-
mentation be equivalent. Thus, in such a situation, the
problem consists of two parts: (1) verify that the black
box I is equivalent to S, and (2) verify that I starts in
a state that is equivalent to the initial state of S, (say)
s1. The second problem, which is called the state ver-
ification problem, requires the existence of a sequence
of inputs (called unique input-output (UIO) sequence)

that distinguishes the starting state s; from all other
states based on the outputs produced on the UIO se-
quence. UIO sequences need not exist for all reduced
strongly connected FSMs, and so a test may not exist
if our specification includes an initial state.

Thus, I may be equivalent to S but start in an
unknown state. The first part of a fault detection
experiment, therefore, applies what is called a homing
sequence (see [24]) that brings I to a known state s,
which is then the start state of the second part of
the experiment. We require the implementation to be
strongly connected to ensure that if I is equivalent to
S then the homing sequence will work correctly. If I is
known to start in a state equivalent to some state in the
specification, then we do not require I to be strongly
connected. Since homing sequences have been well
understood for decades, the key challenge in designing
a fault detection experiment is therefore to check if I is
equivalent to S, and this is the problem we address in
this paper.

DEFINITION 4.2. We say that I is at distance r from S
if D C Vi x ¥ with |D| =r, is a set of smallest size for
which there is a (X,Q)-FSM J = (V;,05,A;) such that
(1) Vy=Vi, (2) (05,A5) and (01, A1) differ only on the
set D, and (3) S is equivalent to J.

Note, that J need not be strongly connected in the
above definition. Also observe that if I is at distance
r > 1 from S, then S is not equivalent to I.

DEFINITION 4.3. An (r, A)-approximate checking se-
quence for ann state (X,)-FSM S is an input sequence
w such that every (3,Q)-FSM I with at most n + A
states that is at distance r or more from S produces on
input w a different output than that produced by S start-
ing from state s1, and every (X,Q)-FSM I with at most
n+ A states that is equivalent to S produces on input w
the same output that S produces starting from state s;.



Observe, that (1,0)-approximate checking sequence
is usually simply called a checking sequence in the liter-
ature; such a sequence checks whether the implementa-
tion (with no additional states) is indeed isomorphic to
the specification.

A configuration is a pair of states (s,t) € Vg x V;
it is used to denote the states of S and I during some
stage in the conformance testing experiment. Recall,
that Proposition 2.1 says that every reduced FSM has
a separating family. Let Z ={Z; |i=1,2,...,n} be a
separating family for S (we use the shorthand notation
Z; to denote Z;,). We say that state t € V7 is similar to
state s; € Vg (which we denote by ¢ ~; s;) if for every
a € Z;, As(si,a) = Ar(t,a). We define the similarity
function 7y : Vi — Ve U{L} as mr(t) = s if ¢t ~y s, and
7r(t) = L otherwise. Note that () is well defined
since a state t € V; can be similar to at most one state
s € Vg. We define the error set X w.r.t. S and I as
X =X UXoUX;3 C (Vi xX) where X; and X5 are the
“transfer-errors”:

Xy =A{(t,0) | 71 (0r(t, 0)) = L}
Xo ={(t,0) [ mr(t) # L, 71(01(t,0)) # ds(mr(t), 0)}

and X3 is the set of “output-errors”:

X3 ={(t,0) | m1(t) # L and A\;(¢,0) # As(m1(t),0)}

If U C Vi, aset C C VyxXis called a (U, X)-
cut in I if C is a (U, X)-cut in the labeled digraph
Gr=(Vy,61,%).

For every i = 1,...,n let T; be some fixed (directed)
breadth-first search (BFS) tree in Gg = (Vs, dg, X) with
root s;. For every j =1,...,n, let w;; be the (unique)
string such that (s;,w;;) is the unique path from s; to
s; in T;. Thus dg(s;, wsj) = s; for every 1 < 4,7, < n.
Note that wy; is the empty string, for every i. We call
the set V(Si,t) = {tj | t; = (51(t7wij),j =1,... ,n} the
vicinity of (s;,t) € Vg x V. We say that V(s;,t) is safe
if (V(ss,t) x )N X = (. Otherwise, V(s;,t) is called

unsafe.

REMARK 4. For every prefic w of w;;, there is some
J e{l,...,n} such that w = w;;; and hence d;(t,w) =
tj/ S V(Si,t).

We now observe a crucial fact about safe vicinities,
namely that, all the states in a safe vicinity are similar
to corresponding states in the specification. This is the
content of the next lemma which is proved before the
main result of this section.

LEMMA 4.1. Let (s;,t) € Vo X Vi such that 7;(t) = s;
and V(s;,t) ={t; | 5 =1,...,n} is safe. Then for every
j: 1,...,’)1, W](tj) = 5j.

Proof. The proof is by induction on |w;;|, the length of
w;; (recall that &;(¢,w;;) = t;). The base case, when
|w;j| = 0, is trivially true since in this case j =4 and it
is given that 7;(¢;) = s;.

Suppose w;; = wo for some w € ¥* and o € 3. By
Remark 4, there is some j' € {1,...,n} such that w =
w;j» and 07(t,w) = t;. By the inductive hypothesis,
mr(ty) = s;. Since V(s;,t) is safe, it follows that
m1(01(ty,0)) = bs(sj7,0), i.e. mr(t;) = s;. The proof is
now complete by induction. ]

Cuts in the graph G; and the distance of I from
S can be related, and cuts play a crucial role in our
algorithms. This relationship is formally stated in the
next lemma, which is the main result of this section.

LEMMA 4.2. Suppose I is at distance v from S and
(si,t;) € Vs x V7 is a configuration such that wp(t;) = s;
and V (s;,t;) is safe. Then, for every (V(s; t;), X)-cut
Cinl, |C|>r.

P’f’OOf. V(S“tl) = {tj | tj = 51(t¢,w¢j),j = 17. .. ,TL}.
Suppose that there is a (V(s;,t;), X)-cut C in I such
that |C] < r. We obtain a contradiction by showing
that there is a (3,Q)-FSM J at distance at most |C|
from I that is equivalent to S. Let V; = V. Define
07:VyxX —=Vyand A\j:V; x X — Q as follows:
0r(t,o) if (t,0) ¢ C or mr(t) = L

t; otherwise, where dg(mr(t),0) = s,
A(t,o) if (t,0) ¢ Cor mr(t) = L
As(mr(t), o) otherwise

6J(t,0') =
)\J(t,o’) =

Let J = (Vy,05,As). We prove that J is equivalent
to S by showing that ¢; ~ s;. In particular, we claim
that for every z € ¥*, m(d;(t;,x)) = ds(si, ), and
Aj(tiyx) = As(s;, x). The proof is by induction on |z,
the length of z.

The base case, when |z| = 0, is trivially true since
7wr(t;) = s;. Suppose x = wo for some w € X*
and ¢ € X. Let t = §;(t;,w) and s = dg(s;, w).
By the inductive hypothesis, we have m;(f) = s and
Aj(ti,w) = Ag(si,w). Thus, to prove the inductive
step, we need to show that 77(d;(¢,0)) = ds(s,0) and
Aj(t,0) = Ag(s,0). There are two cases:

Case (t,o0) € C: Since 7;(t) = s # L1, we have
05(t,0) = t;, where j is such that dg(s,0) = s; and
As(t,o) = As(s,0). By Lemma 4.1, 7;(¢;) = s; and
hence w1 (d;(t,0)) = ds(s,0) and Aj(t,0) = Ag(s,0).

Case (t,0) ¢ C: We first show that (¢t,0) ¢ X. Tt
suffices to show that for every ¢; € V(s;,t;) and every
y € X*, the path (¢;,y) in J does not contain an
edge in X. Suppose, on the contrary, that there is a
path p = (t;,01...0%) in J which corresponds to the
sequence ((u1,01), ..., (uk,0%)) € (V7 x X)F such that:



1. uq :t]‘ € V(Si,ti) and u,, ¢ V(Si,ti) V2<m<k
2. (ug,o0r) € X and (U, 0m) ¢ X V1<m<Ek

We show by induction that for all 1 < m < k,
mr(um) # L and (Um—1,0m-1) ¢ C (when m > 1).
The base case (m = 1) is true since m7(u1) = 71(t;) =
sj by Lemma 4.1. For the inductive step, suppose
that 7r(uy,) # L. Since umi1 € V(si,t;), it follows
from the definition of d; that (um,om) ¢ C and
hence 87 (U, om) = 01(Um,om). Since (Um,om) ¢ X,
01 (U, om) # L. S0, Umy1 = 85 (Um,om) # L.

Thus, the sequence ((u1,01),..., (uk,0k)) in fact
corresponds to a path (uj,01...0) in I such that
up € V(si,ti), (Um,om) ¢ C for every 1 < m < k
and (ug,o0r) € X. But this is impossible, since C' is a
(V(s4,ti), X)-cut in I. Hence, (t,0) ¢ X.

Now, since (¢,0) ¢ C, we have 0;(t,0) = d;(t, o).
Since (t,0) ¢ X, we have m7(d1(t,0)) = ds(s,0) and
Ar(t,0) = Ag(s,0). This proves the inductive step.

Hence J is equivalent to S. But this implies that I
is at distance at most |C| < r from S, a contradiction.
Hence, |C| > r. o

COROLLARY 4.1. Suppose I is at distance v from S
and (s;,t;) € Vg x Vi is a configuration such that
wr(t;) = s; and V(s;,t;) is safe. Then |X| > r and
|V(Si,ti) X Z| >r

Proof. Clearly, the sets X and (V(s;,t;) x X) are both
(V(si,t;), X)-cuts in I, so Lemma 4.2 applies. a

5 Testing One Black Box

Suppose we are given a specific black box implemen-
tation machine I which we want test for conformance
with specification S. If I is subjected to a determin-
istic experiment, then unless the test sequence z is a
(r, A)-approximate checking sequence, we cannot say [
has less than r errors if I passes the test. This is because
if z misses even a single FSM with more than r faults, I
could potentially be this FSM. Thus, for deterministic
algorithms, testing a single implementation I does not
differ from testing all possible machines. However, if we
allow the fault detection experiment to be randomized
then testing a single machine to achieve a certain level
of confidence may require a shorter test. The algorithms
we present in this section produce tests for a single black
box. These constructions will be later used in Section 7
to obtain (r, A)-approximate checking sequences. In
this section we first obtain an algorithm for the case
when r is large, i.e., r > dmin(n,A), where d = |X|,
and then consider the case when r < dmin(n, A).

5.1 Algorithm for r > dmin(n,A) The algorithm
for constructing the (r, A)-approximate checking se-
quence is given in Figure 2. The algorithm is essen-
tially similar to the one proposed by Yannakakis and
Lee [42] and simply tests transitions in the specification
at random.

LEMMA 5.1. If I has at most n + A states and is
at distance v > dmin(n,A) from S then, in each
iteration of algorithm in Figure 2, the probability that
the outputs of S and I differ is at least ﬁ, where
Z = Imaxi<i<n ‘Zz|

Proof. Let the configuration at the start of any iteration
be (s;,t). There are two possible cases:

Case 7y(t) # s;: In this case test 1 can detect an error,
and the probability that an error is discovered in the
current iteration is at least %ﬁ > i

Case 7;(t) = s;: We claim that V(s;,t) is unsafe.
Suppose, for the sake of contradiction, that V'(s;,t)
is safe. We have |V (s;,t)] = n. By Corollary 4.1,
|V (siyt) X ¥] = dn > r. Now if n < A, we obtain a
contradiction since r > dmin(n, A). Therefore suppose
that A < n and hence r > dA. By Corollary 4.1, we
have | X| > r > dA. Also, the sets (V(s;,t) x X) and X
are disjoint, since V (s;, t) is safe by assumption. Hence,
Vi x 3| > |V (s;,t) x |+ |X| > nd+dA = (n+ A)d.
Hence, |Vi| > n + A, which contradicts the fact that T
has at most n + A states.

Hence, V(s;,t) is unsafe. In this case test 2 can
detect an error, and the probability that an error is
discovered in the current iteration is at least %%
Hence, the lemma holds. ]
THEOREM 5.1. Let I be a FSM with at most n + A
states and which is at distance at least r from S. For any
€ > 0, after k = 210g(%)dnz iterations, the probability
that the algorithm in Figure 2 detects that I is faulty is
at least 1 — e.

The theorem follows from Lemma 5.1 and a stan-
dard application of Chernoff bounds [32].

5.2 Algorithm for r < dmin(n,A) We now con-
sider the case when r < dmin(n,A), where d = |X|.
When 7 is o(d), let p = r and A = 1+ A, and when there
is a constant ¢ > 1 such that r > ¢ let p = r(1 — 1)
and A = 1+ %. The algorithm for testing a single
black-box is given in Figure 3.

LEMMA 5.2. If I has at most n + A states and is
at distance v from S then, in each iteration of the
algorithm in Figure 3, the probability that the outputs of

S and I differ is at least 53— v (e

where z = maxi<;<n |Zi|

7

min{l ))\_1



Input: A (X,Q)-FSM S initially in state s1, a separating family {Z;} of sequences for the states of
S, and a black box (3, 2)-FSM I.

Output: A random test sequence to be applied to S and I.

Method: Repeat k times: Apply one of the following 2 tests uniformly at random (u.a.r.)

Test 1: If S is currently in state s;, choose a separating sequence x from Z; u.a.r. and apply it to
S and 1.

Test 2: If S is currently in state s;, choose s; € Vg u.a.r. and o € ¥ v.a.r. If dg(sj,0) = s/, choose
a separating sequence x from Z; u.a.r. Apply the sequence w;;ox to S and I.

Figure 2: Algorithm for testing a specific Black-Box when r > dmin(n, A)

Input: A (X,9Q)-FSM S initially in state s1, a separating family {Z;} of sequences for the states of
S, and a black box (3, )-FSM I.

Output: A random test sequence to be applied to S and I.

Method: Repeat k times: Apply one of the following 3 tests uniformly at random (u.a.r.)

Test 1: If S is currently in state s;, choose a separating sequence x from Z; u.a.r. and apply it to
S and 1.

Test 2: If S is currently in state s;, choose s; € Vg u.a.r. and o € ¥ w.a.r. If g(s;,0) = s/, choose
a separating sequence z from Z; u.a.r. Apply the sequence w;;ox to S and I.

Test 3: If S is currently in state s;, choose s; € Vg wa.r., l € {2,...,A} war. and w € &' war. If
0s(sj, w) = s;s, choose a separating sequence z from Z;, u.a.r. Apply the sequence w;;wz to S and
1.

Figure 3: Algorithm for testing a specific black-box when r < dmin(n, A)

Proof. Let the configuration at the start of any iteration The theorem follows from the observa-
be (s;,1). There are three possible cases: tions in Lemma 5.2. The length of the
Case 7y (t) # s;: In this case test 1 can detect an error, test sequence output by the algorithm is

and the probability that an error is discovered in the
current iteration is at least %ﬁ > é
Case V(s;,t) is not safe: Then, there is a state
s;j (possibly s; = s;) such that for some o €
27 m(&](t,wija)) 7& 5S(Si,wij0) or )\I(t,wija) 7é
)\S(si,wijo). In this case test 2 can detect an error,
and the probability that an error is discovered in the
current iteration is at least § -1
Case 77(t) = s, and V(s;,t) is safe: Note that
choosing w;; and w as described corresponds to a
random walk of length |w| in G starting from V (s;,t).
Since |V (s;,t)] = n and the size of the (V(s;,t), X)-
cut in I (and hence in Gy) is at least r, it follows from
Lemma 3.2, the probability that test 3 discovers an error
is at least %%ﬁ (ﬁ))‘_l

Hence, the lemma holds. O

THEOREM 5.2. Let I be a FSM with at most n + A
states and which is at distance at least v from S. For
any € > 0, the algorithm in Figure 3 detects that
I is faulty with probability at least 1 — € after k =

A1
3dnzlog(1) max {1, % (%) } iterations.

O(dnz(n—i—A)maX{l,%Qo(AlOg# }), when 7 is
o(d) and O (dnz(n+ %)max{l,igo(%log g)}),

otherwise.

6 Lower Bounds

In this section, we present lower bounds for the problem
of checking if a single black box conforms to the
specification or has multiple faults.

THEOREM 6.1. For every mn, d > 5, there is a specifi-
cation FSM S with d inputs and n states such that for
every randomized test of length L(n, A, r) there is FSM
I with at most n + A states at distance at least r from
S that will pass the test with probability at least 1 — .
The value of L(n, A, r) for different values of n, A and
r are given as follows.

_ _ (d=5)(n+4)n?

L IfA=1andr>dA, L(n,A,r) = e—"5—"—
2. If there is a constant ¢ > 1 such that % <r<
@, then L(n,A,r) = e(n — 1)%0“‘%

3. If r = o(d) then L(n,A,r) =€e(n—1)A (d_3)1+A

r




The lower bounds are proved by generaliz-
ing the “combinatorial lock” construction used by
Vasilevskii [41] to construct the specification machine
and a family of implementation machines that defeat
short tests. The formal constructions and their proofs
of correctness are omitted due to space limitations.

7 Checking sequences

By running our algorithms for more iterations, we
can obtain a randomized construction of an (r,A)-
approximate checking sequence. Let N be the number of
faulty machines, i.e. the number of (£, Q)-FSMs with at
most n+ A states that are not equivalent to S. Clearly
N is at most A (|Q](n + A))d(n+A), since this is the total
number of (3, )-FSMs with at most n+ A states. Note
that |Q] < d(n+ A) since this is the maximum number
of transitions possible in any (X, 2)-FSM with at most
n + A states.

For any 6 > 0, if we let e = /N in Theorem 5.1 and
Theorem 5.2, the probability that the resulting sequence
detects all faulty machines is at least 1 — 6, yielding an
(r, A)-approximate checking sequence. We thus obtain
the following theorems:

THEOREM 7.1. When r > dmin(n,A), for any
. Q|(n+A

0 > 0, taking k = O(dznz(n—l—A)log(H("%))),

the algorithm in Figure 2 generates a Sequence of

length O <d2n2z(n +A) log(mw%A))) that is a (r, A)-

approximate checking sequence with probability at least
1-0.

THEOREM 7.2. When r < dmin(n,A), for any 6 > 0
the algorithm in Figure 8 generates a sequence of length

0 (dQn(n + A)?zlog IQ‘("%A) max{1, m(d, A, r)}) that
is a (r,A)-approzimate checking sequence with proba-
bility at least 1 — 0, where

A90(Alog 482)
r

_1_90(44 Jog 442)
rA

s if r=o(d)
, otherwise

m(d,A,r) = {

8 Discussion

In this section we determine bounds on the number of
extra states in the implementation that can be toler-
ated, and still obtain polynomially long approximate
checking sequences. Based on the lower bounds derived
in Section 6, we determine the size of A that will force
any checking sequence to be super-polynomial. The re-
sults from Section 7, help us obtain upper bounds on
A for which our algorithms can construct polynomially
long approximate checking sequence. In what follows,
we consider the upper and lower bounds on A in three

cases, depending on the value of r; L(n,A) is used to
denote the length of a checking sequence.

Case r > dmin(n, A): Both the lower bound and the
upper bound on the length of checking sequences are
polynomial in n + A for every A.

Case 7 is o(d): If A is w (101;(%), then the lower

bound on L(n,A) is super-polynomial. We can guar-
antee a polynomial upper bound on L(n,A) when A

is O ( logn

TogTogntlog(d/r) ) Thus, our guarantee is best-

d

Togn
at most loglogn otherwise.
Case g < r < dmin(n,A) for some constant
c > 1: If Ais w(g logn)7 then the lower bound
on L(n,A) is super-polynomial. We can guarantee
a polynomial upper bound on L(n,A) when A is

possible when r is O , and worse by a factor of

(0] (%M#Um . Thus, our guarantee is worse
than best-possible by at least a factor of loglogn and
at most a factor of logn (since r < dmin(n, A)).

These observations demonstrate that our upper
bounds and lower bounds are only separated in the case
when r is small, and even in this case the separation is
at most by a factor of logn. Trying to close this gap is
an interesting open problem.
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