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Abstract

On Labor Day Weekend, the highway patrol sets up spot-chatkandom points on the freeways with the
intention of deterring a large fraction of motorists fromivérg incorrectly. We explore a very similar idea in the
context of program checking to ascertain with minimal oeadh that a program output isasonablycorrect. Our
model ofspot-checkingequires that the spot-checker must run asymptoticallyinfiaster than the combined length
of the input and output. We then show that the spot-checkingahcan be applied to problems in a wide range of
areas, including problems regarding graphs, sets, antbralgén particular, we present spot-checkers for sorting,
convex hull, element distinctness, set containment, sedlétg total orders, and correctness of group operations.
All of our spot-checkers are very simple to state and relyesting that the input and/or output have certain simple
properties that depend on very few bits. Our results alse gieperty tests as defined by [RS96, Rub94, GGR96].

Our sorting spot-checker runs @(logn) time to check the correctness of the output produced by @ngort
algorithm on an input consisting af numbers. The convex hull spot checker, given a sequenkgoints with the
claim that they form the convex hull of the input setopoints, checks i) (n log k) time whether this sequence is
close to the actual convex hull of the input set. We also shawthere is a® (1) spot-checker to check a program
that determines whether a given relation is close to a tat#ro We present a technique for testing in almost linear
time whether a given operationdfose toan associative cancellative operation. In this extendsttatt we show the
checker under the assumption that the input operation setlative and leave the general case for the full version of
the paper. In contrast, [RaS96] show that quadratic timedessary and sufficient to test that a given cancellative
operation is associative. This method yields a very effidiester (over small domains) for all functions satisfying
associative functional equations [Acz66]. We also extérig iesult to test in almost linear time whether the given
operation is close to a group operation.

1 Introduction

Ensuring the correctness of computer programs is an important yet itéisk. Program result checking [BK89] and
self-testing/correcting programs [BLR93, Lip91] make runtime chealcertify that the program is giving the right
answer. Though efficient, these methods often add small multiplicativer$act the runtime of the programs. Efforts
to minimize the overhead due to program checking have been somewhat sulde8§4, Rub94, BGR96] for linear
functions. Can this overhead be minimized further by settling for a weg&enontrivial, guarantee on the correctness
of the program’s output? For example, it could be very useful to kihatthe program’s output is reasonably correct
(say, close in Hamming distance to the correct output). Alternativelypfograms that verify whether an input has a
particular property, it may be useful to know whether the input is at ldase to some input which has the property.

In this paper, we introduce the modelsgot-checkingwhich performs only a small amount (sublinear) of addi-
tional work in order to check the program’s answer. In this contextetiprototypical scenarios arise, each of which
is captured by our model. In the following, I¢tbe a function purportedly computed by progrdhthat is being
spot-checked, and be an input tof.
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¢ Functions with small outputf the output size of the program is smaller than the input size| gay)| = o(|z|)
(as is the case for example for decision problems), the spot-checker mageealole output and only a small
part of the input.

e Functions with large outputlf the output size of the program is much bigger than the input size|:Say
o(|f(z)|) (for example, on input a domaif, outputting the table of a binary operation overx D), the
spot-checker may read the whole input but only a small part of the autput

e Functions for which the input and output are comparallethe output size and the input size are about the
same order of magnitude, say = O(|f(z)|) (for example, sorting), the spot-checker may only read part of
the input and part of the output.

One naive way to define a weaker checker is to ask that whenever the programs aatjmecorrect answer, the checker
should detect the error with some probability. This definition gcdincerting because it does not preclude the case
when the output of the program is very wrong, yet is passed by the chedstrofithe time. In contrast, our spot-
checkers satisfy a very strong condition: if the output of the progsafar from being correct, our spot-checkers
outputFAIL with high probability. More formally:

Definition 1 LetA(, ) be a distance function. We say tliais ane-spot-checkefor f with distance function if

1. Given any inputz and programP (purporting to computef), ande, C outputs with probability at least
3/4 (over the internal coin tosses 6§ PASS if A({z, P(z)),{(x, f(z))) = 0 and FAIL if for all inputs y,

A((z, P(2)),(y. f(y))) > e
2. Theruntime of iso(|z| + | f(z)])

The spot-checker can be repeafedg 1/) times to get confidence— 6. The choice of the distance functidnis
problem specific, and determines the ability to spot-check. For examplerdgrams with small output, one might
choose a distance function for which the distance is infinite wherféier # f(y), whereas for programs with large
output it may be natural to choose a distance function for which tliardis is infinite whenevar # y. The condition

on the runtime of the spot-checker enforces the “little-oh” propertfjB&9], i.e., as long ag depends on all bits
of the input, the condition on the runtime of the spot-checker fotisespot-checker to run faster than any correct
algorithm for £, which in turn forces the spot-checker to be different than any algoritmf.f

OURREsULTS. We show that the spot-checking model can be applied to problems in aamige of areas, including
problems regarding graphs, computational geometry, sets, and algebpae$®at spot-checkers for sorting, convex
hull, element distinctness, set containment, set equality, total ordergranp operations. All of our spot-checker
algorithms are very simple to state and rely on testing that the inglibaautput have certain simple properties that
depend on very few bits; the non-triviality lies in the choice of tigribution underlying the test. Some of our spot-
checkers run much faster thafz| + | f(z)|) — for example, our sorting spot-checker rungiflg |z|) time. All

of our spot-checkers have the additional property that if the ougpintbrrect even on one bit, the spot-checker will
detect this with a small probability. In order to construct these shetkers, we develop several new tools, which we
hope will prove useful for constructing spot-checkers for a numbethadr problems.

One of the techniques that we developed for testing group operationsalk to efficiently test that an operation
is associative. Recently in a surprising and elegant result, [RaS96]lshewo test that operationis associative in
O(|D|?) steps, rather than the straightforwadd D|?). They also show tha®(|D|?) steps are necessary, even for
cancellative operations. In contrast, we show how to testdtgtlose(equal on most inputs) to some cancellative
associative operatios’ over domainD in O(|D|) step. We also show how to modify the test to accommodate
operations that are not known to be cancellative, in which case the ruimiagicreases t@(n?/?). Though our test
yields a weaker conclusion, we also give a self-corrector for the operajfioa., a method of computing correctly
for all inputs in constant time. This method yields a reasonably efficient tester ¢mall domains) for all functions
satisfying associative functional equations [Acz66].

RELATIONSHIP TOPROPERTYTESTING. A number of interesting result checkers for various problems have been
developed (cf., [BK89, BLR93, EKS97, KS96, AHK95, Kan90, BE®, ABC'93]). Many of the checkers for

1The notationé(n) suppresses polylogarithmic factorsrof



numerical problems have used formspmbperty testing(albeit under various names) to ensure that the program’s
output satisfies certain properties characterizing the function that tigegonds supposed to compute. For example,
efficient property tests that ensure that the program is computing afirmeztion have been used to construct checkers.
In [GGR96], the idea of using property testidgectly on the inputs first proposed. This idea extended the scope of
property testing beyond numeric properties. In [GGR96, GR9dhnty testing is applied to graph problems such as
bipartiteness and clique number. The ideas in this paper are inspiredibwihk.

For the purposes of this exposition, we give a simplified definibf property testing that captures the common
features of the definitions given by [RS96, Rub94, GGR96]. Givemaaitod and a distributiorD over H, a function
f is e-closeto a functiong overD if Pr,ep[f(z) # g(z)] < e. Ais aproperty testefor a class of functiong if for
any givene and functionf, with high probability (over the coin tosses df) A outputsPASS if f € F andFAIL if
there is ngy € F such thay and f aree-close?

Our focus on the checking of program results motivates a definition atfdpeckers that is natural for testing
input/output relations for a wide range of problems. All pregiquoperty testers used a “Hamming-like” distance
function. Our general definition of a distance function allows us to ttoasspot-checkers for set and list problems
such as sorting and element distinctness, where the Hamming distandausefd. In fact, with a proper distance
function, all property testers in [GGR96] can be transformed into-spetkers. One must, however, be careful in
choosing the distance function. For instance, consider a program windathes whether an input graph is bipartite or
not. Every graph is close to a graph that is not bipartite (just addraglie), so property testing for nonbipartiteness is
trivial. Thus, unless the distance function satisfies a property sud@sy), (x,y')) is greater thaim wheny # /',
the spot-checker will have an uninteresting behavior. Observe thiatbpokers are a special class of property testers
with more general distance functions: given a spot-checkeyf fame can define a property = {(z, f(x)) |z}
characterizing the functiofi and perform property testing on the input-output gairP(z)).

2 Set and List Problems
2.1 Sorting

Given an input to and output from a sorting program, we show hoveterchine whether the output of the program
is close in edit-distance to the correct sorting of the input, wherestlit-distance(u, v) is the number of insertions
and deletions required to change stringnto v. The distance function that we use in defining our spot-checker is
as follows: for allz, y lists of elementsA({z, P(x)), (y, f(y))) is infinite if eitherz # y or |P(z)| # |f(y)| and
otherwise is equal tp(P(x), f(y))/|P(z)|. Since sorting has the property that for aJl|z| = |f(x)|, we assume
that the progran® satisfiesvz, |z| = |P(x)|. Itis straightforward to extend our techniques to obtain similarltesu
when this is not the case. We also assume that all the elements in ouredr®strare distinct. (This assumption is not
necessary for testing for the existence of a long increasing subsequence.)

In Section 2.1.2, we show that the running time of our sorting-specker is tight.

2.1.1 The Test

Our 2e-spot-checker first checks if there is a long increasing subsequertie)n(Theorem 2). It then checks that
the setsP(z) andz have a large overlap (Lemma 8). M(z) andz have an overlap of size at legdt— ¢)n, where
n = |z|, andP(z) has an increasing subsequence of length at (@aste)n, thenA({(z, P(z)), (y, f(y))) < 2e.

Form = O((1/¢)1g1/6) andn = O(1g1/6), the algorithm presented in the figure checks if an input sequence
A has a long increasing subsequence by picking random pairs of indicesand checking thati[i] < A[j]. An
obvious way of picking andj is to picki uniformly and then pickj to be: + 1. Another way is to pick and;
uniformly, making sure that < j. One can find sequences, however, that pass these tests even though they do n
contain long increasing subsequences. The choice of distribution graitss, j is crucial to the correctness of the

checker.

Theorem 2 ProcedureSor t - Check(c,d) runsinO((1/¢)1gnlg® 1/§) time, and satisfies:

2|n fact, the definition of property testing given by [GGR96]rmuch more general. For example, it allows one to separateligider two
different models of the tester’s accessftorhe first case is when the tester may make querigsato any input. The second case is when the tester
cannot make queries tb but is given a random sequence(af, f(x)) pairs wherer is chosen according t®. In our setting, the former is the
natural model.



Procedure Sort- Check(c,J)
repeat m times
choosei €g [1,n]
for k<« 0...1gi do
repeat n times
choose j €x [1,2%]
if (A[i —j] > A[i]) thenreturn FAIL
for k<« 0...1g(n—1i) do
repeat n tinmes
choose j € [1,2¥]
if (A[i] > Al +j]) thenreturn FAIL
return PASS

e If AissortedSort - Check(c,d) = PASS.

e If A does not have an increasing subsequence of length at(least)n, then with probability at least — 4,
Sort - Check(c, d) = FAIL.

To prove this theorem we need some basic definitions and lemmas.

Definition 3 The graphinducedby an array A, of integers having: elements, is the directed gragh,, where
V(Ga) =A{v1,...,v,} @andE(G ) = {(vi,v;) | i < jandA[i] < A[j]}.

We now make some trivial observations about such graphs.

Observation 4 The graphG 4 induced by an arrayd = {v,vs,...,v,} is transitive, i.e., iffu,v) € E(G4) and
(v,w) € E(G4) then{u,w) € E(G4).

We shall use the following notation to define neighborhoods of texén some interval.

NOTATION. F?; ) (i) denotes the set of vertices in the open interval betwesrd¢’ that have an incoming edge
fromv;. Similarly, F(t.t,) (7) denotes the set of vertices betweendt’ that have an outgoing edgeda

It is useful to define the notion of laeavyvertex in such a graph to be one whose in-degree and out-degree, in
every2* interval around it, is a significant fraction of the maximum possitideégree and out-degree, in that interval.

Definition 5 A vertexwv; in the graphG 4 is said to beheavyif for all k,0 < k < 1gi, | F(’F

allk,0 <k <lg(n—i), | Famk)(i) | > n2*, wheren = 3/4.

gy (@) | > n2* and for

Theorem 6 A graphG 4 induced by an array, that has(1 —c)n heavy vertices, has a path of length at le@dst ¢)n.

The theorem follows as a trivial consequence of the following:
Lemma 7 If v; andv; (i < j) are heavy vertices in the grafghy, then(v;, v;) € E(Ga).

Proof. SinceG 4 is transitive, in order to prove the above lemma, all we need to showti®diween any two heavy
vertices, there is a vertex, such that(v;, v) € E(G4) and(vi,v;) € E(Ga).

Let m be such tha™ < (j — i), but2(m+1) > (j —4). Letl = (j — i) — 2. Let I be the closed interval
[j —2m, i+ 2™ with [T| = (1 4+2™) — (j —2™) + 1 = 2™ — [ + 1. Sincev; iS a heavy vertex, the number of vertices
in I that have an edge from is at leas;2™ — ( {(j — 2™) — i} ) =n2™ — [. Similarly, the number of vertices ih
that are adjacent to; is at least;2™ — ( {j — (1 +2™)} ) =n2™ — L.

Now, we use the pigeonhole principle to show that there is a vantéxhat has an incoming edge fronand an
outgoing edge tg. By transitivity that there must be an edge fréno j. This is true if(n2™ — 1) + (n2™ —1) >
|I| = 2™ — [ + 1. Sincen = 3/4, this condition holds it < 2™,



Now consider the case whén> 2™, In this case we can consider the intervals of @%€! to the right ofi
and to the left ofj and apply the same argument based on the pigeonhole principle to cothplet@of. O

Proof. [of Theorem 2] Clearly if the checker returRAIL, then the array is not sorted.

We will now show that if the induced graphi4 does not have at leaét — ¢)n heavy vertices then the checker
returnsFAIL with probabilityl — §. Assume that7 4 has greater thatn light vertices. The checker can fail to detect
this if either of the following two cases occurs: (i) the checker only plukavy vertices, or (ii) the checker fails to
detect that a picked vertex is light. A simple application of Chernoffifabgshows that the probability of (i) is at most
6/2.

By the definition of a light vertex, say, there is & such thath i2k) (i)] (or |F(; ik (1)]) is less thar{3/4)2*.
The checker looks at every neighborhood; the probability that the cheailetd detect a missing edge when it looks
at thek neighborhoodi; such that < j < i + 2¥) can be shown to be at mo$t2 by an application of Chernoff’s
bound. Thus the probability of (i) is at mo$t2. O

In order to complete the spot-checker for sorting, we give a methodtefmhining whether two listd and B (of size
n) have a large intersection, whefeis presumed to be sorted.

Lemma 8 Given listsA, B of sizen, whereA is presumed to be sorted. There is a procedure that ruaign) time
such that ifA is sorted and A N B| = n, it outputsPASS with high probability, and if A N B| < ¢n for a suitable
constant, it outputsFAIL with high probability.

Remark:The algorithm may also fall if it detects thdtis not sorted or is not able to find an elementfbin A.

Proof. Supposed is sorted. Then, one can randomly pick B and check ifh € A using binary search. If binary
search fails to find (either becausk ¢ A or A is wrongly sorted), the test outpuRAIL. Each test take®(1g n) time,
and constant number of tests are sufficient to make the conclusion. |

2.1.2 A Lower Bound for Spot-Checking Sorting

We show that any comparison-based spot-checker for sorting runnin@gin) time will either fail a completely
sorted sequence or pass a sequence that contains no increasing subsequegitetifdenwe do this by describing
sets of input sequences that presents a problem for such spot-checkerdl 64t these sequenc&slayer-saw-tooth
inputs.

We definek-layer-saw-tooth inputskflst’s) inductively. k-Ists takek integer argumentzy,zo,. .., zx) and
are denoted bysty(z1,xa,...,x). Istp(z1,za,...,z1) represents the set of sequenceZifi*2-*+ which are
comprised ofry, blocks of sequences frolat, 1 (x1,z2,...,xx_1). Moreover, ifk is odd, then the largest integer
in thei!” block is less than the smallest integer in the- 1) block for1 < i < zy. If k is even, then the smallest
integer in thei’” block is greater than the largest integer in thie+ 1) block for1 < i < z;. Finally to specify
these sets of inputs we need to specify the base case. We Hefifig ) to be the set of sequencesZsi® which are
increasing.

An exampldsts(3,3,2) is:

€ Ist2(3,3)
"789 4561231617181314151011 12

~—~—
€ lsty (3)

Note that the longest increasing subsequendeti(i, j, k) is of lentgthik and can be constructed by choosing one
Isty (i) from each sty (i, 7).

We now show thab(lg n) comparisons are not enough to spot-check sorting using any compagsed-checker
(including that presented in the previous section). Suppose, forazhation, that there is a checker that runs in
f(n) = O(lgn/a(n)) time wherea(n) is an unbounded, increasing functionsaf Without loss of generality, the
checker generate€3(f(n)) index pairai, by1), . .. (ax, bi), where they, < b, for 1 <1 < k and return$ASS if and
only if, for all I, the value at position; is less than the value at positibn



Lemma 9 A checker of the kind described above must eifi#dL. a completely sorted sequenceRASS a sequence
that contains no increasing sequence of ler@th).

Proof. Maintain an array consisting dbg n buckets. For eactu,, a;) pair generated by the checker, put this pair
in the bucket whose index idg(b; — a;)]. It follows that there is a sequencecf(n) buckets (for some < 1) such
that the probability (over all possible runs of the checker) that ortkeopairs falls in one of these buckets is at most
c. Let theseca(n) buckets range from to ¢. In other wordsg = p + ca(n) and there are very few paifs, b) such
thatb — a is betweer2? and2¢.

Consider an input fronsts (i, j, k) with i = 2P*¢ andj = 2¢*(")~4 for some constani, andk = n/(ij). In
order to detect that this input is not sorted, the checker must compare eternaring from differentst; blocks but
within the samdst, block. In other words, the checker has to generate eithéa dn pair such that — « falls in
the low probability range (i.e., betweérandij), or one where: andb belong to two consecutivigt; blocks such
that0 < b — a < 2*. To generate such a pair the checker must generatetaat is close to the end of dst; block.
The probability of this is at most—?.3 Thus, even though this input has no increasing sequence of length maore t
n/(2%(*("), the probability that the checker will retuRAIL is less than a constant. ]

2.2 Convex Hull

We assume that prograf, given a set of. nodes, returns a sequen@g, z1, ..., zx) of k + 1 pointers ¢ < n) to
nodes in the input, claiming as the counterclockwise reading of the xdwteof the input.

Checking convex hulls has been investigated before in the context okt doftware package by Mehlhorn et
al [MNS*98]. Their checkers work for convex polyhedra of any dimension greate2zh&mce they are checkers in
the traditional sense, they aim at finding any discrepancy from the correseamand therefore have higher running
times (which mostly depend on the dimension and therefore not necessarijyarable to ours, but they are at least
linear in the sizen of the input set). In addition, they conclude that while convextgfficiently checkable, checking
whether all the points lie in the convex polygon (hullness propéstiiard. This is due to the necessity of checking
every point against many facets.

Let f be the function that gives the correct convex hull of a sequence of notiesspbt-checker for convex hull
uses the following distance function.

Alle, (@), {y, f(y))) = { 00 it 2 #y

max(deon, dpwy)  Otherwise

whered..,,, is the minimum fraction of nodes whose removal makés) a convex curve), anddy,,; is the fraction
of input nodes that are outside Qf

We will develop the spot-checker in two phases; one will check that thmubistclose to convex, and the next will
make sure that it is close to a hull.

2.2.1 Spot-Checking Convexity

We show how to check i)(log k) time whether a sequence 6f+ 1 nodes can be turned into a convex poly-
gon by deleting at mostk of the nodes. We view the sequence as a sequence of éddesvhere edge:; =
(i, Tit1 mod k+1)- WWe may also construct new edges, e.g- (xx, 2;) between pairs of output nodes.

All edges* make an angle in the intervidl, 27) with the z-axis. The axes are so that, = 0.

The following relation will be used extensively replace the usk&l 6f sorting.

Definition 10 e; Re; iff (i) ¢ < j and (ii) eitherz; 11 = z; and0 < Ze; — Le; < moOr0 < Lej — L(Tiq1,25) <7
and0 < Z(zit41,x;) — Le; < m. Inaddition,e, Reg if Zep > 7.

Observe that |f37 Rej ande_l 75 I thene,; R (.T,‘H_l), T and(n:,;+1) R’I'J
The following lemma relates the relatiaR to the convexity of a polygon.

3This analysis assumes that the checker genenateiformly. If not, one can consider not only thet3’s described, but also concatenations of
an increasing sequence tolams structure. Thus, one can eliminate the dependenceioithe sampling procedure.
4Since they are directed, it might be helpful to think of thesrvactors.



Lemma 11 LetS = (fo, ..., f;) be a sequence of edges such that the head of gdgeconnected to the tail of,
and f; R fi+1 moa 141 for all 0 < ¢ < [. Construct polygor by connecting, for all edges in S, the head off; to
the tail of f;,, if they are not already connected. Then (f)s not self-intersecting, (i’ is convex.

Proof. (i) ConsiderC as a sequence of edges starting wigtand ending witke,. Due to the definition ofz, for any
edgee ande’ that immediately follows in C, e Re’, therefore the angles of the edgegirare increasing. Assume
now thatC' has multiple (say two) loops. Add noddo C where it intersects itself. This results in the division of the
edges that intersect into two separate edges each (Fig. 1). Of the two |oogasabr:, remove the one that does not
containe, ° to obtainC’. C" is a closed curve where the angles of the edges are in increasing order. dkoav &miges

d andd’ incident onz (assumel preceded’ in C"). We could have three situations: (&' < /d, (b) /d' — /d > m,

or (c)0 < /d' — /d < w. (a) violates our assumption about the angles being in increasing dr¢l&rid true, since
the angles irC’ form an increasing sequence, there is an intgwal /d') of > = radians such that no edge@f has

an angle within this interval. This implies the existence of a directiach that any progress made in this direction by
an edge is never compensated for, contradicting the closedné8sibfc) holds, with a similar argument to (b), the
closedness of the second loop (that we deleted) is violated.

(ii) C is a simple polygon where the angles of the edges are in increasing Asderesult of this, the increase of
angle from one edge to the next is always undeisee (i) for how the closedness©fis violated if it is7 or more.)
This means that all the interior angles of the polygon are lesssithtus it must be convex.

|

| L S
. . b4 \ |
; .
e 4 /
: °

S \

{’ ° o

. S e

Figure 1: Looping closed curves.

The Convexity Test.

Procedur e Convex- Check(c,Jd)

Run Sort-Check on CH, replacing < with R and di stance ¢/2
Test whether e, and eg are heavy, if not, return FAIL

Test whether /ey >mw, if not, return FAIL

return PASS

Clearly, if CH is convex, it will pass this test. We now show tha€ifi passes this test then it is not possible to
join a large fraction of its nodes (respecting the order that they occuifijito obtain a closed curve that respedis
for every pair of adjacent edges.

Theorem 12 If C'H passes the above test then it can be made convex by removing akmostes.

Proof. We first show that the relatioR is transitive when angles are restricted.

5There is an implicit assumption here thatioes not lie oreg, but the argument works for any labeling of edges and shiftithe coordinate
axes accordingly.



Lemma 13 Given edges;, e;, e, such that/e,, — Ze; < =, if e; Re; ande; Rey, thene; Rey.

Proof. ~ We show only the case wherg,, # z; andz;;1 # xy; the other cases are similar and simpler. Let
e = (zip1, ;) ande’ = (zj11,z1)). We havele; < gqle < Lej < Le' < Ley. Then,Ze' — Le < m; thus, there
exists a poinp where extensions of ande’ intersect (Fig. 2).z;+1,p andz, form a triangle, as a result of which
le < /[(xzir1,2r) < L€', and thereforeg; R ey. O

Figure 2: Transitivity under restricted conditions.

What this lemma gives us is the following. L&},;; be the last heavy edge (hH (with respect toR ) with angle
less thanr, and lete,,,;4 be the first heavy edge that comes aftgf,;. Then, if the test passes, there exist two disjoint
increasing subsequenced i with respect toR, of total length at leagtl — €)£, the first one beginning witk, and
ending withe,,,;4 and the second one beginning with;,» and ending withe,. Closing the gaps in these sequences
yields two piecewise linear curves which we will callain-1andchain-2respectively. These chains form a closed
curve if joined at their endpoints. The joining might involve adpan edge frong,,;s to e,,;0 (Fig. 3). If, at the
joining points,e,..;q Reniar andey R eg, then the closed curve must be convex (since the chains satisfyithin
themselves).

P chain-li

§/’/emid' fd \\'\

N

N/
icha&?&»/

Figure 3: The two chains

We know thate, R eg, since this is explicitly checked by the checker. We now show that the timéng point
does not pose a problem either.

Lemma 14 If the convexity spot checker returns PASS then R eiqr -

Proof. Assume that,,;q Remia- emia aNde,, ;o Cannot be adjacent, since thep;; would not be heavy. Then
as in the sorting spot-checker proof, there must exist a (non-hedggr, € CH, mid < r < mid’, such that and
emid Rer Renm;q. Thisimpliesthat e, ;o — Lemiq > w, for otherwise, by the limited transitivity aR , e,,,i4 R €miar
would hold.

Now constructl = (Zmid+1; Tmid’ ). SiNC€emia R emia €ither/d — /Lepia > m, OF Lepia — Ld > w. Without
loss of generality, assume the former. Wittthe two chains join to form a closed cur@e(recall that they are already
joined atey andeg). Since R holds for every pair of consecutive edges(inexcept between,,,;q ande,,;q, the
angles are increasing and no edgeofincluding those fronC' H and those added later) has an angle in the interval
(Lemia,min(/d, Lem;ar)), Which is at least radians. This contradicts the closedness of the curve. Thus, it must be
thate,;qa R emia . O

Thus, the two chains join together to form a convex polygon. Alde tiwat for every node that is removed from
the node sequence, at most two edges are left outfém



Putting those results together, the theorem follows. O

3 Spot-Checking Hullness

To check whether the convex body obtained in the previous section covéxg ahe fraction of the nodes, we do
the following. We sampl&(1/¢) nodes and check i®(logn) time whether each lies within the convex polygon
obtained in the previous section. A simple application of Chernaiflos shows that this test works.

To check whether a given sample node lies within the convex body, wéhadadt that for any node inside a
convex hull, and for any nodg on the hull, there exist two adjacent hull poyitandy’ such thaw lies inside the
triangle(yy'y").

To find whether a sample pointis inside the hull, the checker picks an arbitrary pgioh the polygon and checks
whether the edges incident on it are heavy with respe tolt then tries to locate the candidate adjacent nades
andy’’ on the convex polygon by binary search, such thgt, y) < Z(v,y) < Z{y",y).

Note however that we have onyH to perform our search ofi,while our actual search domain should be the
convex polygon obtained fro' H in the previous section. The anglesGh are not necessarily entirely sorted,
therefore binary search might return a false positive or a false neg#&alse negatives do not cause a problem since
they are caused by out of sequence elements in the list, which constitaliel aeason for rejection. The only way
that a false positive can be obtained is if the search returns an(gdgé) in C H which is not in the convex polygon
obtained fromC H (Fig 4). This problem can be eliminated by requiring that the checker etisaréey’, y") is a
heavy edge i) (log k) time..

Figure 4: Potential problem caused by vertex out of sequencéiin

Then the checker checks constant time whethisrinside the triangléyy’y"'); if it is, it returns FAIL, otherwise
it returns PASS.

The spot checker spendXlog k) time for each sample node. Since only a constant number of samples are used,
total amount of work done i®(log k).

3.1 Element Distinctness

Given oracle access to a multisétof sizen, can we check in sublinear time if hasO(n) distinct elements? The
test we propose is simple: randomly pieckelements fromd and if all the elements are distinct, declatdasO(n)
distinct elements. Otherwise, fall. How big doesn have to be for such a test to work?

Our distance function captures the number of elements of the input satithto be changed in order to make the
output correct. Given multisets, B, let p(A, B) be the minimum number of elements that need to be inserted to or
deleted fromA in order to obtainB. If the program says "not distinct”, then singds trivially close to a nondistinct
set, the distance can be set. Thef(x, P(z)), (y, f(y))) is infinite if P(x) # f(y), andp(x,y)/|z| otherwise. The
following lemma states our result.

Lemma 15 For a given constant, element distinctness can bapot-checked i@ (,/n) time.

Proof. Consider a set witl distinct elements and the proposed test (asskime). If z; denotes the probability of
picking thei-th element, noting thaZfZl x? is minimized whenr; = --- = x;, = n/k, the worst-case is to assume
that each element occung k times.

6To be precise we use the sequence of nodes that we used toucbfsH in the beginning, but they contain exactly the same infoionat



If m elements are sampled uniformly with replacement, then the probabilitaltteat distinct is

nﬁl (1 N %) = “i_f exp (72) = exp (71 7;2; z)

~ exp (Lg— 1>)

We want this to be less than some constant. Simple manipulationscgiettitionm > Q(v/k). Thus, if we need
k = Q(n), we needn > Q(y/n). We can sort this sample in order to tell whether all elements are distihicthadds
an extralog m factor. O

3.2 Set Equality

Given two setsA and B of sizen, we show how to ensure that N B is of sizeQ2(n). We use this to spot-check
programs for set-equality.

Given setsd, B, let p(A, B) be the minimum number of elements that need to be inserted to or deletedifrom
in order to obtainB. ThenA({(x1,x2), P(x1,22)), ((y1,y2), f(y1,y2))) is infinite if eithery; # x; or P(xq1,x2) #
f(y1,y2), and otherwise i®(z1,z2)/|z1|. The following lemma shows that set-equality can be spot-checked very
efficiently.

Lemma 16 Given listsA, B of sizen and constant, there is ane-spot-checker for set equality that runsdi(y/n)
time.

Proof.  For a constank to be determined, the checker simply chookgs: elements at random from each list
and spot-checks that the intersection of the samples has cardinality “claseivoere “close” will be defined in the
sequel. Notice that by hashing the two samples this checker can be madert@xuyii) time with high probability.

To analyze the checker, consider first the case whereB| = n (i.e., B is a permutation ofl). For each element
x; let the random variablé&; be the indicator of the event thag occurs in both sample®r[X; = 1] = (k\/n/n)? =
k*/n. Thus,E[X;] = k?/n. Letting X be the sum of theX;, E[X] = k?. Since theX; are independent random
variables, we can use Chernoff bounds to estalitigh®> — X > §k?] < exp(—k?§%/2).

Now if |[A N B| < cn, we are summing ovem X;’s instead ofn. Thus the expected value &f is k?c. Once
again Chernoff bounds imply th&t[X — k%c > 6k?c] < exp(—k2c6?/3).

We now need to chooseg ¢, and the threshold at which the checker out4SS. For any desired constani 1
set the threshold to bi¢\/c. Corresponding to this threshold, get (1 — /¢) in both inequalities above. Finally,
should be chosen so as to make the probability of wrong classificatimalacnstant. This is achieved by choosing
k such that?cd? /3 is bigger thar in order to achieve an an error of at mest. O

4 Total Orders

In this section we show how to test whether a given relatiahdn the set{a; | 1 < i < n} is close to a total order.
We represent the relation as a directed graphwith vertex sefn] = {1,...,n}, wherea; < q; iff (i, j) is an edge
in H,. We assume thatandj we can query whether< j orj < i in unit time. Note thak is a total order iffH
is acyclic.

Given an inputz (a relation assumed to be represented as a graplf)d¢teturnTOTAL ORDER if z represents
a total order (alternately, is a directed acyclic graph) amiOT TOTAL ORDER if z is not, and letP be a program
purporting to computg. The distance function is defined as followA{(x, P(x)), (y, f(y))) is infinite whenever
P(x) # f(y) and is equal to the fraction of edges that need to be reversed to chamge, otherwise.

Though the problem of testing that a given graph is close to an acyelphgreems similar to testing that a list has
a long increasing subsequence, we show that it can be accomplished in conmsgant t

For any permutation of [n] let D, (H~) denote the number of edgés(i), 7(j)) of H such thatr(i) > = (j).
In other words,D counts the number of edges thatlyackwardwith respect to the order induced by We quantify
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how far H . is is from being acyclic (or, equivalently, how faris from being a total order) by the functidi* (H%) =
min,; D, (H<). We also letr* denote an ordering which achievBs. Without loss of generality we assume that the
vertices are numbered in the order definedrbyWe say that an edde, j) is badif i > j. Otherwise we will say that
the edge iggood Note that due to the numbering of the vertices, the goodness or lsaafnes edge is defined with
respect tor*.

The following fact aboufd . shows that{_ cannot have too many bad edges with respegtto

Observation 17 For eachi and for eachk > i, at least half the edges betweeand vertices in the intervad + 1, k]
must be good edges. Similarly, for eadmd for eachk < i, at least half the edges between the intefital — 1] and
i must be good edges.

The above fact follows from the optimality af, because otherwise we could change the positiaraafi get a better
order. This fact also implies that at most half the edgeld incan be bad with respect to the optimal order.
The following fact links bad edges to cycles of length 3.

Corollary 18 Iffor i < j, the edge betweerandj is a bad edge (i.e., fromto i), thenthereis& € [ + 1,5 — 1]
such that the edges betweeand k£ and betweert and j are good edges. Hence tkdangle(i, j, k) withessegshe
fact thatH - contains a cycle (of length 3).

Strictly more than half of the edges betweemd the vertices in the interviah-1, j — 1] betweery and[i +1, j— 1] are
good, because at least half of the edges betwémsp. j) and the intervad + 1, j] (resp.[i, j — 1]) are good, andj, )

is bad. The above corollary follows by an application of the pigeonpoteiple, and yields a®(n) spot-checker:
The mapping from bad edges to witness triangles described above is i@jeEtius, the checker pick3(n) sets of
three vertices at random and outpB&SS if and only if none of the triangles forms a cycle. We now show how to
obtain a constant time spot-checker.

Let B; denote the set of vertices jh+ 1, n] that have bad edges froinLetG; = [i + 1,n]\B;. By Observation
17,|Gi| > |Bil.

We are now ready to state our main theorem for spot-checking total ordiess we describe the spot-checker:
The spot-checker outpuPASS if P(H~) = NOT TOTAL ORDER. Otherwise, it picks a random sample consisting
of a constant number of vertices and checks that the graph indudeés by this sample is acyclic. Ifit is, the checker
outputsPASS. Otherwise, it outputBAIL.

Theorem 19 The spot-checker described above issapot-checker for the total order problem.

Proof. Let H, be such thatP(H,) = TOTAL ORDER. If H, is acyclic, the spot-checker outpuPASS.
Conversely, suppose the fraction of bad edges is at tea$here is a constant = ¢/(2 — ¢), and a setS, with
|S| > (¢/2)n, such that forali € S, |B;| > c'n.

Call (4, z,y) awitness-triplewherei € S,z € B;,y € G; and(y,z) € H. Since we havéz, i), (i,y) € H,
locating a witness-triple is tantamount to causing the spot-checkeitporid-AlL.

Fori € S, we have B;| > ¢'n. We now consider the interaction betweBpandG; for ani € S. The outline
of the argument is: first, if most edges betwe&@nand B; in H. go fromG; to B;, then the spot-checker detects
witness-triples with constant probability. If this does not ocduent most edgesiustgo from B; to G;. We then
argue that this scenario violates the optimality assumption of ther.oktence, the former case should indeed occur
and thus witness-triples are detected with constant probability.

Suppose at least, fraction of edges betwedn; andB; are pointed front7; to B;. (We will fix kg later.) The spot
checker looks at a constant-sized sample of the vertices. Sihce(c/2)n, the probability that the spot-checker hits
S is at least/2. Since|G;| > |B;| > ¢'n, for eachi € S, the sample will also contain ane B; and ay € G; with
probability at least’?>. Now, sincek, fraction of edges go frort; to B;, andx andy are uniformly distributed irB;
andG; respectively, with probabilitygcc’? /2, (i, x,y) is a witness-triple. (To boost the probability that the checker
will pick a witness-triple by a factor af, one has to increase the number of vertices proportioriagta.)

Assume now that less th&g fraction of edges betwee®; andB; are pointing fronG; to B;. Letks = |G;|/|B;|.
Thus,1 < k4 < 2(1 —1/¢). Fix ko to bel/(48ks4), and pickk; such thatl2/(1 — ks) < k1 < (1 — k2)/(2k2k4).
Finally letkq be such thaky < ¢?ko /k;.

Call z € B; typicalif at most|B;|/k; edges from7; are directed ta:. Observe that at lea$t — k-) fraction
of the vertices ofB; are typical, for otherwise, the number of edges fr@imto B; is at least(k»|B;|) - (| Bi|/k1) >
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(ks /k1)n? > kon?, which is a contradiction since it violates the assumption about doién of the edges between
G; and B; that point fromG; to B;.

In the list of vertices that succeédn the optimal ordering, consider the vertgxsuch that there arg| B;|/k;
vertices fromG; between andj. Let1 — k3 be the fraction of typical vertices betwegeand;j. The two cases are:

[ks > 3/4:] In this case, we claim that by moving all the verticesdn(without disrupting the ordering among
them) ahead of all the vertices #;, we can cut down the number of bad edges, thus contradicting the opyimfalit
the ordering. We now analyze the number of bad edges eliminated and addesl dgyettation. This operation must
add new bad edges from the following possibilities: (i) all the edgésden; andk.|B;| non-typical vertices could
become bad; by counting, we have at masB;||G;| of them, and (i) for th&1 — k,)|B;| typical vertices, the edges
that were originally pointed frort¥; could turn bad; by counting, we have at m@st- k»)|B;||B;|/ k1 of them. This
operation may eliminate bad edges as per the following: for atkgést- k)| B;| typical vertices, at leagi B;|/ k, of
the edges that were originally bad (i.e., pointing from these typicdilcesrback to vertices i&¥; that preceded them)
turn good; by counting, the number of bad edges eliminated is at(®dt /k:) - ks(1 — k2)|B;|. By our choice of
k1, k1 < (1 — ko)/(2k2k4), and by our assumption that > 3/4 the new ordering has fewer bad edges.

[ks < 3/4:] In this case, we show that one can relocajest after;j to reduce the number of bad edges, con-
tradicting the optimality of the ordering. The number of new bad edgeled by this relocation is at maytB;|/ k.
while the number of bad edges eliminatedig1 — k3)(1 — k2)|B;| > (1 — k2)|B;|/2. Sincek, > 12/(1 — k), and
ks < 3/4, the net change in the number of bad edges is negative. O

5 Groups

Suppose we are given a progrdtrpurporting to compute a group operatifras follows. On input a finite se&t, P
andf output the tables for operationsand¢ respectively orG. Let Pg(x,y) (resp.fq(z,y)) denote théz, y) entry
from the table produced b (resp. byf) onG. Assume thas is known to be cancellative i.€goc = boc) = a=1b
and(aob =aoc) = b= c. Inparticular, cancellativity is a necessary but not sufficient conditiomamfooperation
to be a group. This assumption is not required for our checker to vhorkever, it helps greatly to simplify the tests
and the proofs. In Section 5.3 we sketch briefly how to handle the case anbkarot known to be cancellative. We
use the following distance functiolX ((G, Pg), (H, fr)) is infinite if G # H and isPr, ycc[Pa(a,b) # fu(a,b)]
otherwise. We present a method for checking very efficiently wheth&cclose too. Though the output of is of
sizeO(|G|?), for any given distanceour checker runs i®) (|G| /¢) time.

The most interesting and challenging part of checking whether a given apeiailose to a group is checking
for associativity. The first(|G|?) algorithm for checking ib is associative is given in In [RaS96]. In particular, their
randomized algorithm runs i@ (|G|?) steps for cancellative operations. They also give a lower bound whighssho
that any randomized algorithm requir@d/G|?) steps to verify associativity, even in the cancellative case. Despite this
lower bound, we show that one can check ftlose” to an associative function table — i.e., if there is an associative
operation which agrees withon a large fraction off x G — in only O(|G|) steps.

5.1 The Test

Recall thato is assumed to be cancellative. In order to test thigtclose to a group, we check the following: §i)
is close to some cancellative associative operatipfii) o' has an identity element, (iii) each elementinhas an
inverse undev’, and (iv)o' is close too. We will show a way of computing’ in constant time by making calls to
for testing properties (ii) through (iv).

Our test has two stages. I passes the first stage, checking (i) through (iii), then one can showifterece of
a group operation’ that differs fromo on at mostie fraction of G x G. In the second stage we test (iv), whether
o is computing aspecificgroup operatior. We assume that is available to the checker in terms of the values of
goa, Vg € Si,a € G, whereS; is a set of generators 6f. We note below that this representation has éigg|).

Observation 20 G has a sefS; of generators of sizk |G|.

We then note that for cancellative operatiengach row of the table fos is a permutation of elements @. Let
a €r G denote that is distributed uniformly inG, and leta, b €z G denote that andb are picked independently
from G according to the uniform distribution.
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Observation 21 If o is cancellative, then foranye G,ifa €g G = aob € G.

AsSsoCIATIVITY.  For (i), we describe our check that the table dds associative. To do this, the checker repeats
each of following checks several times (the number to be determined latefgikrttie program if any one fails. All
of the elements come frof.

(a) Pick randong, v; check for alla thata o (o) = (a o ) o 7.
(b) Pick randomy, 3; check for allc thata o (8o ¢) = (a0 ) o c.
(c) Pickrandomu;, as, as; check thafa; o as) o ag = ay o (a2 o ag).
If o passes this test, then with high probability it must have theviatg properties:
(1) Prg,[Va, a0 (Bor) = (aof) o] >1—¢,
(2) ProplVe, ao(Boc) =(aofB)oc] >1—¢ and
(3) ¥4, Pr(a,0as)00s—alar 0 (a2 0 a3) =a] > 1 — e,

Since our definition of a result-checker includes a confidence parameter, aadv&@rmave) (|G|) probabilistic tests
for each (1) and (2), the overall confidenthas to be apportioned. Using Chernoff bounds it can be shown that it is
sufficient to repeat each teSt(lg(|G|/d)) = lg |G| + lg(1/9) times. For (3), we need to make sure that we have a
similar number of samples for eaeh Assume that we havié7| buckets, one for each; € G,7 = 1...|G|. Upon
picking a., as, a3, we store them in the bucket corresponding to the result of the operatio (as o a3). Using a
coupon-collector type argument, one can show that, with high enoudialpitity, afterO(|G|) iterations, each bucket
will contain at least a given constant number of triples.

The following theorem states that the above properties are sufficienhtducte thab is close to being a group
operation. We present the proof in the next section.

Theorem 22 Lete < 1/15. If o is cancellative and satisfies (1) through (3) above, then there is a daticel
associativeo’ (computable using) (1) evaluations ob) satisfying

1. Vb, Pryfaoc’'b=aob] >1—4e
2. Va,Prglao’' f=aof] > 1—4e.

In fact, we know how to construet efficiently and correctly with high probability. Far b € G, let

wo'b= maj {(aoB)or}.
Bovy=b

The intuition behind taking a majority vote is thabifvere associative, we would hageo ) oy = ao (Bov) = aob.
By definingo’ to be a majority over alf o v = b, the “non-associativity” i is amortized.

To compute’ efficiently, given anyp € G, we need to be able to produce mahgnd~ such thafs o v = b. We
can assume that a sufficient (at least a required constant) number of sucheairaikble to us at no extra cost. This
is true because while performing test (c), the checker can, in a similar wag tnucket argument about the test, store
a1, ag pairs in bucket labeled; o a5. Using the coupon-collector argument again, the samples collected for check (c)
will, with high probability, provide a sufficiently large samplerfeachb € G so thato’ can be computed from them
correctly with high probability. In fact, this estimate gfthat we are computing is treelf-correctorfor o' in terms
of the original operatior. Note that the overhead for each such computation is only a constant (veecosstant
number of samples from each bucket). From now on, we can assusiavailable.

IDENTITY AND INVERSE.  The following procedure shows how to test whethemduces an identity. For any
element, by cancellativity, there is &such that o' b = a which can be found 0 (|G|) time. Thenp should be the
identity e, if G were to be a group. Thatis an identity can be verified i@ (|G|) time. Note that the cancellativity of
o' implies thate is unique.

Now, sinceo’ is cancellative, for every € G, there is & € G such thatz o' b = e. In other words, each € G
has an inverse and (iii) follows without any additional tests.
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EQuALITY. Finally, we have to check ' is the same as, the specific group operatiorquality testing[BLR93,
RS96]). To do thisinG|lg |G| steps, checkb € G, g € Sg if go' b = gob, where the latter is given. To see that this
uniquely identifies the group, we induct an, the length of the string whehnis expressed in terms efand elements
from Si. Suppose fok > 1,a = g1 ¢---ogx. Then, by inductiomo’b = (a'og)o'b = (a' o' g)o'b=a'o'(go'b) =

a' o (gob)=a' o(gob) =(a"0g)ob=aob,wherea' =gy ¢---0gr_1,9 = gk, the claim follows.

The required number of repetitions for identity, inverse, and equatitgcan be derived using a similar argument
to that involving the associativity test, as a result of which thefeithg theorem ensues.

Theorem 23 For e < 1/15, groupness has e-spot-checker that runs i@ (|G|) time.

5.2 Associativity

NOTATION. For random variables, b, ¢, we reason about the probability that= ¢ by using an intermediate
variableb, usingPr[a = ¢] > Prja = b =] > 1 — Pr[a # b] — Pr[b # ¢].

The rest of this section is dedicated to proving Theorem 22.

Proof. [of Theorem 22] The following series of lemmas establish the theorem.ma®b shows that’ is well-
defined and Lemma 26 showsis cancellative. Then, Lemma 27 shows thaagrees withe on a large fraction of
G x G. Lemma 28 proves an intermediate step that is used in Lemma 29, which &fialipates all probabilistic
guantifiers. O

The following lemma is an easy consequence of (3):

Lemma 24 If 51,71 €r G andfa, 2,9 are such thap; o o = b = 71 o 2, andd o B = 74, thenPr[(y; 0 0) =
Bl >1—e.

Proof. Note thatfs, 72, andj exist by the cancellativity of. Then,8;08s = b = y1092 = y10(d032) = (71008) 08,
with the last step true with probability— e by (3). Sinceo is cancellative, we havé, = v, o 4. O

First, we showe’ is well-defined. For a giveh € G, 81,71 €r G, let 33,72, be such thaB; o 83 = 71 o 79 and

0 o B2 = 72. Note thatyy, 6, B> are pairwise independent random variables. Using Lemma 24 and (1), wddrav
givena,b € G,Pr[(ao 1) o B2 = (ao(y108))ofs = ((aoy1)0d)0fy = (aoy1)o(dofBs) = (aoy1) 0y2] > 1—3e.
Sinceo’ is defined to be the majority ovgro v = b of {(a o 8) o v}, by the standard collision argument, we obtain
the following lemma.

Lemma 25 For all a,b € G, Prg,[a o' b= (ao (1) o B2, whereB;, o f, = b] > 1 — 3e.
The following lemma shows that is cancellative. This will be useful for the rest of the discussion.
Lemma26 Ifao’b=ac' ¢, thenb =c.Ifao’ ¢ =bo' ¢, thena = b.

Proof. Letf €r G. Leta;,as € G besuchthatyy o =b,as08 = cand(aoca;)of = ao'b =ao'c = (acas)of
holds. Note that such;, oy, 8 exist by Lemma 25. Now, by the cancellativity @fwe have firsti o «; = a o a; and
nexta; = as, thus finallyb = c.

LetB; €g G. Let3, € Gbesuchthad, o By =cand(aoBi) 0By =ao c=0bo c= (bo ) o [ holds. Note
that suchg;, 3» exist by Lemma 25. Now, by the cancellativity @fwe haven o 3, = b o 8; and hence: = b. O

The following lemma proves part of Theorem 22 — thiaagrees with.
Lemma 27 Vb, Prafao' b=aob] > 1 —4e. Va,Prglac’ S =ao ] > 1—4e.

Proof. Letf; €r G andp, be such thap, o 5, = b. We haven, 81 €r G. Prg, [ao'b = (o (1) 0 By =
ao (f10fB2) = aob] > 1— 4e, where the first equality follows from Lemma 25 and the second equaliywie
using (2).

Similarly, Prg, [ao' 8 = (a0 1) o B2 = ao (f1 0 f2) = ao ] > 1— 4e, where the first equality follows from
Lemma 25 and the second equality follows using (1). O

The following is a useful step in proving Theorem 22
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Lemma 28 Vb, ¢, Prg, 4, [bo ¢ = (B1 0 (B2 0m)) o 2] > 1 — 4¢, wheref,, v, are such tha{, o 3, = b and
Moz =¢

Proof. Using Lemma 25 and (1), we haies, ,, [bo'c = (bor1)ons = ((Bi0f2)0v1)072 = (Bro(Baem))ea] >
1 —4e. a

Finally, the following lemma shows' is associative, completing the proof of Theorem 22.
Lemma 29 If e < 1/15,forall a,b,c € G,a o' (bo' ¢) = (ao'b) o' c.

Proof. Letf, s €g G andps, 2 € G be suchthab; o 82 = b,y; 0y2 = ¢. Then, it follows thaps;, B0y, € G
andf.,y1 €r G. Using Lemma 28, (1), and Lemma 25, we h&g, [a o' (bo'¢) =ao' ((B10 (B2 071))0y2) =
(@ao(Bro(Brom)))oye = ((@aopBi)o(Baom)) oy = (((aoBi)oB)oy)ovy, = ((aofi)ofs)oc

(ao'b) o' ¢] > 1—15¢ > 0. The lemma follows since the probabilistic assertion is independent.o O

Our result can be used to show that a class of functional equations is fmsdfgting program correctness over small
domains. The class of functional equations that our results apply th@se satisfying the the associativity equation
F[F|z,y],2] = F[xz, F[y, z]], which characterize functions of the forfiz,y] = f(f'(z) + f'(y)) wheref is a
continuous and strictly monotone function [Acz66].

5.3 Discarding the Cancellativity Assumption

In this section we use the techniques of [KR98] to give the addititesib required when is not known to be
cancellative.

Theorem 30 It can be tested i) (n%/2) randomized time i is e-close to a cancellative and associative operation
!

o .

The general intuition is that even if the table fors not cancellative, it should still contain a reasonably “even”
distribution of the elements @F. To ensure that, we require the conditions below, which are the sarhesesdiven
in [KR98], for a small enough’. Note that since’ contributes additional error, we need to modify the parameters
used in the previous tests to allow smaller error.

We check the following conditions via random sampling:

(1) Va, [{aob|be G} > (1~ ¢)n.

(2) Prg[{aof|ae Gl =n] > 1—¢.

(3) Va, |{a1 | a1 0as = a,as € G} > (1 — ¢')n.
@) Va,|{as | a1 0as = a,a1 € G} > (1 — €)n

Checking the first condition involves using the element distinctnegwrigim of Section 3.1, which increases the
running time toO(n%/2). Note that if for alla,b € G, a o b € G, it is sufficient to check the following three
conditions:

(1) Ya,|[{aob|be G} > (1—¢€)n.
(2) Prgll{acflae G} =n]>1—¢.
(3) Pryf[{aob|be G} =n]>1—¢.

Using the above conditions and the tests implied by them, and modityie proofs to accommodate the bias in
the distribution of elements due to the small probability of nonee#iative behavior, our spot-checker can be made
to work even in the non-cancellative case. The main modification to thegnomlves the quantification of the
following:(i) the error when given an arbitrabyand a uniformly distribute@; , we cannot find @ such that3; o3, =
b; (i) the distributions ofs anda o 3 for fixed a and uniformly distributed; (iii) whatever cancellativity we can infer
from the hypotheses; and (iv) the error in probabilistic statemeh&nwhe random variables are from distributions
that are close to uniform.

We use the following observation and lemma which is proved in [KR98]
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Observation 31 For an event(z) and for ane-uniform distributionD, | Pryc ,¢[E(z)] — Prz[E(x)]] <.

Lemma 32 If o satisfies Hypothesé€s), (2), (3),and(4), then
(1) VYa,Pry, [Fas such thaiw; o as = a] > 1 — €' and the distribution ofv, is 2¢'-uniform.
(2) Forall a, if a is from a distribution that i2¢'-uniform, then the distribution af o « is 4¢’-uniform.
(3) Va,d',Prgl(laocf=a"o8)= (a=ada')] >1—¢.

We then define
ao'b= maj {(aoB)on}.
g such thatiy for which goy=b
The rest of the proof can be mimicked using Observation 31 and Lemma@2puRposes of illustration, we
outline the details for mimicking Lemma 24.

Lemma 33 If 51,71 €r G andfa,v2,d are such thap; o o = b = 71 o 2, andd o B = 74, thenPr[(y; 0 0) =
B1] > 1—¢€—5€.

Proof.  Note that3, and~, each exist with probability at leadt— ¢ and each ar@e¢'-uniform. § exists with
probability at least — 2¢’' and is3¢’-uniform. Then,3; o B = b =7y, 092 = 71 0 (§ 0 B2) = (7 0 ) o B2, with

the last step true with probability — 2¢' by the third condition tested in the associativity test which assunas th

o is cancellative, since; andd are independent, and by lemma 32. Sipeds 2¢'-uniform, by lemma 32 and the rr: wny are they
observation, it can be cancelled with probability at Iéast3¢’, in which case we havé, = v, o 4. nependent?

The rest of the proof can be adapted similarly.
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