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Motivation

Embedded systems are ubiquitous

Billions of embedded processors sold every year™
desktop processors in same time frame ~ /00 million

Some embedded applications:

Lack of analysis tools and techniques
for contemporary embedded processors

Constraints on Embedded systems designers
forced to use multiple 8/16 bit processors
consolidate using a single, more powerful processor ?
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Contributions

Novel analysis techniques for modern micro-architecture features

Hybrid analysis — combination of
static/compile-time analysis
dynamic measurements aided by micro-architectural enhancements

Results:
better analysis techniques and tools

e for modern processors
tighter worst-case execution time results
® due to use of information from microarchitecture

Impact:
make contemporary processors available to embedded designers
e out-of-order processing
e dynamic branch prediction, etc.
aid 1n better design of embedded processors ?
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- Worst-Case Execution Time (WCET)

» Real-time systems theory reasons about

< the schedulability of task-sets deadline(d)
l <—— wcet (c)—-> ‘

Ve ———— >P  time
) period (p)

» WCET of a task:

< maximum time span it may execute on specific hardware

» Determination of WCET 1is a non-trivial task

Software Hardware

Code Complexity Non-determinism of
architectural features

Dynamically loaded Process variations
code, etc.
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Timing Analysis
Process of determining WCET

: StAtIC e ——— — —
Two typical approaches o e
dynamic *
. . . R dynamic measurements
Static Timing Analysis dynamic v -
compile-time analysis of code segments | actual s case

model traversal of all possible paths static

requires detailed modeling of processor features
timing independent of program traces/input values

Dynamic 11ming Analysis
experimental/trace-driven
cannot guarantee safety
requires worst-case input sets (often infeasible to obtain)
architectural complexity hides worst-case behavior
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Hurdles in Timing Analysis

Real-time designers forced to use outdated processors

Constraint: Processor Complexity

modern architectural features
e out-of-order processing
e dynamic branch prediction, etc.

Process variations in microprocessor manufacturing
Processor vendors do not disclose internal details
Non-determinism introduced into task code
Increased analysis complexity

Extensive modeling — each minor processor feature
not always feasible

Situation exacerbated by new paradigms
multi-core architectures
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CheckerMode:
Tackling the Complexity of
Modern Processors
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Tackling Processor Complexity

Hybrid Timing Analysis approach :
interactions between hardware and software O

includes minor modifications to processor architecture

Accurate WCETs for contemporary processors
avolds costly modeling of processor features

branch

“CheckerMode”

Task code split into feasible execution paths

Execution times obtained for such paths Q p
from actual processor/hardware

Alternate paths (conditionals) :
all paths timed separately v

Capture Timing information & “state” of processor
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CheckerMode Snapshots

“Snapshot” — processor state:
Pipeline information (instructions, register files, ROB, etc.) :
Branch Predictor information (branch history tables, etc.) O
Cache information (evicted cache lines, etc.) |

Snapshots captured I:> branch

prior to execution of alternate paths (before branch)

prior to join of alternate paths

Join of alternate paths — Snapshots “merged”

Q 9

must not deflect from future worst-case behavior after join
® not overly pessimistic

tight WCET bounds required v
problematic for state-driven features — branch predictors
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Pipeline Snapshots

Intuition: only point of predictability — retire stage
retire happens in-order

Snapshot — capture the retire time for each instruction
start: once “snapshot instruction” (r) enters the pipeline

number of instructions
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Merge: max of retire cycles for instructions
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Input-dependent Values

Some values are input dependent
register values required in arithmetic, logic operations
branch decision, etc.

Use concept of NaN — represent unknown value
similar to existing concepts in floating point units

Alter semantics of operations to use NaN value:

NaN if ro = NalN \/ r, = NalN
'a T+ Tb

Tresult — :
otherwise

NaN-dependent branch — execute all alternate paths
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CheckerMode
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Assumptions/Operational Parameters

Currently considering only pipelines

Dynamic Branch Predictors, Memory hierarchies, etc.
future work

Tasks analyzed 1n 1solation

Preemptions, cache-preemption delays, etc.
orthogonal work — results can be plugged in

Offline mechanism

Checker “Mode” switched on during testing/validation

Switched off during “deployment mode™
behaves like regular processor
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Experimental Setup

Benchmark Function
C_Lab Embedded cnt sum & count of positive/negative integers
Benchmark Suite [ AR euersnsom

Ims adaptive signal enhancement

srt bubble sort

processor

COnﬁguraﬁonS SimIO in-order 1
[SimpleScalar SupIO in-order 16
proc. Simulat()r] 000 out-of-order 16
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Experiment Timing Schemes

» Four timing schemes

& Short @ 0 EXtoRET
& Path-Short x FETCH to RET
& Path-Aggregate ¢ \

& Program-Aggregate
» Problems with “short” techniques — E.g.: synthetic benchmark

% Path Cycles
1) SimlIO | SuplO
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N
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Function e s u I ts
Number of Instructions Number of Paths
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| Path-Aggregate timing

ACheckerMode exhibits expected behavior
AExecution cycles: SIimIO > SupIO > 000

ACheckerMode able to accurately measure Execution Times
Afor given paths

Results (contd.)
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Loop Analysis Results

Create longer path sequences
concatenate consecutive loop iterations Synthetic Benchmark

Path-Aggregate timing
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CheckerMode Ongoing/Future work

Snapshot capture/merge:
with minimal alterations to hardware
ensure worst-case behavior 1s retained
retain effects of “timing anomalies” *

Structural Hazards — concept of “Reservation Stations”

Analysis for loops

Dynamic Branch Predictors
snapshot capture/merge techniques

not stateless like pipelines
e depends on what came before
Decisions on how much state to capture at each snapshot, etc.
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Conclusion

» Solutions to important problem in embedded domain

» CheckerMode addresses lack of analysis tools
< for modern processor features

- CheckerMode




Thanks

Questions ?
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Backup Slides I | Hardware Cost

Existing/upcoming processors include interesting features
PEBS: Precise Event Based Sampling

e Intel processors
Shadow Maps/Buffers for Register Files, Branch Predictors, etc.
Checkpoint buffers for coarse-granularity retirement

Not Available (NA) values for executing past memory-bound loads
e Sun Rock Processor

CheckerMode

use minor enhancement of above techniques
capture snapshots
speculative execution when input values not available
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Timing Analysis in the Real World

» Safety-critical systems

“A computer, electronic or electromechanical system whose failure
may cause injury or death to human beings”
< accurate and safe timing analysis/real-time properties required
< Examples:

» Distributed Embedded/Real-Time Systems

nNSystems that realil ze a set of
such as <car s, houses, service

[omputer Science



