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My research interests lie, broadly, in the area of Computer Systems. During my time as a Ph.D. student and more recently as a post-

doctoral researcher, I have actively conducted research in Embedded, Cyber-Physical and Real-Time Systems. This includes worst-

case execution time (WCET) analysis techniques, analysis of modern processor architectures, security and privacy policies and 

system integration techniques (for the medical and avionics domains) for such systems. 

As part of my research I have collaborated with researchers from academia (University of Illinois at Urbana-Champaign [UIUC], 

North Carolina State University, Penn State University, Florida State University, University of Houston, Furman University), 

industry (Microsoft Research, Rockwell-Collins, Qualcomm) and Massachusetts General Hospital and co-authored various papers 

in top conferences and journals with many of them.  

I have also been instrumental (currently as senior investigator and earlier as a Ph.D. student) in writing various research proposals 

some of which received funding while others are currently under review. 

INTRODUCTION 

The 2007 President’s Council on Science and Technology (PCAST) report [1] identified “Systems Connected with the Real World (i.e. 

embedded, engineered, or cyber-physical systems)” as a focus area for future increases in funding. On the commercial side, billions of 

embedded systems are sold every year [2] as compared to about a 100 million desktop and server processors in the same time frame. 

This number is expected to increase with embedded processors making up more than 98% [3] of the processor market in the future.  

Hence, embedded, cyber-physical and real-time systems have become important domains in the modern world and their importance 

seem to increase with the passage of time. I have devised (and am currently working on finding) solutions for important problems in 

these domains. My main contributions are presented here in reverse chronological order: 

1. integration of security and safety in cyber-physical systems 

2. system integration for medical devices 

3. analysis techniques to determine the worst-case behavior of contemporary processors to be used in modern 

embedded/real-time systems 

1. INTEGRATION OF SECURITY AND SAFETY IN CYBER-PHYSICAL SYSTEMS      [2008 – ] 

With the proliferation of embedded and cyber-physical systems, the security of such devices and the privacy of information stored on 

then become important concerns.  This is particularly important since they may form a part of critical infrastructure (the power grid 

infrastructure, water management systems, security systems, etc.) [4] or transmit sensitive data among themselves (medical telemetry 

data, patient records, etc.). Hence, appropriate security and privacy policies need to be implemented on these systems. Integrating 

security in such systems faces certain challenges: 

i. the safety of the system must not be compromised; and 

ii. such systems are typically resource-constrained, i.e. they have low processing power, limited memory, etc. 

One way to maintain the safety of such systems is to ensure that no deadlines 

are missed when security policies are introduced into the mix. A recent paper 

I wrote [5] provides insights on three methods to incorporate security 

policies into a real-time task model:  

a. Incorporate security model into the task code (Figure 1) 

b. Create a separate periodic task for the security policy (Figure 2) 

c. Create a separate aperiodic task for the security policy (Figure 3) 

Each of these techniques will require the use of different worst-case analysis techniques as well as further schedulability analysis to 

determine the effects of incorporating these policies. The above techniques are just a starting point in the attempt to integrate security 

and safety in cyber-physical systems. More complex safety critical systems (for instance, avionics, medical devices, etc.) require 

extensive analysis to determine the effects of security on the overall safety of the system. Appropriate security policies must be 

determined for the relevant application domain. 

Figure 1 Security policy included in task code 

Figure 2 Security policy as periodic task 

Figure 3 Security policy as aperiodic task 
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This is one the main focus areas for my post-doctoral research at UIUC. I am also actively involved (as senior investigator) in an NSF 

proposal, based on these and related ideas, that is currently being written. 

2. SYSTEM INTEGRATION FOR MEDICAL DEVICES        [2008 – ] 

Currently, much of the enforcement of “medical workflows” comes from the logging of necessary information 
during certain phases of the operation and from mental models formed in the minds of medical personnel. This 
is clearly error prone. Mistakes in workflows can result in anything from minor inconveniences (having a 
patient waiting around without treatment for an hour) to life threatening consequences. Certain actions 
(especially those that lead to medical decisions) must be audited so that they can be analyzed at a later stage to 
find sources of problems. Also the issue of creating truly “plug-n-play” medical devices requires the use of 
extensive safety interlocks and a comprehensive system architecture that ensures that such safety is 
maintained throughout the system. 

Figure 4 shows various interactions that occur between humans (doctor, patient, nurse) and devices 

(Continuous Glucose Monitor, Glucose Infusion Pump) connected to the patient as well as each other. Some of 

these interactions are more critical than others and will require guarantees that the information is transmitted among the entities and 

instructions are transmitted correctly. Also, the use of wireless technology is growing in the health-care industry. A good wireless 

solution can reduce deployment cost, enhance information access, and improve patient care by eliminating wires which are a source of 

infection and physical impediment to clinical care.  

Commercial off-the-shelf components and existing wireless solutions are not designed to support the unique needs of health-care 
workflow-level quality of service (QoS) including end-to-end reliability, real-time, or safety and security. Hence, there is a need for a 
“medical-grade” wireless network that provides reliability and improved effectiveness comparable to existing hard-wired systems. A 
set of supervisories that form a part of the comprehensive system architecture (mentioned above) verify the satisfiability of the necessary 
QoS, determine root causes for outages and errors and also apply relevant security and privacy policies.  

This is one of the projects that I’m involved in as part of my post-doctoral research at UIUC. I was actively involved (as senior 

investigator) in writing a recent collaborative NSF proposal between UIUC, Massachusetts General Hospital and the University of 

Houston based on these ideas. 

3. ANALYSIS TECHNIQUES FOR MODERN EMBEDDED SYSTEMS      [2006 – ]  

Some embedded systems have constraints placed on them which require that they function correctly within a given time-frame 

(typically referred to as a “deadline”). Such systems are known as real-time systems. Failure to meet these deadlines could lead to 

fallouts that could be catastrophic to the environment. Designers of real-time systems must have a priori knowledge of the parameters of 

tasks in such systems to guarantee that these tasks do not miss their deadlines. One critical piece of information that designers of such 

systems require is the worst-case execution time (WCET) for every task, and the process of determining these WCETs is known as 

timing analysis. Determination of the WCET is a non-trivial process, due to factors like code complexity, non-determinism introduced by 

modern architecture features, process variations in microprocessor manufacturing, lack of knowledge of loop bounds, dynamically 

loaded code and modules, etc. Various static and dynamic techniques that attempt to obtain the WCETs of tasks can be found in literature 

but they all have shortcomings.  

One important reason why designers of such systems are forced to use outdated processors is the lack of analysis techniques for 

contemporary processors. In research conducted as part of my dissertation, I introduced techniques to analyze contemporary 

processors with their advanced architectural features, viz., out-of-order (OOO) processing. A new paradigm to calculate WCETs for 

such processors was introduced – hybrid timing analysis. This hybrid technique makes use of constant interactions between the 

processor and software to obtain the final WCET for a task. Predictable worst-case execution is supported by a special execution mode of 

the processor, viz. CheckerMode [6,7,8], which can easily be implemented on modern processor pipelines. The CheckerMode technique 

alleviates the need to perform static modeling of complex architectural features or exhaustive testing. Here, a processor no longer 

proceeds with conventional data-driven execution – it now executes all alternate paths, one at a time, to find the path with the longest 

execution time. Before the execution of one alternate path, the processor context (pipeline state, branch predictor state, caches, etc.) is 

captured and stored. This context is restored before execution proceeds along the other path. When alternate paths merge, their 

execution contexts must also be merged. Captured execution times are propagated to a software analyzer, in a bottom-up fashion, until 

the WCET for the entire task is calculated. Input dependencies are handled by use of NaN (not-a-number) values not unlike the ones 

found in existing floating point units.  

CheckerMode is also capable of correctly handling timing anomalies [9] that occur during out-of-order execution in contemporary 

processors. To the best of my knowledge, this is the first work that is capable of analysis that correctly captures the behavior of such 

effects [7] – they were considered to be a major roadblock in the WCET analysis for OOO processors. I have also devised a loop analysis 

Figure 4 interactions in 

a medical environment 
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scheme that avoids the costly process of modeling all iterations of a loop. This is achieved by detecting multiple fixed-points 

(both, in execution time as well as processor state) that can occur during the course of the execution of the loop and using that 

information to extrapolate for remaining iterations. This approach is unique and will result in significant reduction in analysis 

time/complexity. 

Hence, techniques developed for use in the CheckerMode framework advance the state-of-the-art for embedded systems and also 

led to a successful NSF proposal at NC State University. 

MISCELLANEOUS 

I have also developed techniques that (a) utilize parametric timing analysis methods to remove constraints on embedded code and to 

achieve significant power savings; (b) can accurately characterize the worst-case behavior of the Berkeley sensor motes (both C 

and NesC code); and (c) can analyze the temporal behavior of distributed embedded systems. 

FUTURE RESEARCH  

I would like to continue working in the systems area(s), especially in embedded, cyber-physical and real-time systems. I believe that 

such existing systems are severely constrained by a lack of good analysis tools and techniques. I would like to address these 

shortcomings and help drive the future of such systems. 

My immediate focus would build on the expertise and research ideas that I have acquired from current/past projects: 

1. I would like to continue research on the worst-case analysis of modern processors to ensure that designers of modern embedded 

systems can have access to contemporary processors. To this end, dynamic branch predictors, prefetch mechanisms and modern 

multi-core processors present interesting and novel challenges for the task of timing analysis. The cell processor from IBM also 

presents interesting research challenges (in timing analysis and related domains), which I intend to tackle. 

2. I intend to continue studying the trade-offs involved in integrating security and safety in modern cyber-physical systems. I will 

study what security policies may be applied to relevant application domains with an immediate focus on avionics, medical devices, 

power grids and automobiles. A worst-case analysis of these security policies will also aid in determination of the overheads 

that such policies add to the system.  

3. Development of the supervisory structure for use in “medical-grade” wireless networks will also help in creating a larger systems 

architecture that can verify the safety of the overall medical system. This includes the process of checking safety interlocks 

among devices and medication at the local level to using auditing and data mining techniques to find the reasons for “medical 

errors” and failures that occur in the system. 

4. Timing analysis for avionics applications. With the advent of “Commercial-Off-the-Shelf” (COTS) systems, avionics vendors are 

finding it difficult to adapt to changing customer demands. Customer demands for changes in the system, either late in the 

development stage or after deployment, lead to significant engineering effort. Hence, I intend to apply parametric timing analysis 

techniques to characterize the behavior of the hardware as formulae that can be evaluated at run-time when the exact system 

characteristics are known. This will enable designers of such systems to exactly determine the costs for various hardware 

configurations.  

In the long run, I would like to further build on these ideas and interactions between them to find solutions to important problems and 

move the state of the art forward in the systems area: 

5. I envision that cyber-physical and embedded systems will find significant use in the medical/health fields, not just for 

monitoring and diagnostic purposes, but also for prosthetics. Such systems will have time-criticality requirements and will also 

require the use of worst-case analysis techniques and the development of newer security/privacy methods. 

6. The development of newer processor architectures targeted at the embedded domain. Current processors are more tuned to 

the server/desktop segment and lack many features that would either make them more deterministic or more amenable to analysis. 

The large volume and the potential for increase in the embedded domain demand processors that are more in tune with the 

requirements for such applications. Hence, I would like to study techniques for the development of such processors. 

I also believe that research collaborations, both with academic and industry colleagues, are important to gauge the success of existing 

research as well as to gather fresh new ideas and perspectives. Working with industry will provide a mechanism to judge the real-world 

relevancy of ideas and solutions. Overall, collaborations will help in technology transfer and also prove beneficial in obtaining support 

for my research. 
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