Formal analysis of multi-party contract signing

RohitChadha
Universityof Suss&
rchadha@susgec.uk

Abstract

We analyzethe multi-party contract-signing protocols
of Garay and MacKenzie (GM) and of Baumand Waid-
ner (BW). We use a finite-statetool, MocHA, which al-
lows specificationof protocol propertiesin a brancing-
timetempoal logic with gamesemanticsWhile our analy-
sisdoesnotrevealanyerrorsin theBWprotocol,in theGM
protocolwediscover seriousproblemswith fairnessfor four
signes andan oversightregarding abuse-feenesgor three
signes. We proposea completerevisionof the GM subpo-
tocolsin orderto restoe fairness.

1. Introduction

The problemof digitally signinga contractover a net-
work is more complicatedthan signinga contractby “pen
and paper”. The problem arisesbecauseof an inherent
asymmetryno signerwantsto be the first oneto signthe
contractbecausenothersignercould refuseto do so after
having obtainedthefirst signers contract.

A simple solution consistsin usinga trustedparty (1)
asan intermediary Signerssendtheir respectie contracts
to T, which first collectsthe contractsandthendistributes
them amongthe signers.An intermediaryis known to be
necessanf10]. However, becauseof the communication
andcomputatiorbottleneckat 7', this solutionis inefficient.
Other solutionsinclude randomizedprotocolsas well as
protocolsbasedn gradualinformationexchangeMore re-
cently, the so-calledoptimisticapproachwasintroducedin
[2, 5]. Theideais thatT" intervenesonly whena problem
arises.e.g., a signeris trying to cheator a network failure
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occursat a crucial momentduring the protocol. Suchpro-
tocolsgenerallyconsistof a main protocolandoneor ser-
eral subprotocolseachwith a fixed numberof messages.
Themainprotocolis executedby thesignersin orderto ex-
changetheir signaturesThe subprotocolsare usedto con-
tactT in orderto force a successfubutcomeor to abortthe
protocol.

A contract-signingprotocol shouldrespectseveral de-
sirableproperties Thefirst propertyis fairness Intuitively,
a contract-signingprotocolis fair if at the endof the pro-
tocol eithereachsignerobtainsall the othersigners’con-
tractsor no signergetsary valuableinformation. A sec-
ond property timeliness ensureghat signerhassomere-
courseto preventendlesswaiting. Both fairnessandtime-
linessarestandardoropertiesghatarealsoimportantin fair
exchange certified e-mail and fair non-repudiatiorproto-
cols. A propertythatis specificto contractsigning,abuse-
freenesswas introducedin [11]. A protocolis akuse-free
if nosignerA is ableto prove to an externalobsenrer that
A hasthepowerto choosebetweersuccessfullyconcluding
theprotocolandabortingtheprotocol.A protocolthatis not
aluse-freggivesanundesirabl@dwantagdo onesigner say
Alice, who hasthe power to decidethe outcomeof the pro-
tocol and canprove this to an external obsenrer. If, for in-
stanceAlice wantsto sellahouseto Charlie,shecouldini-
tiateacontractwith Bobjustto force Charlieto increaseénis
offer.

Therehave beenseveral applicationsof formal methods
to contractsigning,so far only for the specialcaseof two
signers.The finite model-checkr Mury is usedin [16] to
analyzetwo contract-signingprotocols,discover subtleer-
rors and suggestcorrections.n [6] inductve methodsare
usedto reasonabout contract-signingprotocolsspecified
in the multiset-revriting framework, MSR. Protocolprop-
ertiesareexpressedn termsof stratgjies,which provide a
naturalframework for theanalysisln [15] thefinite model-
checler MOCHA is usedto analyzetwo contract-signing
protocols. The advantageof using MoOCHA rather than
Muryp is that MocHA allows to specify protocol proper
tiesin ATL, atemporalogic with gamesemanticswhichin
turnallowsreasoningboutstratejies.In [13] thefinite state
tool SHVT is usedto analyzesereral variantsof the Zhou-



Gollmannnon-repudiatiorprotocols(non-repudiatiorpro-
tocolsarecloselyrelatedo contractsigningprotocols)Pro-
tocols are modeledusing asynchronougroductautomata
andpropertiesarebasicallyinvariants They shov unknavn
attackswhich canoccurin arealisticimplementatiorof the
protocol. The mostrecentwork on contractsigning[8] in-
troduceghenotionof anoptimisticsigner i.e., asignerthat
prefersto wait for “sometime” for messageom theother
signersbeforecontactingthe trustedparty. The maintheo-
rem of [8] is that, independentlyof a specificprotocol, if
ary of thesignerss optimistic,thenthe othersignerwill at
somepointof theprotocolhave the powerto decidethe out-
come.

All the efforts just describedconsideronly two-party
protocols.In this paperwe analyzemulti-party contract-
signingprotocols[4, 12]. The protocolgoalin that caseis
that eachsignersendsits signatureon a previously agreed
uponcontracttext to all othersignersandthateachsigner
receves all other signers’ signatureson this contract.In
a multi-party framawork, fairness,timeliness,and akuse-
freenesshouldhold againstany coalition of dishonespar
ties. Unlike in the two-party case the compleity level of
themulti-partyprotocols especially{12], is suchthatatool,
e.g.,amodel-checkr, is indispensablén theanalysis.This
partly comesaboutfrom animportantdifferencebetween
thetwo-partyandthemulti-party case namely in themulti-
partycasel hasto beableto overturnits previousabortde-
cisions[11]. As our analysisshaws, this featureis partic-
ularly difficult to designcorrectly We have discoreredan
essentiabbstaclein the GM protocol[12], which appears
not to be removablewithout completelychangingthe sub-
protocolsfor T' andwhich leadsto thefailure of fairnessn
the caseof four signers.We presenthis attackin detailin
the paperand proposea correctedversionof the GM pro-
tocol, which hasbeenvalidatedby MocHA. MOCHA did
notfind any problemswith fairnessn the BW protocol[4]
norin the original GM protocolwith only threesigners.in
the latter case MocCHA did find an amusingproblemwith
aluse-freenesut this problemis easilycorrectedWe be-
lievethatthemainreasorfor robustnes®f theBW protocol
is that overturningthe abortsdecisionshasbeendesigned
correctly We will discusghe BW protocolonly briefly be-
causeof the lack of space.Note that the choice of using
MocHA ratherthananothemodel-checkrwasmainly in-
fluencedby the factsthat we were familiar with the tool
andthatATL providesan elegantway of modelingproper
ties, in particularaluse-freenes3Ne supposehat similar
resultscanbe obtainedusingothermodel-checkrs.A pre-
liminary announcemendf theseresultshasbeenmadein
Workshopon Issuesn the Theoryof Security[7].

Outline of the paper. Therestof the paperis organizedas
follows. In section2, we describethe BW andthe GM pro-
tocols.In section3, we presentoriefly the finite-statetool,

MOCHA, the temporallogic ATL andits gamesemantics.
Modeling of the protocolsandprotocolassumptiongn the

gamesemanticalongwith the modelingof fairnessn ATL

is briefly discussedIn section4, we reporton our analy-
sisof theBW andGM protocolsusingM OCHA, presenthe

fairnessattackon four signersin detail and proposea cor-

rectedversionversionof the protocol. We discussbriefly

how to restorefairnessand presentthe anomalywith re-

spectto aktuse-freenestor threesigners.n orderto detect
this anomaly we hadto model optimistic signersand dis-

cussthisissue We summarizeourresultsanddiscusglirec-

tionsfor futurework in section5.
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2. Protocol description

In this sectionwe describethe multi-party contract-
signing protocolsproposedGarayand MacKenziein [12]
and briefly discussthe protocol proposedby Baum and
Waidnerin [4]. Unliketwo-partyprotocolswhichgenerally
have similar structuresthe two multi-party protocolsde-
scribedbelon have fundamentallydifferentstructuresFor
this sectionandfor the restof the paper we shall assume
thateachprotocolparticipanthasaprivatesigningkey anda
correspondingublicverificationkey. Eachparticipantshall
beidentifiedwith this private/publickey pair, andif we say
that“A can...”, we shallmeananyonethat possessethe
privatekey of A.

2.1. GM multi-party contract-signing protocol

The protocol allows n (n > 2) participants, say
Py,..., P,, to exchangesignatureswith the help of a
trustedparty 7' on a preagreedontracttext m. P; is said
to have a contract if it haseverybodys signatureon the
text m. The order of the participantsP,..., P,, hence-
forth referredto as signess, and the identity of 7' are
also agreedupon before the protocol begins. The prea-
greedcontracttext m containsan identifier that uniquely
identifies each protocol instance. In [12], the com-
munication amongstthe participantsis assumedto be
over a network channelin control of a “Dolev-Yao in-
truder”, while the communicatiorbetweerthe participants
andthetrustedpartyis assumedo be over a privatechan-
nel.

The protocol useszero-knavledgecryptographicprim-
itives, private contract signatues that were first intro-



ducedin [11]. The private contractsignatureof A for B
on text m with respectto a trustedparty 7', denotedas
PCSa(m, B, T) hasthefollowing properties:

a) PCS4(m, B,T) canbecreatecby A.

b) PCS4(m,B,T) canbefakedby B. Only A, B andT
cantell differencebetweenP(C'S andits simulation.

c) PCSa(m, B, T) canbe corvertedinto a corventional
universally-\erifiabledigital signature,S4(m), by both A
andT. Only A andT cando this corversion.

The protocolitself consistof threesubprotocolsmain,
abort, and recovery subprotocols.Usually signerstry to
achieve the exchangeby executingthe main subprotocol.
They contactT' using one of the othertwo subprotocols
whenthey think somethings amiss.Onceasignercontacts
T, it no longer takes partin the main subprotocol.T" re-
spondsto a requestwith eitheran aborttoken or a signed
contract.The decisionwhetherto reply with an abortto-
kenor with a signedcontractis basedon a databasenain-
tainedby 7', which storesall the relevant information of
therequestandits responseOnceT sendshacka signed
contract,it alwaysreplieswith the signedcontract.As dis-
cussedbelow, a decisionto abortmay, however, be over-
turnedin orderto maintainfairnessWe discusshe subpro-
tocolsin somedetail.

Main protocol. The main protocolfor n signersis divided
into n-levels, that can be describedrecursvely. For each
level of recursiona different“strength” of promiseis used.
The strengthof a promiseis denotedby aninteger“level”,
andan“i-le vel promisefrom signerA to signerB onames-
sagem” isimplementedisingPC'S: PCS 4((m, i), B, T).

In level i, signers P; through P; exchangei-level
promises to sign the contract. The i-level protocol
is triggered when P; receies 1-level promises from
Pii1,..., P,. After receving these promises, P, sends
outits 1 level promiseto signersP;_1,..., P, andwaits
for i« — 1 level to finish. At the endof the: — 1 level, P,
...P,_1 have exchangedi — 1 level promisesand P; re-
cevesa i — 1 level promisefrom each of the signers
Py,...,P,_1. Now P;..., P, exchangei level promises,
andclosethehigherlevels.

In orderto closelevel a wherea > i, P, sendsan
(a — 1)-level promiseto P, andwaitsfor a-level promises
from signerspP; 11, . .., P,. After receving thesepromises,
P; indicatesits willingnessto closethe level a to signers
Py,..., P,_1 bysendinghemits a-level promise andin re-
turn waits for a-level promisesfrom them.Uponreceving
these,P; sendsits a-level promisesto Py4,..., P, com-
pleting its obligationin the a-level protocol. P; then pro-
ceedgo completex + 1 level.

Oncethe n-levels are completedeachsignerhasa n-
level promisefrom everybody else, and the contractex-
changeis readyto begin. In this exchange,eachsigner
alsosendsa n + 1-level promiseto everybodyalongwith

its signatureon the preagreedext. In orderto complete
the exchange signer P; waits for the contractandn + 1-

level promisesfrom P, ..., P;y1. Upon receving these,
P; sendsits sighatureandn + 1-level promisesto every-

body, andwaitsfor thesignaturegndn + 1-level promises
from P;,_4,..., P;. Oncetheseare receved, the protocol
endsfor P;, and P, hasthe contract.

If someexpectedmessagearenotreceved, P; may ei-
ther quit the protocolor contact?’. F; may simply quit the
protocolif it hasnotsentary promisesor contact” if it has
sentsomepromiseslt maycontactl” with arequesto abort
if it hasnotrecevedary promisefrom somesigner It may
requestl” to recovertheprotocolif it hasapromisefrom ev-
eryothersigner A detaileddescriptionof themainprotocol
is givenin tablel.

In orderto illustrate the main protocol consideran in-
stanceof the protocol with threesigners:Alice, Bob and
Carol playingtherolesof P;, P, and P; respectiely. For
lack of spacewe justillustratetherole of Alice. Alice starts
the protocolby sendingevel 1 promiseso Bob andCarol,
andwaits for level 2 promisesfrom Bob and Carol. If Al-
ice doesnot receve them,thenAlice may contactZ” with
a requestto abortthe exchangelf Alice doesreceve the
promisesthenshesendsherlevel 3 promisesto Bob and
Carol,andwaitsfor their level 3 promisesin return.If Al-
ice doesnot receve thesepromiseghenshecontactT” with
a recovery request.Otherwise,she sendsher signatureon
the preagreedext alongwith level 4 promisesto Bob and
Carol,andwaits for their signaturesThe protocolfinishes
for herwhensherecevesthe contract.Otherwise shemay
launchtherecovery subprotocobndcontactT'.

Abort protocol. T maintainstwo sets, S,,, and F;,, that
areusedby T to make decisionsvhena signercontactsT'.

ThesesetsarecreatedvhenT is contactedor thefirsttime

for m andareinitialized to be empty The set.S,,, contains
theindicesof all signerghathave contacted” andreceved
anaborttokenfrom 7" in responseTheintuitive meaningof

thesetF,, is notclearlystatedn [12], butit containssome
additionalinformationthatZ” usesn decidingwhento over-

turnanabortdecisionthat 7" hastakenbefore.

The detailsof the abort protocol are given in table 2.
Mainly, if T is contactedwith a requestto abort,thenT
checksts databasdf thisis thefirst requesbr if the proto-
col hasnot alreadybeenrecovered,T” sendsbackan abort
tokenandupdateghe setsS,,, and F;,,. If the protocolhas
alreadybeensuccessfullyecovered, T’ sendsackasigned
contract.

Recovery protocol. The details of the recovery protocol
aregivenin table3. For P, to recover, it sendghemessage
Sp, ({PCSPj ((mv kj)’ P, T)}je{l,...n}\{i}a Sp, ((mv l)))'
where

o if j > 4, k; is the maximumlevel of a promisere-
ceivedfrom P; onm,



Table1l GM multi-party contract-signing protocol—Main

Wait for all higher recursive levels to start
1. Pj — P;: PCSPJ.((m, 1), Pi,T) (TL >j> L)

If P; does not receive 1-level promises from P, ... P;1; in a timely manner, P; simply quits.

Start recursive level i

2. P, — P;j: PCSp,((m,1), P;,T) (i > j > 1)
Wait for recursive level i-1 to finish

3. Pj — P PCSp,((m,i—1),P;,T) (i >j > 1)

If P; does not receive (i-1)-level promises from P;_; ... P in a timely manner, P; aborts.

Send i-level promises to all lower-numbered signers
4. P; — Pj: PCSp,((m,i), P;,T) (i > j > 1)
Finish recursive level i when i-level promises are received
5. P;j — P;: PCSp,((m,i), P, T) (i > j > 1)

If P; does not receive i-level promises from P;_; ... P; in a timely manner, P; recovers.

Complete all higher recursive levels

For a =i 4+ 1 to n, P; does the following:
6.1. P, — Pa: PCSp,((m,a — 1), Pa, T)
6.2. P; — P;: PCSp,((m,a),P;,T) (a > j > 1)
If P; does not receive a-level promises from P, ..
6.3. P, — P;: PCSp,((m,a),P;,T) (i >j>1)
6.4. P; — P;: PCSp,((m,a),P;,T) (i >3 >1)

. P41 in atimely manner, P; recovers.

If P; does not receive a-level promises from P;_; ... P; in a timely manner, P; recovers.

6.5. P, — P;: PCSp,((m,a),P;,T) (a > j > 1)

Wait for signatures and (n+1)-level promises from higher-numbered signers

7. Pj — P;: PCSpj((m,n + 1),Pi,T),Spj(m, 1) (TL >ji> L)

If P; does not receive signatures and (n+1)-level promises from P, ... P;41 in a timely manner, P; recovers.

Send signatures and (n+1)-level promises to signers
8. P, — le PCSP,L-((m, n+ 1), Pj, T), Spi (m, 1) (] 75 7,)
Wait for signatures from lower-numbered signers

9. Pj — Pt PCSp,((m,n +1), B, T),Sp, (m,1) (i > j > 1)

If P; does not receive signatures and (n+1)-level promises from P;_; ... P; in a timely manner, P; recovers.

o if j <1, k; isthemaximumlevel of promisegeceved
from all signerspP;,, with j° < i, i.e., the min-max
of the level of promisesfrom signerswith lower in-
dex. (E.g, if the maximumlevel of the promisesre-
ceivedby P, from P; and P, was6, andthe maximum
levelrecevedby P, from P; was5, thenit would send
the5-level promisedor P;, P> andPs.)

If T is contactedvith arequesto recover, thenT checks
its databasdf thisis thefirst requesfor m or if the proto-
col hasalreadybeenrecovered,T replieswith asignedcon-
tractwhich it obtainsby corvertingthe promisesinto con-
ventionaldigital signaturesOtherwise,if the protocolhas
alreadybeenaborted, T mustdecidewhetherto maintain
theabortor to overturnit. Overturningof theabortis neces-
saryin orderto maintainfairnessindeed,considerthe sce-
narioin which a dishonestP,_, contactsI’ with anabort
requestrecevesan aborttoken and dishonestlycontinues
theprotocol.After the n-levelsarecompleted,P,, sendsts
signatureto othersandwaitsfor signaturegrom othersign-

ers.If P, _; doesnot sendbackits signaturethen P,, will
be forcedto contact7" with a requestto recover. Now, 7'
mustoverturnits previous abort,otherwiser,, will notre-
ceive the signatureof P, _;. Thedecisionwhetherto over-
turnis basedon the contentsof the setsS,,, and F,,,, asde-
scribedin table3.

2.2. BW multi-party contract-signing protocol

The structureof the BW protocol [4] is much simpler
thantheprotocoldiscussedh section2.1. Theprotocolcon-
sistsof two subprotocolsmainandrecovery. Usually sign-
erstry to achiese the exchangeby executingthe main sub-
protocol. They contactT using the recovery subprotocol
whenthey think somethings amiss.For lack of spacewe
discusgthe protocolbriefly. The detaileddescriptionof the
protocolis givenin appendixA.

The main protocolis composedf n + 1 rounds, and




Table 2 GM multi-party contract-signing protocol—Abort

1. P, — T.Sp,(m, P;, (P1,...,Pn), abort)

if not validated(m) then
if Sy = 0, T stores St (Sp, (m, P, (P1,...,Pn),abort)); Sm = Sm U {i};
if ¢ is larger than the maximum index in Sy, T clears Fr,
2.T — P;: S7(Sp; (m, Pj, (P, ..., Pn), abort), Sp(m, Sm, abort))

else (validated(m)=true)
3.T— Pi: {Sp;(m, k) }jeq,...n 1\ {3}
where k; is the level of the promise from P; that was converted to a universally-verifiable signature in the recovery protocol.

Table 3 GM multi-party contract-signing protocol—Recovery

1. P = T Sp,({PCSp;((m, kj), Pi, T)}jeq1,..np\{i}> SpP; (M, 1))
if i € Sm, 1" ignores the message
else if validated(m)
2.T = P {Sp;((m, k) }ieqa,. n)\{i}
where k; is the level of the promise from P; that was converted to a universally-verifiable signature.
else if Sp, =0
validated(m):=true
3. T — P {Sp;((m, kj))}je1,..n3\ {3}
else (validated(m)=false A Sy, # 0)
a. ifi € Fm, then
(i) ifforany ¢ € Sy, thereis a j € Sy, suchthat j > k,
Sm = Sm U {i}
let a be the maximum value in S,,
if a > i then Vj, suchthatk; =a — 1. Fp := Fr U {j}
else Fpyp :=10
41.1. T — P;: Sp(Sp; (m, P, (P1, ..., Pp),abort), ST(m, Sm, abort))
where ST(SPJ. (m, Pj,(P1,. .., Pn),abort)) corresponds to the stored abort token
(i) else
validated(m):=true
41.2. T — P;: {Spj ((m, k']))}je{l,n}\{z}
b. else (i € Fn)
let a be the maximum value in Sy,
(i) if(Vj,suchthati < j<a- kj <a)A(Vj<i-kj>a)
validated(m):=true
421.T — P {Sp;((m. ki) }jeqn,..n)\ {3}
(i) else
Sm 1= Sm U{i}
ifa>ithenVj,k; =a—1- Fn:=FnU{j}
if a =ithen Fp, :=0
422. T — P;: ST(Spj (m, Pj, (P1,..., Pn),abort), Sp(m, Sm, abort))
where St(Sp, (m, Pj, (P1,. .., Pn), abort)) corresponds to the stored abort token




is symmetricfor eachsigner In round ¢, a signersends
an i-level promiseto othersigners.The i-level promiseis
implementedisinga universally-\erifiabledigital signature
andincludesall the promisesreceved until roundi — 1.
Notethatthesepromisesarebasedn universallyverifiable
signaturesandthat the protocoldoesnot intendto provide
aluse-freenes3.hen + 1 level promisedrom everybodyis
consideredo be the signedcontract.If any expectedmes-
sageis not receved, a signercanlaunchthe recovery pro-
tocol. Oncethethe signerlaunchegecovery protocol,it is
notallowedto continuethe mainsubprotocol.

OnceT is contactedby a signer 1" respondswith an
aborttokenor a signedcontract.I’ maintainsa databasef
pastrequestaindresponsesnddecidests futureresponses
baseduponthis databasdf thefirstrequestrom ary signer
to T is in thefirst round,thenT sendsackanaborttoken.
If thefirst requestrom ary signerto T is in later rounds,
thenT sendsbacka signedcontract.If T ever sendsback
asignedcontract,it alwayssendshackthe signedcontract.
Theabortdecisionrmayhoweverbeoverturned overturns
theabortdecisionif andonly if T' canconcludefrom there-
covery requestthat all the signersthat contacted!” in the
pastdishonestlycontinuedthe main protocolafter launch-
ing therecovery protocol. T’ concludeghatasigner say P,
who contacted!” in roundr hasdishonestlycontinuedthe
protocolif someothersignerpresentd” with ar + 1 level
promisefrom P;. We believe that the designof this deci-
sioncontributesto the robustnes®f the protocol.

3. Modd

ATS, ATL and MocHA. Thedesiredpropertiesof contract
signing are easily describedusing games,and hencewe
chosea game-ariantof Kripke structuresalternatingtran-
sitionsystemgATS) [1], to modelthe protocols An ATS is
composedf asetof playersy, asetof states() thatrepre-
sentsall possiblegameconfigurationsaset@y C @ of ini-
tial statesa finite setof propositiondT, a labelingfunction
7 : Q — 2T thatlabelsstateswith propositionsandagame
transitionfunctiond : Q x X — 229, For aplayera anda
stateq, §(q, a) is the setof choicesthata canmake in the
stateg. A choiceis a setof possiblenext statesOnestepof
thegameatastatey is playedasfollows: eachplayera € 3
malkesits choiceandthe next stateof thegamey’ is thein-
tersection(requiredto be a singleton)of the choicesmade
by all theplayersof 3, i.e., {¢'} = Naexd(q, a). A compu-
tationis aninfinite sequence\ = ¢yq1...q, ... of states
obtainedby startingthe gamein ¢, wheregg € Q.

In orderto reasonaboutATS, we usealternating-time
temporalogic (ATL) [1]. For agivensetof playersA C 3,

1 Actually, theprotocolhast + 2 roundswheret is themaximumnum-
berof dishonessignersin our analysishowvever we assumeaheworst
possiblecasefor anhonestigner namelythatt isn — 1.

asetof computations\, anda stateq, considerthe follow-

ing gamebetweena protagonistand an antagonisstarting
in ¢. At eachstep,to determinethe next state the protago-
nist selectsthe choicescontrolledby the playersin the set
A, while theantagonisselectgsheremainingchoiceslf the
resultinginfinite computatiorbelongsto the setA, thenthe
protagonistwins. If the protagonisthasa winning strateyy,

we saythat the ATL formula (A)A is satisfiedin stateq.

Here,((A)) isapathquantifier parameterizetly thesetA of

playerswhichrangesverall computationshatthe players
in A canforcethe gameinto, irrespectve of how the play-

ersin X\ A proceedThesetA is definedusingtemporal
logic formulas.For thosefamiliar with branchingime tem-
porallogics, the parameterizegathquantifier((A)) canbe
seerasageneralizatiorof the CTL pathquantifiersthe ex-

istential pathquantifierd correspondso {(>)) andthe uni-

versalpathquantifiery correspondso ().

We now illustratethe expressve power of ATL allowing
tomodelbothcooperatreandadwersariabehaior amongst
the players.Considerthe setof players® = {a,b, c} and
thefollowing formulaswith their verbalreading:

e ((a)Op, playera hasastratgy againstplayersb andc
to eventuallyreacha statewherepropositionp is true;

e —((b, c))Op, the coalition of playersb and ¢ doesnot
have a strategyy againstz to make p trueforever;

e ((a,b)O (p A ={c)0p), a andb cancooperatesothat
thenext statesatisfiegp andfrom therec doesnothave
astratey to imposep forever.

Thedetailsof ATS andATL canbefoundin [1]. Insteadof
modelingprotocolsdirectly with ATS we usea moreuser
orientednotation:a guardedcommandanguagea la Dijk-
stra. Thedetailsaboutthe syntaxandsemantic®f this lan-
guage(givenin termsof ATS) canbe foundin [14]. Intu-
itively, eachplayera € Y. dispose®f asetof guardeccom-
mandsof theform guard, — update,.. A computation-step
is definedasfollows: eachplayera € 3. choosesoneof its
commandsvhosebooleanguardevaluateso true, andthe
next stateis obtainedby taking the conjunctionof the ef-
fectsof eachupdatepart of the commandselectedoy the
players.Givenan ATS describedn termsof guardedcom-
mands the finite statetool MocHA automateghe model-
checkingof ATL formulaeoverthe specifiedATS.

M odeling protocols. Unlike theclassicakecurityprotocols
aiming at secreg and authenticationpptimistic contract-
signingprotocolsusuallyconsisiof subprotocolshatcanbe
invokedat specifiednomentsRunningaprotocolatatime
not foreseenby the designer may have unexpectedside-
effects. This may be usedby a signerto gainanadwantage
over othersignersWe believe thatsuchconcurrenyg issues
are a major sourceof problems.Therefore,and sincethe
high numberof messageswvould createa seriousstateex-
plosion,we only analyzethe structure of the protocolsand



concentratenly on single protocolinstance We now dis-
cussour modelin detail.

The protocolinstanceis modeledas an ATS and each
protocolparticipantis modeledasa playerin the ATS us-
ing the above introducedguardedcommandanguageBe-
sidesthebranchingaspectanothemotabledifferencewith
moreclassicalsecreg andauthenticatiorprotocols,is that
contract-signingprotocolsmustbe secureagainsmalicious
signer ratherthananexternalintruder Therrefore we have
two procesdor eachsigner onedescribingit’s honestbe-
havior andthe otherthe dishonesbne. Communicationis
modeledusing sharedvariables Eachprotocolmessagés
modeledusingaboolearvariable,nitializedto falseandset
to true whenit is sent.Sendingof amessagés modeledus-
ing guardedcommandswherethe guarddependon pre-
viously sentout messagesiVhen modelingthe honestbe-
havior of a participant,we ensurethata given messages
sentout only when specifiedby the protocol.In contrary
theguardsarerelaxedin the maliciousversionof thesigner
sothat eachmessage&anbe sentout, assoonas possible,
i.e., assoonasall messageseededo composehe given
messagarereceved.We do notexplicitly modelary cryp-
tographicprimitives, but only the fact that protocol mes-
sagesanbesentoutof order Henceadishonessignercan
sendmessagesut of orderandcontinuethe protocol,even
if it is supposedo stop. We manuallydecidewhich mes-

sagesnustbeknown in orderto sendsomeothermessage.

Moreover, the communicatiorbetweenary two signersis
assumedo be on private channelsand we do not model
the possibilityto spy otherchannel Pleasenotethatin the
original paper communicationbetweenthe signersis as-
sumedo bein controlof Dolev-Yaointruder We have used
awealer attackmodelthanin theoriginal paper This mod-
eling is soundin the following sensea scenaricthat vio-
latesa desirablepropertyin this restrictedcommunication
modelalsoviolatesthe propertyin the generakommunica-
tion model.Thetrustedparty is modeledto be alwayshon-
est.

As an example,considerthe short extract of the mod-
eling of the three-partyGM protocol depictedin figure 1.
In the extract, the integer variable Pr _i _j _L modelsthe
promiseshat P; hassentto P;, andPr_i j L = k means
that P; hassentout up to k-level promisesto P;. (For effi-
cieng/ reasonswe usethelogarithmicencodingof aranged
integervariable ratherthanhaving oneboolearvariablefor
eachlevel of promise).In the extract, thefirst rule of hon-
estP; saysthat P, may quit the protocol,if it hasnot con-
tactedthe trustedparty, and hasneitherreceved nor sent
ary promisesThecorrespondingnodelingof dishonesbe-
havior of P, stateghat P, mayquit the protocolatany mo-
ment. The secondrule of honestP; givesthe exact condi-
tion whenthefirst level promisehasto be sentto P,. The
correspondinglishonestrule, merely requiresthat P; has

not quit the protocolbeforesendingthe promise.

As we are unableto verify parametricsystemswith

MocHA, we simplify our taskandverify the protocolsonly
for agivennumbern of signers Dueto its compleity, en-
codinga protocolinstancehasrevealeditself to be a time-
consumingand challengingtask. To avoid encodingeach
instanceof the protocolusingguardedcommandsye have
written a dedicatedC++ programfor eachprotocolwhich
takes the numbern of signersas a parameterand gener
atesthe protocol specification Although our modelis re-
strictedwith regardto several aspectsthe modelseemso
be of interestasseveral unknovn anomalieshave beenre-
vealed.
Modeling properties. We express the desired secu-
rity guaranteeausing ATL. For lack of space,we con-
centrateon modelingof fairnessand discussmodeling of
aluse-freenesis sectiond. Considermninstanceof thepro-
tocol with n signers,which we denoteas P;,..., P,. In
the following, we assumethat only one of the sign-
ers,say P, is honest,andthe other dishonestsignersare
colludingto cheatthe honestigner

A protocolis fair for an honestP;, if atthe endof the
protocol, either P, receies signedcontractsfrom all the
other signersor it is not possiblefor ary other signerto
obtain P;’s signedcontract.OnepossibleATL formulafor
modelingthis saysthatif ary signerreceves P;’s signed
contract,then P, hasa stratgy to getthe signedcontracts
from othersigners:

VD((PQ.SP1 (m) V... VP,.Sp (m)) —
(Pu)yO(Pr.Spy,(m) A ... ANP1.Sp,(m))) Q)

whereP;.Sp, (m) denoteshatplayer P; receved P;’s sig-
natureon the contracttext m.

It canof coursebearguedthat P, having a strateyy to re-
ceive the signedcontractss not a soundmodelingof fair-
ness:P; may have this strateyy but if it is ignorantor if it
mistalenly doesnot follow this strateyy, thenthe protocol
mayendin anunfair state.Thereforeonecouldrequirethe
following strongerproperty:in whatever way P; resohes
theremainingchoicesspecifiedby theprotocol, P, receves
all thesignedcontract.

vO((P2.Sp, (M) V... V Py.Sp, (m)) —
)

V<>(P1.Sp2 (m) VAIVAN Pl.Spn (m)) (2)

In thesamevein,athird formulationonly requireghatthere
existsa pathwhere P, recevesthesignedcontracts.

vO((P2.Sp, (m) V... V P,.Sp,(m)) —
3O(P1.Sp,(m) A ... A Py.Sp,(m))) ®)
Formula(2) impliesformula(1), whichin turnimpliesfor-
mula (3). We concentrateon the last, wealest version of
fairness As we shaw that fairnessis violated evenin this
wealestversion,the other strongerversionsare also vio-
lated.Now, we arereadyto discussour analysis.



Extractof honestmodelingof P, for thethree-partyGM protocol:
&Pr131=0 &Pr121=0 &% Pr31L>0 &Pr21L>0 )

[ "P1_stop & "P1_contacted_T
-> P1_stop’:=true
[ "P1_stop & "P1_contacted_T

> Pr12L=1
Thecorrespondingctionsof adishonesmodeling:

&Pr131=0 &Pr121l=0 &Pr2110>0 &Pr31L>0

[ "P1_stop -> P1_stop:=true
I "Plstop & Prl12l<l -> Prl12lL=1
Figure 1. Extractof thethree-partyGM protocolmodeling
4. Analysis Fairness. We did not discover ary problemswith fairness

We have verified the BW protocol with two and up to
five signers,but the model-checkr MocHA did not find
ary flaw. Due to lack of spacewe do not go into the de-
tails of our analysisof the BW protocol. However, the de-
signof the BW protocolis muchsimplerthanthe GM pro-
tocol andthe decisionto overturnan abortis basedon the
following argument:T" overturnsonly if it caninfer thatno
previous abortreply hasbeensentto a potentially honest
principal. This seemdo ensurethe robustnesof the proto-
col. Note thatwe only analyzedthe structureof the proto-
col. Hence,our resultsonly prove that the protocolis cor-
rectin the given model. Neverthelessye believe that the
protocolwould alsobe correctin a moregeneralmodelas
all messagesre signedanda uniquecontractidentifier is
used.

We now reportin more detail on our the analysisof
the GM contract-signingprotocol. The protocol has sev-
eral peculiarities.The mostnotableoneis thatthe protocol
changesvith the numberof signersg.g., theprotocolspec-
ification of P, differs when the value of n changesThe
numberof protocol messagefcreasesonsiderablywith
the numberof signers For instancejf we have n = 3, the
main protocolhas20 messageandthereare 14 different
recovery requestsWhenn = 4, the correspondingium-
bersare41 and36. Moreover, the protocolis not symmet-
ric for the signers:the protocol specificationfor P; is dif-
ferentfrom thatfor P;, for all i # j. For instancewhen
n = 4, P; canlaunch18 differentrecoveryrequestand Py
only 2.

As mentionedn section3, we have written a dedicated
C++ programthat takesthe numberof signers,n, asa pa-
rameterandgeneratetheprotocolspecificationOuranaly-
sisrevealedproblemswith fairnesswhenn is 4. Although,
we did not discover ary fairnesgproblemswhenn = 3, we
did find an amusingproblemwith akuse-freenesdiNe did
not discover ary problemswith timelinessin the protocol.
All theseanomaliesarenovel andtheprotocolwasbelieved
to be securesinceit wasfirst published We discussour re-
sultsin detail. The sourcescodesof our analysisof both
protocolsarealsoavailableatthefollowing websitehttp:
Iliwww.ulb.ac.be/di/scsi/skremer/M PCS/.

whenn = 3. Theformulasrepresentindairnessor Py, P,
and P, introducedin section3, arevalidatedby MOCHA.
However, as we use a restrictedmodel and considersin-
gle runs,we canonly concludethat the protocol doesnot
presengary structural weaknessor n. = 3. Indeed|f were-
lax theassumptiorof theprivatechannelstheanomalypre-
sentecby Shmatilov andMitchell in [16] on the two-party
GJM protocolcanbe adaptedo the multi-party version.In
this scenarioa malicioussignerearesdropon the channel
betweerthe honestsignerandT', andsucceedé compro-
misingfairnessWith our presenmodeling,we do notfind
suchflaws, asthis requiresto eavesdropchannelsand to
decomposenessagesThefix proposedby Shmatilov and
Mitchell appliesto the multi-party protocoltoo. However,
we shouldemphasizehat the authorsof the GM protocol
requirethe channelg¢o 1" to be privateandhencethis sce-
nariodoesnotrepresena valid attackon the protocol.

We discoveredsereral scenarioghat compromisedair-
nesswhenn = 4. The first scenariowas discovered by
hand,whenwe found an errorin the proof of correctness
given in the original paper[12]. A detailedanalysisus-
ing MocHA detectedseven otherscenariosAn analysisof
theserevealedthat the proof also did not cover a case.ln
eachscenarioan honestsigneris cheatedby the coalition
of threemalicioussigners.Thesescenariogollow the gen-
eraloutline:

1. A dishonessignercontactghetrustedparty, T, atthe
beginningof the protocol,getsanaborttoken,anddis-
honestlycontinuesparticipatingin the mainprotocol.

2. A secondlishonessignertriesto recoveratsomelater
point. It doesnot succeedbut manageso putthehon-
estsignerin thelist F,,,. It dishonestlycontinuesthe
main protocol.

3. The honestsigneris forcedto recover, but is not suc-
cessfulin gettingtheabortdecisionoverturnedsinceit
isin thelist F;,,.

4. Thethird dishonessignercontactsl” andmanageso
overturnthe decision.Hence,while the honestsigner
doesnot get ary signedcontract,the honestsigners
contracts obtained.



For lack of spacewe justdescribeoneof thesescenarios
in detail. In this scenario,P;, P; and P, colludeto cheat
P». Thescenarigproceedsasfollows:

e At the beginning of the protocol, P; abortsthe proto-
col andT updatesS,, = {3}. However, unlike speci-
fied by the protocol,dishonestP; continuesthe main
protocolexecution.

e As soonas P; receivesthe secondevel promisefrom
Py, it asksT to recover by sending

Spl({PCSp2((m, 2), Pl,T), PCSPS((m, 1), Pl, T),
PCSP4((m, 1)-, P1,T)}, Sp, ((m~ 1)))

T refuseghisrequestanswersvith anabortmessage
andupdatesS,, = {1,3} andF,,, = {2}. As P5 did
before, P, alsocontinuegheprotocol.

e The main protocolis executednormally until signer
P, reachepoint6.2. (seetable 1) of the protocolwith
a = 4. At that point P, hassentout the setof mes-
sage

{PCSPQ((T)’L, 1),P1,T),PCSP2((7TL,2),Pl,T),
PCSPz((m32)7P331‘)3PCSP2((m73)7Plsj')z
PCSp,((m,3), P3,T), PCSp,((m,3), P1,T)}

andhasrecevedthe setof messages

{(PCSp, ((m,1), Po, T), PCSp,((m, 1), Py, T),
PCSPl((ma 1)', PQ,T)aPCSPH ((m7 2)7 P, T):
PCSPS((mag)s PQaT)aF,CSPl ((m’ﬂ 3)- P2~T)}

P, is atposition6.2. with a = 4 andis waiting for 4-

level promisedrom P; and P,. P; and P, donotreply

andP; is forcedto sendthefollowing recoveryrequest
toT.

SP2({PCSP2((TI’L,3),P2,T),PCSPs((m,?)),PQ,T),
PCSp4((m, 1)-, P, T)}~ SP2((mﬂ 1)))

Py isin F,,, thetestsin the protocoldescription(see
table 3) indicatethat T' refusesthe request,updates
Sm = {1, 2,3} andreplieswith anabortmessagerF’,,
remainsunchanged.

e P, launchesresohe requestsending

SP4({PCSP1((m7 3)7 P47T)7 PCSP2((ma 3)a P4~, T)-,
PCSPS((m! 3)1 Py, T)}~ SP4((TI’L, 1)))

Thisrequesbverturnsthe previousabortsandviolates
fairnessasT sendghesignedcontractbackto Py.

We alsodiscoveredthatthe protocolis unfair for signers
Py, P, and P; whenn = 4. We did not find any scenario
that violatesfairnessfor Py. This is probablybecausdhe
testsindicatethat P, cannotbeaddedo F;,,, whenn = 4.
Correcting the Garay-MacK enzie Protocol. In orderto
restorefairnessin the Garay-Mackenzieprotocol,we had
to do majorrevisionsin therecovery protocol.We wereun-
successfuto restorefairnesswith minor changesandwe

believe that this is becauseéhe meaningof the list F;,, is

not clearin the protocol. The centralidea behindthe re-

vision is that 7', when presentedvith a recovery request,
overturnsits abortdecisionif andonly if 7' caninfer dis-

honestyonthepartof eachof thesignerthatcontacted” in

thepast.Thisis alsothemainideabehindtherecoverypro-

tocolin [4].

The main protocol remainsthe same.Major changes
are in the recovery protocol. The recosery messagesire
designedso that 7' can infer the promisesthat an honest
signerwould have sentwhenit launchedhe recovery pro-
tocol (note that a signer may have dishonestlysentother
promises)For P; to recover, it sendghe message

SPz' ({PCSPj ((mv kj)a P, T)}je{l,...n}\{i}a Spi((m, 1)))

wherek; is computedasfollowing:

1. If P, runstheresole protocolin step5 of themainpro-
tocol (seetablel),thenk; = 1forj > iandk; =i—1
forj < i.

2. In step6.2 of themainprotocol,k; = a — 1 for 1 <
j<a—-1,j#iandk; =1forj>a—1.

3. In step6.4 of themainprotocol,k; = a — 1 for j < 4,
kj =afori < j <aandk; = 1forj > a.

4. In step7 of themainprotocol,k; = n for all 5.

5. In step9 of themainprotocol,k; = n forall j < iand
kj =n+1forall j > i.

k; mayalternatelybe computedhs:

o If j < i, k; isthemaximumlevel of promisegeceied
from all signersP;. , with j' < i, i.e. the min-maxof
the promisesfrom signerswith lower index. (For ex-
ample,if the maximumlevel of the promiseseceved
by P, from P; and P, was6, andthe maximumlevel
recevedby P, from P, wasb5, thenit would sendthe
5-level promisedor Py, P, andPs.)

e Let! bethemaximumvaluel’ suchthat P; hasl’ level
promisedrom P; forall i < j < I’.If nosuchl’ exists
thenlet/ be0. If I =0, thenletk; = 1 forall j > 4. If
[ #0,thenletk; =lforalli < j <landk; =1 for
all j > . (E.g.,if P, hasrecevedlevel 1 promisefrom
Ps, level 5 and1 promisesfrom P, level 5, 4 and 1
promisesrom Py, andlevel 4, 3 and1 promisesrom
P; thenkﬁ = 1,,1{)5 = 1,k4 = 4, ks = 4)

T maintainsthe set S,,, of indicesof signersthat con-
tactedT in the pastandreceved an aborttoken. For each
signerP; in thesetS,,, T alsomaintainstwo integer vari-
ablesh;(m) andl;(m). Intuitively, h; is the highestlevel
promiseanhonestP; could have sentto any higherindexed
signerbeforeit contactedr. [; is the highestlevel promise
anhonestP; could have sentto a lower indexed signerbe-
foreit contactedl’. Theprotocolsfor 1" worksasfollows:



e If T everreplieswith a signedcontractfor m, thenT'
respondsvith the contractfor ary furtherrequest.

e If the first requestto 7' is a resole requestthenT'
sendshacka signedcontract.

o If thefirstrequests anabortrequestthenT abortsthe
contractT mayoverturnthis decisionin thefutureif it
candeducehatall thesignerdn S,,, havebehaeddis-
honestlyT deduceshatasignerP; in S, is dishonest
whencontactedy P; if

1. j > i andP; presentsto T' a k-level promise
from P; suchthatk > h;(m), or

2. j < i andP; presentso T a k-level promise
from P; P; suchthatk > [;(m).

Thedetailedabortrecovery subprotocolaregivenin ta-
ble 4 and5 respectiely. We analyzedthe revised proto-
col for both3 and4 signersandM ocHA did notdetectary
errorsin the revised protocol. Pleasenote that this should
not be construedas proof of correctnessincewe are us-
ing a restrictedcommunicatiormodeland are modelinga
singlerun. Neverthelessye believe thatthe revisedproto-
col would befair in amoregeneraketting,andfor anarbi-
trary numberof signers.

Abuse-freeness. We describethe anomalythat we discov-

eredfor n = 3 signersin the GM protocol. It exploits the
factthatwhenT replieswith anabortdecision,t alsosigns
thelist S,, of the signerswho have recevedan abortfrom

T'. Recallthatan optimisticsigner[8] is onethatprefersto

wait for “some time” before contactingthe trustedparty.

Following [8], we say that a protocol is atuse-freefor a
signerP; if the protocoldoesnot provide provable advan-
tage to theremainingsigners A coalition of signersis said
to have provableadvantageagainst?; atapointin thepro-

tocolif () they have astrat@y to abortthe contractagainst
anoptimistic P;, (i) they have a stratgy to get optimistic
P;’s contract,and (iii) they canprove to an outsidechal-
lenger Charlie,that P; is participatingin the protocol.

Now considerthe protocol instancewith three signers
Py, P, andP;. Assumethat P; is optimisticand P; and P,
arecolluding to cheatP;. P5 startsthe protocol by send-
ing its level 1 promisego P, and P, andwaitsfor level 2
promisesfrom them. P, on receving this sendsits level 1
promiseto P;, andthensendsanabortrequesto 7' which
abortsthe protocol.Now, P, hasrecevedlevel 1 promises
from P, and P;. Usingthesefirst level promises,P; sends
a recovery requestto 7'. Note that, in the protocol, P; is
never allowedto abortandT’ would not acceptanabortre-
questrom P;. P,’srecoveryrequests refusedandl’ sends

ST(SPQ(mﬂPQ*, (Pls Pg,P3),G,bOT‘t))

and
St(m, Sm = {1, 2}, abort)

At this point, we make thefollowing obsenations:

o theabortreply containghesets,,, = {1, 2} andis dif-
ferentfrom theone P, receved,

e if P, recevesan abortreply from T, it is alwaysthe
answerto arecoveryrequest,

e a recovery requestalways includesa promise from
eachsignerwhichis verifiedby T'.

Fromtheseremarkswe canconcludethatif P; shows the
abortreplyto Charlie,Charliewill becorvincedthat P; has
startedthe protocoleventhoughCharlieis unableto verify

thePCSfrom Ps. In otherwords,we cansaythat7 hasver-

ified the PCSfor Charlie.At this point 7, and P, canforce
the exchangeto abortby simply quitting the protocol: P;

hasno promisesfrom P; and P,. P, and P, canalsoforce
a successfutompletionof the contractexchangeby sim-
ply (dishonestly)engagingPs in the main protocol.Hence
theprotocolis notabuse-fredor Ps.

This vulnerability canbe addressedy excludingthe set
S, from the abortreply. In this case,the abortmessages
from P; and P, areexactly similar andcanbe obtainedoy
P, without Ps’s participation.Hence,an abortreply does
not prove Ps’s participationin the protocol. This rather
amusingscenarioillustratesthat sometimesadditionalin-
formationmay be harmful. While explicitnessis oftencon-
sidereda goodengineeringpractice(andwe do not attempt
to criticize suchthumbrules),careshouldbetakenwhenap-
plying theseprinciples.In personatommunicatiorwith the
authorsof the protocol,they proposea differentfix in let-
ting P, abortthe protocolratherthanjust quitting.

Abuse-freenesfor P; is naturallyexpressedn ATL as
follows:

—3O(1. send(abort) to PLA
(P, Po)O(=Ps.Sp, (M) V =P5.5p,(m))A
(P1, P2)B(Ps.stop — (P1.Sps(m) A P2.Spy(m)))

)

The booleanvariable T send(abort) to P; is setto
true when P; recevesthe aborttoken. As discussede-
fore, this senesasa proof of P;’s participation.The vari-
ablesP;.Sp, (m) reflectthatplayeri hasrecevedplayer;’s
signatureon the contract.More precisely the formula re-
quiresthatit is not possibleto reacha pointwhere

1. P, and P, canprove to Charliethatthe protocolwas
startedby Ps (1. send(abort) to Py istrue),

2. P, and P> have a stratgy to choosean unsuccess-
ful outcomej.e., P; cannotgetsomesigners contract
((P1, P)0(—P5.Sp, (m)V—P3.Sp,(m)) istrue),and

3. P, and P, have a stratgy to choosea successfubut-
come,i.e., whenhonestP; stops,they have obtained
Ps’scontract( (P1, P>)O(Ps.stop — (P1.Sp,(m) A
P,.Sp,(m)) istrue).



Table4 Revised GM multi-party contract-signing protocol—Abort
1. P — T.Sp,(m, P;, (P1,...,Pn), abort)
if not validated(m) then
Sm = Sm U {i};
if Sm = 0, T stores St(Sp, (m, P, (P1,..., Pn),abort)),
2.T — P;: S7(Sp; (m, Pj, (P, ..., Pn), abort), Sp(m, Sm, abort))

else (validated(m)=true)
3.T— P {Sp;((m, ki) }jeq,...n 1\ {1}
where k; is the level of the promise from P; that was converted to a universally-verifiable signature during the recovery protocol.

Table5 Revised GM multi-party contract-signing protocol—Recovery
1. P; — T:Sp,({PCSp; ((m, kj), Pi, T)}jeq1,...n)\ (i} SP; (M, 1))
if i € Sm, 1" ignores the message

else if validated(m)

2. T — P {Sp;((m, k) }je1,..n )\ {3}

where k; is the level of the promise from P; that was converted to a universally-verifiable signature.
else if Sy, =0

validated(m):=true

3. T — P {Sp;((m, k; ) }je(1,..n)\ {1}
else (validated(m)=false A Sy, # 0)

1. Ifthereis some p < i in Sy, such that kp < hp(m), or if there is some p > 4 in Sy, such that k, < 1(m), then T sends back
the stored abort S (Sp; (m, Pj, (P1, ..., Pr),abort)) to P;. T adds i to Sm, and computes k;(m) and I;(m) as follows

(hi(m),l;(m)) = (kit+1,0), if i = 1 (intuitively, P1 has contacted 1" in either step 6.2
of the main protocol with a = k; 1.1 + 1 or in step 7 of the
main protocol),

= (0, 1), if 1 <iandk;_1 = ¢ — 1 (intuitively, P; has contacted T’
in step 5 of the main protocol),
= (kifl,kl',l), ifl<i<mni<ki—1 <nandk;+1 < k;—1 (intuitively,

P; has contacted 7' in step 6.2 of the main protocol with
a=k;_1+1),
ifl<i<mn,t<ki_1 <nandk;t+1 > k;—1 (intuitively,
P; has contacted 1" in step 6.4 of the main protocol with
a = kz’—l + 1),

= (ki—1,ki—1+1),

= (n,n), ifl1 <i<mnandk;—1 = kit1 = n. (intuitively, P; has
contacted 7" in step 7 of the main protocol).

=(Mn+1,n+1), if1 <i<n,ki—1 =nandk;+1 = n+ 1 (intuitively, P;
has contacted 7" in step 9 of the protocol).

=(0,n+1), if i = n and k;_1 = n. (intuitively, P, has contacted 7" in

step 9 of the main protocol).
2. Otherwise, T sends {Sp, ((m, k;))}je{1,...n}\{s} 10 P, stores all the signatures, and sets validated(m) to true.

Therequiremenbf P3 stoppingin condition3 is to pre-
ventit from idling forever. Even thoughas discussede-
fore, the protocolis not atuse-freeif P; is optimistic, the
above formula is validatedif P; is honest.An honestPs
may contactT' non-deterministicallyas permittedby the
protocol.Indeed,in the scenariodiscussedibove, an hon-
estP; couldprevent P, and P, from getting P;’s signature
if it contactsI'. Therefore,n orderto capturethe scenario
describedhbore, we neededo modeloptimisticsigners.

Following [8], we implementan optimistic signer by
addingsignalsthat the signerusesto decidewhento quit
waiting for messagefrom othersignersandcontact?’. P;
uses3 signalsfor this: oneto decidewhento askT to abort
and2 to decidewhento contact” for thetwo recovery pro-
tocolsthat P; canlaunch.Thesesignalsarecontrolledby a
new player, P3TimeOuts, thatis addedto themodel.

The decisionto abortis modeledby 2 booleanvari-
ables: setTimeOutAbort and expiredTimeOut Abort.
While P; changesthe value of setTimeOutAbort,
expiredlimeOut Abort is changedby P3TimeOuts.
When P; sendslevel 1 promiseto P, and P, it sets
the value of setTimeOutAbort to true, and then waits
for level 2 promisesfrom them. P3TimeQOuts may set
expiredI imeOutAbort 10 true oncesetT imeOut Abort
is set to true by Ps. If the promisesarrive before
expiredTimeOutAbort is true, then P; continues
with the main protocol, otherwise P; may contact T’
with an abort request.The decisionto sendrecovery re-
guestsaaremodeledsimilarly.

Following [8], aluse-freenesss modeledby having a
coalition of P3T'imeOuts, P1 and P,. This coalition can
choosea sufficiently "long time” to keep P; from contact-



ing 7', while allowing P, and P, to schedulats messages
in orderto getthe desiredresult. Abuse-freenessanthen
beexpresseds

—3O(1. send(abort) to PiA
{(Pr, Pa, P3TimeOuts)O
(=P3.8p, (m) V =P3.Sp,(m))A
{(P1, P2, P3TimeOuts)0
(Ps.stop — (P1.Spy(m) A P2.Sp, (m)))
)

Pleasenote that even an optimistic P; should even-
tually be allowed to contact7’, otherwise P; may be
stuck forever. Hence, P3TimeOuts must eventually set
expiredIlimeOut Abort and other signalsto true. Ide-
ally, this shouldbe setnon-deterministicallyHowever, en-
suring that a variablechangedts valuein MOCHA slows
down verificationconsiderablyln orderto make the verifi-
cationfeasible we puta maximumlimit, tick, onthenum-
berof computatiorstepsafterwhichthevaluemustchange,
and vary this limit manually Pleasenote that the signals
may change before this limit is reached.This model-
ing is soundin the sensethat if the formula is violated
for somevalue of tick then aluse-freenessnust be vio-
lated: P; justneedgo wait for sufficiently "long time” to al-
low P; and P, to scheduldts messagedndeed,theabove
propertyis violatedwhentick is setto 3 giving usthe at-
tack on aluse-freenes#\s expected,f we dropthe player
P3TimeOuts in the formula, thenthe propertyis not vi-
olated: P, and P, arenot ableto scheduleheir messages
aheadf Ps.

We have also shown that a strongerversionof aluse-
freenessjntroducedin [15], is violated, even in a non-
optimisticsetting.

5. Conclusions and Future Work

We have studiedtwo multi-party contract-signingpro-
tocols [12, 4] using a finite-statetool, MOCHA, that al-
lows specificatiorof propertiesn abranching-timeempo-
ral logic with gamesemanticsin orderto make this analy-
sis feasible,we modelsingle runsandassumea restricted
communicationmodel. Our analysisdid not find ary er
rors in the BW protocol [4]. We did encounterproblems
with fairnessin the caseof four signersin the GM proto-
col [12]. It appearshatfairnesscannotbe restoredwithout
completelyrewriting the subprotocolsTherevisedsubpro-
tocolsareinspiredby the BW protocol.We alsodiscovered
a ratheramusingproblemwith aluse-freeness the GM
protocolwith threesignersthat occursbecauseabortmes-
sagedrom the trustedparty reveal who have contactedit
in the past. This problemis easily addressedby ensuring
that the trustedparty doesnot sendthis extra information.
We hadto implementoptimistic signerso demonstrat¢his
problemusingM OCHA.

We modeledsingleruns,and useda restrictedcommu-
nication and cryptographicmodel for our analysis.Previ-
ouswork ontwo-partycontractigningprotocolshasshavn
thatthey areproneto errorin amoregeneraketting.For ex-
ample,in [6, 13], theauthorsexhibit problemswith fairness
whenmultiple sessionareinvolved,andin [3], theauthors
exhibit errorswhenblack-boxcryptographyis replacedoby
provably securecryptographicsignatureschemesWe plan
to verify the protocolswithout fixing the numberof sign-
ers.Onemajor challengein sucha parametricverification
is thatthe protocoldescriptionchanggundamentallywith
thenumberof signerdn thattheprotocolfor n signerds not
merely putting n identical processedn parallel. We hope
to prove the correctnes®f theseprotocolsin a moregen-
eralsettingwhich accountdor cryptographymultiple con-
currentsessionsandrelaxesthecommunicatiormodel.We
planto use,atleastpartially, abstractiortechniquesuchas
proposedy DasandDill [9] to achievethis.
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A. Baum-Waidner multi-party contract-

signing protocol

The protocolallows n (n > 2) participantsor signes,
say P, ..., P,, to exchangesignatureswith the help of a
trustedparty 7' on a preagreecatontracttext m. In our de-
scription,we supposen — 1 potentially dishonessigners.
Theoriginal protocolis actuallyparameterizewith respect
to athreshold;, the maximumnumberof possiblydishonest
signers.In our analysishowever we assumehe worst pos-
siblescenaridor anhonessigner namelythatall the other
signersaredishonesti.e., tisn — 1).

The protocolconsistsof two subprotocolsmainandre-
covery. Usually signerstry to achiese the exchangeby ex-
ecutingthe main subprotocolThey contactl” usingthere-
covery subprotocolvhenthey think somethings amiss.

Main protocol. The main protocol for eachsigner P; is
givenin table6. The protocolis symmetricfor eachsigner
andis composeaf n + 1 roundg. In eachround,a signer
sendsa promiseto othersignersThelevel of thepromiseis

2 In[4], theprotocolhast + 2 rounds.

increasedn eachround, and consideredas a signedcon-

tract oncethe round numberequalsn + 1. The promise
is implementedusinga universally-\erifiabledigital signa-
tureincludesthehistoryof all previously recevedpromises,
throughthe vectorsM and X, asdefinedin table6. If ary

expectedmessagés notreceved, P; candecideto launcha

recovery protocol.

RecweryProtocol Thedetailsof therecovery protocolare
given in table 7. If the recovery requestis launchedin
thefirst round,i.e., P; did not receve a messagdrom all
the signers,the recovery requestconsistsof the first level
promiseof P;. Otherwise,if » > 1, the recovery request
containsyia thevectorX,_, ; (seethemainsubprotocoln
table6), the setof recevedmessageantil roundr — 1, in-
cludingther — 1 promisedrom all theothersigners.

T maintains a variable, recovered, that indicates
whether the given contract has been successfully re-
covered or not. It also maintains a set con, contain-
ing the indices of the signersthat contacted?" for m,
and a set abort_set containingthe indices of the sign-
ersfor whomT" abortecthe protocol.

T ignoresa recovery requestrom a signerif the signer
hascontactedl" in the past.Otherwise,it checkswhether
thecontracthasalreadybeensuccessfullyecoseredor not.
A successfulrecovery is always maintained.Otherwise,
therearetwo caseslf the recosery requestis sentin the
first round,T" mustabortthe protocol,asthe requestdoes
not containa proof thatall signersactuallystartedthe pro-
tocol. If therecoveryrequesis sentduringary laterround,
sayr, thenT checksf all therequestshatwereabortedpre-
viously occurredatleasttwo roundsbefore.If so,7" canbe
surethatall the were sentto signerswho dishonestlycon-
tinuedthe main protocol. This is becausdhe recovery re-
guestcontainsr — 1 promisesrom all thesesignerswhich
they arenotallowedto besendif they contacted” in round
r — 2 or before.Hence the previousabortdecisionis over-
turned.Otherwise I’ replieswith anaborttoken.



Table 6 Baum-Waidner multi-party contract signing protocol—Main

r:=1
1. P; — Pj:m1,; = Sp,(c, 1, prev_round_ok)(j # )
2. Pj— Piim; = Sp; (¢, 1, prev_round_ok) (j # 7)
if P; times out then recovery(1)
P; computes vectors My ; := (my,1,...,m1,n) and Xy ; := My ;
forr:=2ton+1do
3. Py — Pjimy; = Sp,(My_1,;,1,vecok), Sp, (c,r, prev_round_ok)(i # j)
4. P; — Ppmg,; = Sp], (My_1,,r,vecok), Spj (e,r, prev_round_ok) (j # 1)
if P; times out then recovery(r)

P; computes vectors
M, ; := (Sp, (¢,r, prev_round_ok), ..., Sp, (¢, r, prev_round_ok))

and
X1, = (Sp, (My_1,1,7,vecok),...,Sp, (My_1,n,r,vecok))

Table 7 Baum-Waidner multi-party contract signing protocol—Recovery

1. P; — T:resolve ;

where
~_ | (1,4,8p,(m1 4, resolve)) ifr=1
resolver; = { (r, 1, Sp;(X,«,l,i, resolve))  otherwise

if < € con then stop
else if recovered
con:=conU{i}
2. T — P;:signed, ;
where signed, ; = first_signed
else (—recovered)
a. ifr=1
abort_set:=abort_set U{(r, %)}
con:=conU{s}
3. T — P;: aborted,
where aborted, ; = St(c, r, %, aborted)
b. else (r > 1)

(i) ifY(s,k) € abort_set-s <7 —1
if con=0 then T sets first_signed:=(resolve, ;, St (¢, r, i, recovered))
recovered:=true
con:=conuU{i}

4. T — Pj:signed,;
where signed, ; = first_signed

(i) else
abort_set:=abort_set U{(r, )}
con:=conuU{:}

5. T — P;: aborted,
where aborted, ; = St (c, 1, 1, aborted)




