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Abstract

We analyzethe multi-party contract-signingprotocols
of Garay and MacKenzie(GM) and of Baumand Waid-
ner (BW). We use a finite-statetool, MOCHA, which al-
lows specificationof protocol propertiesin a branching-
timetemporal logic with gamesemantics.Whileour analy-
sisdoesnotrevealanyerrors in theBWprotocol,in theGM
protocolwediscoverseriousproblemswith fairnessfor four
signersandanoversightregardingabuse-freenessfor three
signers.We proposea completerevisionof theGM subpro-
tocolsin order to restore fairness.

1. Introduction

The problemof digitally signinga contractover a net-
work is morecomplicatedthansigninga contractby “pen
and paper”. The problem arisesbecauseof an inherent
asymmetry:no signerwantsto be the first oneto sign the
contractbecauseanothersignercould refuseto do soafter
having obtainedthefirst signer’scontract.

A simplesolutionconsistsin usinga trustedparty (� )
asan intermediary. Signerssendtheir respective contracts
to � , which first collectsthe contractsandthendistributes
themamongthe signers.An intermediaryis known to be
necessary[10]. However, becauseof the communication
andcomputationbottleneckat � , thissolutionis inefficient.
Other solutionsinclude randomizedprotocolsas well as
protocolsbasedongradualinformationexchange.More re-
cently, theso-calledoptimisticapproachwasintroducedin
[2, 5]. The ideais that � intervenesonly whena problem
arises,e.g., a signeris trying to cheator a network failure
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occursat a crucial momentduring the protocol.Suchpro-
tocolsgenerallyconsistof a mainprotocolandoneor sev-
eral subprotocols,eachwith a fixed numberof messages.
Themainprotocolis executedby thesignersin orderto ex-
changetheir signatures.The subprotocolsareusedto con-
tact � in orderto forceasuccessfuloutcomeor to abortthe
protocol.

A contract-signingprotocol shouldrespectseveral de-
sirableproperties.Thefirst propertyis fairness. Intuitively,
a contract-signingprotocol is fair if at the endof the pro-
tocol eithereachsignerobtainsall the othersigners’con-
tractsor no signergetsany valuableinformation. A sec-
ond property, timeliness, ensuresthat signerhassomere-
courseto preventendlesswaiting. Both fairnessandtime-
linessarestandardpropertiesthatarealsoimportantin fair
exchange,certified e-mail and fair non-repudiationproto-
cols.A propertythat is specificto contractsigning,abuse-
freeness, was introducedin [11]. A protocol is abuse-free
if no signer � is ableto prove to an externalobserver that� hasthepowerto choosebetweensuccessfullyconcluding
theprotocolandabortingtheprotocol.A protocolthatis not
abuse-freegivesanundesirableadvantageto onesigner, say
Alice, who hasthepower to decidetheoutcomeof thepro-
tocol andcanprove this to an externalobserver. If, for in-
stance,Alice wantsto sellahouseto Charlie,shecouldini-
tiateacontractwith Bobjust to forceCharlieto increasehis
offer.

Therehave beenseveralapplicationsof formal methods
to contractsigning,so far only for the specialcaseof two
signers.The finite model-checker Mur � is usedin [16] to
analyzetwo contract-signingprotocols,discover subtleer-
rors andsuggestcorrections.In [6] inductive methodsare
usedto reasonaboutcontract-signingprotocolsspecified
in the multiset-rewriting framework, MSR. Protocolprop-
ertiesareexpressedin termsof strategies,which provide a
naturalframework for theanalysis.In [15] thefinite model-
checker MOCHA is usedto analyzetwo contract-signing
protocols.The advantageof using MOCHA rather than
Mur � is that MOCHA allows to specify protocol proper-
tiesin ATL, a temporallogic with gamesemantics,whichin
turnallowsreasoningaboutstrategies.In [13] thefinite state
tool SHVT is usedto analyzeseveralvariantsof theZhou-



Gollmannnon-repudiationprotocols(non-repudiationpro-
tocolsarecloselyrelatedto contractsigningprotocols).Pro-
tocols are modeledusing asynchronousproductautomata
andpropertiesarebasicallyinvariants.They show unknown
attackswhichcanoccurin a realisticimplementationof the
protocol.Themostrecentwork on contractsigning[8] in-
troducesthenotionof anoptimisticsigner, i.e., asignerthat
prefersto wait for “sometime” for messagesfrom theother
signersbeforecontactingthe trustedparty. Themain theo-
rem of [8] is that, independentlyof a specificprotocol, if
any of thesignersis optimistic,thentheothersignerwill at
somepointof theprotocolhavethepowerto decidetheout-
come.

All the efforts just describedconsideronly two-party
protocols.In this paperwe analyzemulti-party contract-
signingprotocols[4, 12]. The protocolgoal in that caseis
thateachsignersendsits signatureon a previously agreed
uponcontracttext to all othersignersandthateachsigner
receives all other signers’ signatureson this contract.In
a multi-party framework, fairness,timeliness,and abuse-
freenessshouldholdagainstanycoalitionof dishonestpar-
ties. Unlike in the two-partycase,the complexity level of
themulti-partyprotocols,especially[12], is suchthatatool,
e.g.,a model-checker, is indispensablein theanalysis.This
partly comesaboutfrom an importantdifferencebetween
thetwo-partyandthemulti-partycase,namely, in themulti-
partycase� hasto beableto overturnits previousabortde-
cisions[11]. As our analysisshows, this featureis partic-
ularly difficult to designcorrectly. We have discoveredan
essentialobstaclein the GM protocol [12], which appears
not to be removablewithout completelychangingthesub-
protocolsfor � andwhich leadsto thefailureof fairnessin
thecaseof four signers.We presentthis attackin detail in
the paperandproposea correctedversionof the GM pro-
tocol, which hasbeenvalidatedby MOCHA. MOCHA did
not find any problemswith fairnessin theBW protocol[4]
nor in theoriginal GM protocolwith only threesigners.In
the latter case,MOCHA did find an amusingproblemwith
abuse-freeness,but this problemis easilycorrected.We be-
lievethatthemainreasonfor robustnessof theBW protocol
is that overturningthe abortsdecisionshasbeendesigned
correctly. We will discusstheBW protocolonly briefly be-
causeof the lack of space.Note that the choiceof using
MOCHA ratherthananothermodel-checkerwasmainly in-
fluencedby the factsthat we were familiar with the tool
andthatATL providesanelegantway of modelingproper-
ties, in particularabuse-freeness.We supposethat similar
resultscanbeobtainedusingothermodel-checkers.A pre-
liminary announcementof theseresultshasbeenmadein
Workshopon Issuesin theTheoryof Security[7].

Outline of the paper. Therestof thepaperis organizedas
follows.In section2, we describetheBW andtheGM pro-
tocols.In section3, we presentbriefly thefinite-statetool,

MOCHA, the temporallogic ATL and its gamesemantics.
Modelingof theprotocolsandprotocolassumptionsin the
gamesemanticsalongwith themodelingof fairnessin ATL
is briefly discussed.In section4, we reporton our analy-
sisof theBW andGM protocolsusingMOCHA, presentthe
fairnessattackon four signersin detail andproposea cor-
rectedversionversionof the protocol.We discussbriefly
how to restorefairnessand presentthe anomalywith re-
spectto abuse-freenessfor threesigners.In orderto detect
this anomaly, we hadto modeloptimistic signersanddis-
cussthis issue.Wesummarizeourresultsanddiscussdirec-
tionsfor futurework in section5.
Acknowledgments. We thank Rajeev Alur, Iliano
Cervesato,Juan Garay, Philip MacKenzie, Carl Gunter,
Joshua Guttman, F. Javier Thayer Fabrega, Catherine
Meadows, Dusko Pavlovic and Paul Syverson for in-
teresting and helpful discussions.We would also like
to thank the anonymous refereesfor their useful com-
ments.

2. Protocol description

In this section we describethe multi-party contract-
signingprotocolsproposedGarayandMacKenziein [12]
and briefly discussthe protocol proposedby Baum and
Waidnerin [4]. Unliketwo-partyprotocols,whichgenerally
have similar structures,the two multi-party protocolsde-
scribedbelow have fundamentallydifferentstructures.For
this sectionandfor the restof the paper, we shall assume
thateachprotocolparticipanthasaprivatesigningkey anda
correspondingpublicverificationkey. Eachparticipantshall
beidentifiedwith this private/publickey pair, andif we say
that “A can . . . ”, we shall meananyonethatpossessesthe
privatekey of � .

2.1. GM multi-party contract-signing protocol

The protocol allows � (� � � ) participants, say	�

����������	��
, to exchangesignatureswith the help of a

trustedparty � on a preagreedcontracttext � .
	��

is said
to have a contract if it haseverybody’s signatureon the
text � . The order of the participants

	�

����������	��
, hence-

forth referred to as signers, and the identity of � are
also agreedupon before the protocol begins. The prea-
greedcontracttext � containsan identifier that uniquely
identifies each protocol instance. In [12], the com-
munication amongst the participants is assumedto be
over a network channel in control of a “Dolev-Yao in-
truder”, while thecommunicationbetweentheparticipants
andthe trustedparty is assumedto beover a privatechan-
nel.

The protocoluseszero-knowledgecryptographicprim-
itives, private contract signatures, that were first intro-



ducedin [11]. The private contractsignatureof � for �
on text � with respectto a trustedparty � , denotedas	�������� � � � � ��� hasthefollowing properties:
a)
	�������� � � � � ��� canbecreatedby � .

b)
	���� �!� � � � � ��� canbe fakedby � . Only � , � and �

cantell differencebetween
	����

andits simulation.
c)

	�������� � � � � ��� can be convertedinto a conventional
universally-verifiabledigital signature,

� � � �"� , by both �
and� . Only � and� cando thisconversion.

Theprotocolitself consistsof threesubprotocols:main,
abort, and recovery subprotocols.Usually signerstry to
achieve the exchangeby executingthe main subprotocol.
They contact � using one of the other two subprotocols
whenthey think somethingis amiss.Onceasignercontacts� , it no longer takes part in the main subprotocol.� re-
spondsto a requestwith eitheran abort token or a signed
contract.The decisionwhetherto reply with an abort to-
kenor with a signedcontractis basedon a databasemain-
tainedby � , which storesall the relevant information of
therequestsandits responses.Once� sendsbacka signed
contract,it alwaysreplieswith thesignedcontract.As dis-
cussedbelow, a decisionto abort may, however, be over-
turnedin orderto maintainfairness.Wediscussthesubpro-
tocolsin somedetail.
Main protocol. Themainprotocolfor � signersis divided
into � -levels, that can be describedrecursively. For each
level of recursion,a different“strength”of promiseis used.
Thestrengthof a promiseis denotedby an integer“level”,
andan“i-level promisefrom signerA to signerB onames-
sagem” is implementedusing

	����
:
	���� �!�#� � �%$ � � � � ��� .

In level
$
, signers

	 �
through

	 

exchange

$
-level

promises to sign the contract. The
$
-level protocol

is triggered when
	 �

receives & -level promises from	 �(')
 �������
��	 �
. After receiving thesepromises,

	 �
sends

out its & level promiseto signers
	��+*,
�����������	�


and waits
for

$!- & level to finish. At the endof the
$!- & level,

	.

,

. . .
	��+*,


have exchanged
$/- & level promisesand

	��
re-

ceives a
$0- & level promise from each of the signers	�

����������	��+*,


. Now
	��1��������	.


exchange
$

level promises,
andclosethehigherlevels.

In order to close level 2 where 243 $
,
	��

sendsan� 2 - &5� -level promiseto
	�6

andwaits for 2 -level promises
from signers

	��(')
�����������	�6
. After receiving thesepromises,	��

indicatesits willingnessto closethe level 2 to signers	�

����������	��+*,

bysendingthemits 2 -levelpromise,andin re-

turn waits for 2 -level promisesfrom them.Uponreceiving
these,

	 �
sendsits 2 -level promisesto

	 �(')
 ����������	 6
com-

pleting its obligation in the 2 -level protocol.
	 �

thenpro-
ceedsto complete2879& level.

Oncethe � -levels are completed,eachsignerhasa � -
level promisefrom everybody else,and the contractex-
changeis ready to begin. In this exchange,eachsigner
alsosendsa �:7;& -level promiseto everybodyalongwith

its signatureon the preagreedtext. In order to complete
the exchange,signer

	 �
waits for the contractand �<7=& -

level promisesfrom
	�������������	��>')


. Upon receiving these,	��
sendsits signatureand �97?& -level promisesto every-

body, andwaitsfor thesignaturesand�@7:& -level promises
from

	��+*,
��������
��	.

. Oncetheseare received, the protocol

endsfor
	��

, and
	��

hasthecontract.
If someexpectedmessagesarenot received,

	��
mayei-

therquit theprotocolor contact� .
	��

maysimply quit the
protocolif it hasnotsentany promisesor contact� if it has
sentsomepromises.It maycontact� with arequestto abort
if it hasnot receivedany promisefrom somesigner. It may
request� to recovertheprotocolif it hasapromisefrom ev-
eryothersigner. A detaileddescriptionof themainprotocol
is givenin table1.

In order to illustrate the main protocol consideran in-
stanceof the protocol with threesigners:Alice, Bob and
Carol playing the rolesof

	 A
,
	�B

and
	.


respectively. For
lackof space,wejust illustratetheroleof Alice. Alice starts
theprotocolby sendinglevel & promisesto Bob andCarol,
andwaits for level � promisesfrom Bob andCarol. If Al-
ice doesnot receive them,thenAlice may contact� with
a requestto abort the exchange.If Alice doesreceive the
promises,thenshesendsher level C promisesto Bob and
Carol,andwaits for their level C promisesin return.If Al-
icedoesnot receive thesepromisesthenshecontact� with
a recovery request.Otherwise,shesendsher signatureon
the preagreedtext alongwith level D promisesto Bob and
Carol,andwaits for their signatures.The protocolfinishes
for herwhenshereceivesthecontract.Otherwise,shemay
launchtherecoverysubprotocolandcontact� .
Abort protocol. � maintainstwo sets,

��E
and F E , that

areusedby � to make decisionswhena signercontacts� .
Thesesetsarecreatedwhen� is contactedfor thefirst time
for � andareinitialized to beempty. Theset

� E
contains

theindicesof all signersthathavecontacted� andreceived
anaborttokenfrom � in response.Theintuitivemeaningof
theset F E is not clearlystatedin [12], but it containssome
additionalinformationthat � usesin decidingwhento over-
turnanabortdecisionthat � hastakenbefore.

The detailsof the abort protocol are given in table 2.
Mainly, if � is contactedwith a requestto abort, then �
checksits database.If this is thefirst requestor if theproto-
col hasnot alreadybeenrecovered,� sendsbackan abort
tokenandupdatesthesets

� E
and F E . If theprotocolhas

alreadybeensuccessfullyrecovered,� sendsbackasigned
contract.
Recovery protocol. The detailsof the recovery protocol
aregivenin table3. For

	 �
to recover, it sendsthemessage��G1HI�IJK	�����GMLN�I� � ��ONP � ��	 � � ���RQ PTS1U 
WVYXYXYX �[Z]\ U �]Z ����G[H#�I� � � &5�#�I� ,

where
^ if _=3 $

,
ONP

is the maximumlevel of a promisere-
ceivedfrom

	�P
on � ,



Table 1 GM multi-party contract-signing protocol—Main
Wait for all higher recursive levels to start

1. `�a�b9`�c : `.d.e�f L
g]g>h�iIjTk+i `�c imlnk1g>o�p�q!rts%k
If `�c does not receive 1-level promises from `�unvRv#vw`�cyx�z in a timely manner, `�c simply quits.

Start recursive level i

2. `�c{b<`�a : `.d.e f HRg|g>h�iRjTk+i `�a iwlnk[g(s�rtq!p}jTk
Wait for recursive level i-1 to finish

3. `�a�b9`�c : `.d.e f L
g]g>h�ims[~0jTk+i `�c i�lnk[g>s�rtq)p}jTk
If `�c does not receive (i-1)-level promises from `�c�� z1vIvRv�` z in a timely manner, `�c aborts.

Send i-level promises to all lower-numbered signers

4. `�c{b<`�a : `.d.e�f H g|g>h�i�s%k]i `�a i�lnk[g>s�rtq)p}jTk
Finish recursive level i when i-level promises are received

5. `�a�b9`�c : `.d.e�f L g]g>h�ims%k]i `�c iwlnk{g>s�r�q)p�jTk
If `�c does not receive i-level promises from `�c�� z1vRv#vw` z in a timely manner, `�c recovers.

Complete all higher recursive levels

For �/� s[��j to
o

, `�c does the following:

6.1. `�c{b9`�� : `.d.e f HRg]g>h�i � ~�jTk]i `�� imlnk
6.2. `�a.b<`�c : `.d.e�f H g]g>h�i � k]i `�a i�lnk1g � p�q�r�s�k
If `�c does not receive a-level promises from ` � vRv#vw`�cyx�z in a timely manner, `�c recovers.

6.3. `�c{b9`�a : `.d.e�f HRg]g>h�i � k]i `�a i�lnk1g(s�r�q)p�jTk
6.4. `�a.b<`�c : `.d.e�f H g]g>h�i � k]i `�a i�lnk1g(s�r�q)p�jTk
If `�c does not receive a-level promises from `�cm��z[vRvIvw` z in a timely manner, `�c recovers.

6.5. `�c{b9`�a : `.d.e�f H g]g>h�i � k]i `�a i�lnk1g � p�q�r�s�k
Wait for signatures and (n+1)-level promises from higher-numbered signers

7. `�a�b9`�c : `.d.e�f L
g]g>h�imo��0jTk]i `�c i�l)k]i e�f L�g>h�i#jTk[g(o�p�q!r�s%k
If `�c does not receive signatures and (n+1)-level promises from `�unvRv#vw`�cyx�z in a timely manner, `�c recovers.

Send signatures and (n+1)-level promises to signers

8. `�c{b<`�a : `.d.e�f HRg|g>h�i�o��0jTk]i `�a i�lnk]i e f HRg>h�iRjTk�g>q)�� s%k
Wait for signatures from lower-numbered signers

9. `�a�b9`�c : `.d.e f L
g]g>h�imo��0jTk]i `�c i�l)k]i e f L�g>h�i#jTk[g(s�rtq!p}jTk
If `�c does not receive signatures and (n+1)-level promises from `�cm��z1vIvIvw` z in a timely manner, `�c recovers.^ if _�� $

,
O�P

is themaximumlevel of promisesreceived
from all signers

	 PR�
, with _���� $

, i.e., the min-max
of the level of promisesfrom signerswith lower in-
dex. (E.g., if the maximumlevel of the promisesre-
ceivedby

	 �
from

	 A
and

	�B
was6, andthemaximum

level receivedby
	��

from
	.


was5, thenit wouldsend
the5-level promisesfor

	 

,
	 B

and
	 A

.)

If � is contactedwith arequestto recover, then� checks
its database.If this is thefirst requestfor � or if theproto-
col hasalreadybeenrecovered,� replieswith asignedcon-
tractwhich it obtainsby convertingthepromisesinto con-
ventionaldigital signatures.Otherwise,if the protocolhas
alreadybeenaborted,� mustdecidewhetherto maintain
theabortor to overturnit. Overturningof theabortis neces-
saryin orderto maintainfairness.Indeed,considerthesce-
nario in which a dishonest

	��[*,

contacts� with an abort

request,receivesan abort token anddishonestlycontinues
theprotocol.After the � -levelsarecompleted,

	 �
sendsits

signatureto othersandwaitsfor signaturesfrom othersign-

ers.If
	 �[*,


doesnot sendbackits signature,then
	 �

will
be forced to contact� with a requestto recover. Now, �
mustoverturnits previousabort,otherwise

	��
will not re-

ceive thesignatureof
	��[*�


. Thedecisionwhetherto over-
turn is basedon thecontentsof thesets

��E
and F E , asde-

scribedin table3.

2.2. BW multi-party contract-signing protocol

The structureof the BW protocol [4] is much simpler
thantheprotocoldiscussedin section2.1.Theprotocolcon-
sistsof two subprotocols:mainandrecovery. Usuallysign-
erstry to achieve theexchangeby executingthemainsub-
protocol. They contact � using the recovery subprotocol
whenthey think somethingis amiss.For lack of space,we
discusstheprotocolbriefly. Thedetaileddescriptionof the
protocolis givenin appendixA.

The main protocol is composedof �<7=& rounds1, and



Table 2 GM multi-party contract-signing protocol—Abort
1. `�c{b T: e f H g>h�i `�c i%g ` z i vIvIv i ` u k]i ���%�W�W� k

if not ���W� � �������I� g>h�k then

if e�����  ,
l

stores e{¡ g e�f H g>h�i `�c iIg ` z i vRv#v i `�u k]i ���%�W��� k]k ; e�����e��@¢/£ s%¤ ;
if
s

is larger than the maximum index in e � , T clears ¥ �
2. T b<`�c : e�¡ g e f L¦g(h�i `�a i%g ` z i vRvRv i `�u k+i ���%�W�W� k]i e�¡ g(h�i e{� i ���%���W� k]k

else (����� � �
�W���R� g>h�k =true)

3. T b<`�c{§)£�e f L g]g>h�i|¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­Y¬ u5®�¯ ª+c ®
where

¨ a is the level of the promise from `�a that was converted to a universally-verifiable signature in the recovery protocol.

Table 3 GM multi-party contract-signing protocol—Recovery
1. `�c{b T: e f H g £�`.d.e�f L g|g(h�i|¨ a k+i `�c imlnk|¤ a�©5ª#z%¬ ­ ­ ­ u5®�¯ ª�c ® i e f H g]g>h�iIjTk|k]k

if
s�° e � ,

l
ignores the message

else if ����� � �
�W���R� g>h�k
2. T b<`�c : £�e�f L g]g>h�i�¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­ uK®m¯ ª+c ®
where

¨ a is the level of the promise from `�a that was converted to a universally-verifiable signature.

else if e����� 
����� � �
�W���R� g>htk :=true

3. T b<`�c : £�e�f L g]g>h�i�¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­ uK®m¯ ª+c ®
else (����� � �
�W���R� g>h�k =false ±²e � ��t  )

a. if
s �° ¥ � , then

(i) if for any ³ ° e � there is a
q)° e � such that

q!rt¨K´
e{�µ§Y��e{�@¢8£ s�¤
let � be the maximum value in e��
if � r�s then ¶ q , such that

¨ a.��� ~�j�· ¥���§Y��¥��@¢8£ q¦¤
else ¥ � §Y�t 

4.1.1. T b<`�c : e�¡ g e f L g(h�i `�a i%g ` z i vRvRv i `�u k+i ���%�W�W� k]i e�¡ g(h�i e{� i ���%���W� k]k
where e{¡ g e�f L g>h�i `�a i%g ` z i v#vRv i ` u k]i ���%�W�W� k|k corresponds to the stored abort token

(ii) else�N�W� � �
�W���R� g(htk :=true
4.1.2. T b9`�c : £�e f L g|g(h�i|¨ a k|k|¤ a�©5ª#z%¬ ­ ­ ­ u5®�¯ ª+c ®

b. else (
s�° ¥�� )

let � be the maximum value in e��
(i) if

g ¶ q , such that
s�¸�q)¹ � · ¨ a ¸ � k ± g ¶ qº¸ts[·{¨ a p � k�N�W� � �
�W���R� g(htk :=true

4.2.1. T b9`�c : £�e f L g|g(h�i|¨ a k|k|¤ a�©5ª#z%¬ ­ ­ ­ u5®�¯ ª+c ®
(ii) elsee � §Y��e � ¢8£ s�¤

if � r�s then ¶ q
iw¨ a»��� ~0j,· ¥ � §Y��¥ � ¢¼£ qN¤
if �/� s then ¥��µ§Y�t 

4.2.2. T b<`�c : e ¡ g e f L¦g(h�i `�a i%g ` z i vRvRv i `�u k+i ���%�W�W� k]i e ¡ g(h�i e{� i ���%���W� k]k
where e{¡ g e�f L�g>h�i `�a i%g ` z i v#vRv i `�u k]i ���%�W�W� k|k corresponds to the stored abort token



is symmetricfor eachsigner. In round
$
, a signer sends

an
$
-level promiseto othersigners.The

$
-level promiseis

implementedusingauniversally-verifiabledigital signature
and includesall the promisesreceived until round

$½- & .
Notethatthesepromisesarebasedonuniversallyverifiable
signaturesandthat the protocoldoesnot intendto provide
abuse-freeness.The �07@& level promisesfrom everybodyis
consideredto be the signedcontract.If any expectedmes-
sageis not received,a signercanlaunchthe recovery pro-
tocol. Oncethe the signerlaunchesrecovery protocol,it is
notallowedto continuethemainsubprotocol.

Once � is contactedby a signer, � respondswith an
aborttokenor a signedcontract.� maintainsa databaseof
pastrequestsandresponses,anddecidesits futureresponses
baseduponthisdatabase.If thefirst requestfrom any signer
to � is in thefirst round,then� sendsbackanaborttoken.
If the first requestfrom any signerto � is in later rounds,
then � sendsbacka signedcontract.If � ever sendsback
a signedcontract,it alwayssendsbackthesignedcontract.
Theabortdecisionmayhoweverbeoverturned.� overturns
theabortdecisionif andonly if � canconcludefrom there-
covery requestthat all the signersthat contacted� in the
pastdishonestlycontinuedthe main protocolafter launch-
ing therecoveryprotocol.� concludesthatasigner, say

	 �
,

who contacted� in round ¾ hasdishonestlycontinuedthe
protocolif someothersignerpresents� with a ¾�7¿& level
promisefrom

	 �
. We believe that the designof this deci-

sioncontributesto therobustnessof theprotocol.

3. Model

ATS, ATL and MOCHA. Thedesiredpropertiesof contract
signing are easily describedusing games,and hencewe
chosea game-variantof Kripkestructures,alternatingtran-
sitionsystems(ATS) [1], to modeltheprotocols.An ATS is
composedof a setof playersÀ , a setof statesÁ thatrepre-
sentsall possiblegameconfigurations,aset Á²ÂÄÃÅÁ of ini-
tial states,a finite setof propositionsÆ , a labelingfunctionÇ:È Á?ÉÊ�«Ë thatlabelsstateswith propositions,andagame
transitionfunction Ì È ÁÎÍÏÀ;ÉÐ� B�Ñ . For a player 2 anda
state Ò , Ì � Ò � 2[� is the setof choicesthat 2 canmake in the
stateÒ . A choiceis a setof possiblenext states.Onestepof
thegameatastateÒ is playedasfollows: eachplayer 2�ÓÔÀ
makesits choiceandthenext stateof thegameÒT� is thein-
tersection(requiredto be a singleton)of the choicesmade
by all theplayersof À , i.e.,

J ÒT��QÄÕÅÖ 6 S¦× Ì � Ò � 2[� . A compu-
tation is an infinite sequenceØ¿Õ4ÒIÂÙÒ 
 ����� Ò � ����� of states
obtainedby startingthegamein ÒIÂ , where ÒIÂÄÓÔÁ²Â .

In order to reasonaboutATS, we usealternating-time
temporallogic (ATL) [1]. For agivensetof players�ÅÃÚÀ ,

1 Actually, theprotocolhas� �)Û rounds,where� is themaximumnum-
berof dishonestsigners.In ouranalysishowever weassumetheworst
possiblecasefor anhonestsigner, namelythat � is

o½~Üj
.

a setof computationsÝ , anda stateÒ , considerthefollow-
ing gamebetweena protagonistandan antagoniststarting
in Ò . At eachstep,to determinethenext state,theprotago-
nist selectsthe choicescontrolledby the playersin the set� , while theantagonistselectstheremainingchoices.If the
resultinginfinite computationbelongsto theset Ý , thenthe
protagonistwins. If theprotagonisthasa winning strategy,
we saythat the ATL formula Þ ÞI�/ß ßmÝ is satisfiedin state Ò .
Here,Þ ÞR�8ß ß isapathquantifier,parameterizedby theset � of
players,whichrangesoverall computationsthattheplayers
in � canforcethegameinto, irrespective of how theplay-
ersin À<à8� proceed.The set Ý is definedusingtemporal
logic formulas.For thosefamiliarwith branchingtimetem-
poral logics,theparameterizedpathquantifier Þ ÞI�/ß ß canbe
seenasageneralizationof theCTL pathquantifiers:theex-
istentialpathquantifier á correspondsto Þ Þ�À�ß ß andtheuni-
versalpathquantifierâ correspondsto Þ Þ#ã5ß ß .

We now illustratetheexpressivepowerof ATL allowing
tomodelbothcooperativeandadversarialbehavior amongst
the players.Considerthe setof players ÀäÕ J 2 ��å
��æ Q and
thefollowing formulaswith their verbalreading:
^ Þ ÞR21ß ß|ç½è , player 2 hasa strategy againstplayers

å
and

æ
to eventuallyreacha statewherepropositionè is true;^9é Þ Þ å
��æ ß ß�êëè , the coalition of players

å
and

æ
doesnot

havea strategy against2 to make è trueforever;^ Þ ÞR2 ��å ß ß � è�ì é Þ Þ æ ß ß�êëè�� , 2 and
å

cancooperatesothat
thenext statesatisfiesè andfrom there

æ
doesnothave

astrategy to imposeè forever.

Thedetailsof ATS andATL canbefoundin [1]. Insteadof
modelingprotocolsdirectly with ATS we usea moreuser-
orientednotation:a guardedcommandlanguagea la Dijk-
stra.Thedetailsaboutthesyntaxandsemanticsof this lan-
guage(given in termsof ATS) canbe found in [14]. Intu-
itively, eachplayer 2tÓµÀ disposesof asetof guardedcom-
mandsof theform íMî1ï«ðRñ1ò8Éóî¦ô1ñ5ï«õ]öNò . A computation-step
is definedasfollows: eachplayer 2�Ó<À choosesoneof its
commandswhosebooleanguardevaluatesto true,andthe
next stateis obtainedby taking the conjunctionof the ef-
fectsof eachupdatepart of the commandsselectedby the
players.GivenanATS describedin termsof guardedcom-
mands,the finite statetool MOCHA automatesthe model-
checkingof ATL formulaeover thespecifiedATS.
Modeling protocols. Unliketheclassicalsecurityprotocols
aiming at secrecy and authentication,optimistic contract-
signingprotocolsusuallyconsistof subprotocolsthatcanbe
invokedatspecifiedmoments.Runningaprotocolat a time
not foreseenby the designer, may have unexpectedside-
effects.This maybeusedby a signerto gainanadvantage
overothersigners.We believe thatsuchconcurrency issues
are a major sourceof problems.Therefore,and sincethe
high numberof messageswould createa seriousstateex-
plosion,we only analyzethestructure of theprotocolsand



concentrateonly on singleprotocol instance.We now dis-
cussour modelin detail.

The protocol instanceis modeledas an ATS and each
protocolparticipantis modeledasa playerin the ATS us-
ing theabove introducedguardedcommandlanguage.Be-
sides,thebranchingaspect,anothernotabledifferencewith
moreclassicalsecrecy andauthenticationprotocols,is that
contract-signingprotocolsmustbesecureagainstmalicious
signer, ratherthananexternalintruder. Therrefore,wehave
two processfor eachsigner, onedescribingit’s honestbe-
havior andthe other the dishonestone.Communicationis
modeledusingsharedvariables.Eachprotocolmessageis
modeledusingabooleanvariable,initializedto falseandset
to truewhenit is sent.Sendingof amessageis modeledus-
ing guardedcommands,wherethe guarddependson pre-
viously sentout messages.Whenmodelingthe honestbe-
havior of a participant,we ensurethat a given messageis
sentout only whenspecifiedby the protocol. In contrary,
theguardsarerelaxedin themaliciousversionof thesigner
so that eachmessagecanbe sentout, assoonaspossible,
i.e., assoonasall messagesneededto composethe given
messagearereceived.We donotexplicitly modelany cryp-
tographicprimitives,but only the fact that protocol mes-
sagescanbesentoutof order. Hence,adishonestsignercan
sendmessagesout of orderandcontinuetheprotocol,even
if it is supposedto stop.We manuallydecidewhich mes-
sagesmustbeknown in orderto sendsomeothermessage.
Moreover, the communicationbetweenany two signersis
assumedto be on private channelsand we do not model
thepossibility to spy otherchannel.Pleasenotethat in the
original paper, communicationbetweenthe signersis as-
sumedto bein controlof Dolev-Yaointruder. Wehaveused
aweakerattackmodelthanin theoriginalpaper. Thismod-
eling is soundin the following sense:a scenariothat vio-
latesa desirablepropertyin this restrictedcommunication
modelalsoviolatesthepropertyin thegeneralcommunica-
tion model.Thetrustedparty is modeledto bealwayshon-
est.

As an example,considerthe short extract of the mod-
eling of the three-partyGM protocoldepictedin figure 1.
In the extract, the integer variablePr i j L modelsthe
promisesthat

	 �
hassentto

	�P
, andPr i j L = k means

that
	 �

hassentout up to
O
-level promisesto

	�P
. (For effi-

ciency reasons,weusethelogarithmicencodingof aranged
integervariable,ratherthanhaving onebooleanvariablefor
eachlevel of promise).In theextract, thefirst rule of hon-
est

	.

saysthat

	�

mayquit theprotocol,if it hasnot con-

tactedthe trustedparty, andhasneitherreceived nor sent
any promises.Thecorrespondingmodelingof dishonestbe-
havior of

	.

statesthat

	.

mayquit theprotocolatany mo-

ment.The secondrule of honest
	�


givesthe exact condi-
tion whenthe first level promisehasto be sentto

	 B
. The

correspondingdishonestrule, merely requiresthat
	 


has

not quit theprotocolbeforesendingthepromise.
As we are unable to verify parametricsystemswith

MOCHA, wesimplify our taskandverify theprotocolsonly
for a givennumber� of signers.Dueto its complexity, en-
codinga protocolinstancehasrevealeditself to bea time-
consumingand challengingtask.To avoid encodingeach
instanceof theprotocolusingguardedcommands,we have
written a dedicatedC++ programfor eachprotocolwhich
takes the number � of signersas a parameterand gener-
atesthe protocol specification.Although our model is re-
strictedwith regardto several aspects,the modelseemsto
be of interestasseveralunknown anomalieshave beenre-
vealed.
Modeling properties. We express the desired secu-
rity guaranteesusing ATL. For lack of space,we con-
centrateon modelingof fairnessanddiscussmodelingof
abuse-freenessin section4.Consideraninstanceof thepro-
tocol with � signers,which we denoteas

	 
 �������
��	 �
. In

the following, we assumethat only one of the sign-
ers,say

	 

is honest,and the other dishonestsignersare

colludingto cheatthehonestsigner.
A protocol is fair for an honest

	�

, if at the endof the

protocol, either
	.


receives signedcontractsfrom all the
other signersor it is not possiblefor any other signer to
obtain

	 

’s signedcontract.OnepossibleATL formula for

modelingthis saysthat if any signerreceives
	.


’s signed
contract,then

	 

hasa strategy to get the signedcontracts

from othersigners:
÷�ø�ù%ùwú»ûWü>ý fKþ ùwÿ�����üTüWü��¼ú u ü>ý fKþ ùwÿ������� � ú z
	 	�� ùwú z ü(ý f�
 ùwÿ�����ü�üTü��²ú z ü>ý f�� ùwÿ������ (1)

where
	 � �y��GMLN� �"� denotesthatplayer

	 �
received

	�P
’s sig-

natureon thecontracttext � .
It canof coursebearguedthat

	.

having astrategy to re-

ceive the signedcontractsis not a soundmodelingof fair-
ness:

	 

mayhave this strategy but if it is ignorantor if it

mistakenly doesnot follow this strategy, thenthe protocol
mayendin anunfair state.Thereforeonecouldrequirethe
following strongerproperty:in whatever way

	 

resolves

theremainingchoicesspecifiedby theprotocol,
	 


receives
all thesignedcontract.

÷�ø�ù%ùwú û ü>ý fKþ ùwÿ�����üTüWü��¼ú u ü>ý fKþ ùwÿ������÷ � ùwú z ü>ý f�
 ùwÿ����tüWüWü��/ú z ü>ý f � ùwÿ������ (2)

In thesamevein,athird formulationonly requiresthatthere
existsa pathwhere

	 

receivesthesignedcontracts.

÷�ø�ù%ùwú û ü>ý fKþ ùwÿ�����üTüWü��¼ú u ü>ý fKþ ùwÿ������� � ùwú z ü>ý f�
 ùwÿ����tüWüWü��/ú z ü>ý f�� ùwÿ������ (3)

Formula(2) impliesformula(1), which in turn impliesfor-
mula (3). We concentrateon the last, weakest versionof
fairness.As we show that fairnessis violatedeven in this
weakest version,the other strongerversionsare also vio-
lated.Now, we arereadyto discussouranalysis.



Extractof honestmodelingof
	 


for thethree-partyGM protocol:

[] ˜P1_stop & ˜P1_contacted_T & Pr_1_3_L=0 & Pr_1_2_L=0 & ˜( Pr_3_1_L>0 & Pr_2_1_L>0 )
-> P1_stop’:=true

[] ˜P1_stop & ˜P1_contacted_T & Pr_1_3_L=0 & Pr_1_2_L=0 & Pr_2_1_L>0 & Pr_3_1_L>0
-> Pr_1_2_L’:=1

Thecorrespondingactionsof a dishonestmodeling:

[] ˜P1_stop -> P1_stop’:=true
[] ˜P1_stop & Pr_1_2_L<1 -> Pr_1_2_L’:=1

Figure 1: Extractof thethree-partyGM protocolmodeling

4. Analysis

We have verified the BW protocol with two andup to
five signers,but the model-checker MOCHA did not find
any flaw. Due to lack of spacewe do not go into the de-
tails of our analysisof the BW protocol.However, the de-
signof theBW protocolis muchsimplerthantheGM pro-
tocol andthe decisionto overturnan abortis basedon the
following argument:� overturnsonly if it caninfer thatno
previous abort reply hasbeensentto a potentiallyhonest
principal.This seemsto ensuretherobustnessof theproto-
col. Note thatwe only analyzedthe structureof the proto-
col. Hence,our resultsonly prove that the protocol is cor-
rect in the given model.Nevertheless,we believe that the
protocolwould alsobecorrectin a moregeneralmodelas
all messagesaresignedanda uniquecontractidentifier is
used.

We now report in more detail on our the analysisof
the GM contract-signingprotocol. The protocol hassev-
eralpeculiarities.Themostnotableoneis that theprotocol
changeswith thenumberof signers,e.g., theprotocolspec-
ification of

	 

differs when the value of � changes.The

numberof protocol messagesincreasesconsiderablywith
thenumberof signers.For instance,if we have �;Õ;C , the
main protocolhas ��� messagesand thereare &TD different
recovery requests.When � Õ D , the correspondingnum-
bersare D�& and C�� . Moreover, the protocolis not symmet-
ric for the signers:the protocolspecificationfor

	��
is dif-

ferent from that for
	 P

, for all
$��ÕÎ_ . For instance,when�µÕ"D ,

	.

canlaunch &�� differentrecoveryrequestsand

	 �
only � .

As mentionedin section3, we have written a dedicated
C++ programthat takesthe numberof signers,� , asa pa-
rameterandgeneratestheprotocolspecification.Ouranaly-
sisrevealedproblemswith fairness,when� is D . Although,
we did not discoverany fairnessproblemswhen�9Õ<C , we
did find an amusingproblemwith abuse-freeness.We did
not discover any problemswith timelinessin the protocol.
All theseanomaliesarenovelandtheprotocolwasbelieved
to besecuresinceit wasfirst published.We discussour re-
sults in detail. The sourcescodesof our analysisof both
protocolsarealsoavailableat thefollowing websitehttp:
//www.ulb.ac.be/di/scsi/skremer/M PCS/.

Fairness. We did not discover any problemswith fairness
when�9Õ<C . Theformulasrepresentingfairnessfor

	�

,
	 B

and
	�A

, introducedin section3, arevalidatedby MOCHA.
However, as we usea restrictedmodel and considersin-
gle runs,we canonly concludethat the protocoldoesnot
presentany structural weaknessfor �"Õ"C . Indeed,if were-
lax theassumptionof theprivatechannels,theanomalypre-
sentedby Shmatikov andMitchell in [16] on thetwo-party
GJM protocolcanbeadaptedto themulti-partyversion.In
this scenario,a malicioussignereavesdropson thechannel
betweenthehonestsignerand � , andsucceedsin compro-
misingfairness.With our presentmodeling,we do not find
suchflaws, as this requiresto eavesdropchannelsand to
decomposemessages.Thefix proposedby Shmatikov and
Mitchell appliesto the multi-party protocol too. However,
we shouldemphasizethat the authorsof the GM protocol
requirethe channelsto � to be privateandhencethis sce-
nariodoesnot representa valid attackon theprotocol.

We discoveredseveralscenariosthatcompromisedfair-
nesswhen � Õ D . The first scenariowas discoveredby
hand,whenwe found an error in the proof of correctness
given in the original paper[12]. A detailedanalysisus-
ing MOCHA detectedsevenotherscenarios.An analysisof
theserevealedthat the proof alsodid not cover a case.In
eachscenario,an honestsigneris cheatedby the coalition
of threemalicioussigners.Thesescenariosfollow thegen-
eraloutline:

1. A dishonestsignercontactsthetrustedparty, � , at the
beginningof theprotocol,getsanaborttoken,anddis-
honestlycontinuesparticipatingin themainprotocol.

2. A seconddishonestsignertriesto recoveratsomelater
point. It doesnotsucceed,but managesto put thehon-
estsignerin the list F E . It dishonestlycontinuesthe
mainprotocol.

3. Thehonestsigneris forcedto recover, but is not suc-
cessfulin gettingtheabortdecisionoverturnedsinceit
is in thelist F E .

4. Thethird dishonestsignercontacts� andmanagesto
overturnthe decision.Hence,while the honestsigner
doesnot get any signedcontract,the honestsigner’s
contractis obtained.



For lackof space,wejustdescribeoneof thesescenarios
in detail. In this scenario,

	 

,
	 A

and
	 �

colludeto cheat	�B
. Thescenarioproceedsasfollows:
^ At thebeginningof the protocol,

	 A
abortstheproto-

col and � updates
� E Õ J C Q . However, unlike speci-

fied by the protocol,dishonest
	�A

continuesthe main
protocolexecution.^ As soonas

	 

receivesthesecondlevel promisefrom	�B

, it asks� to recoverby sendingý fKþ ù��Iú! ºý f�
 ù%ùwÿ#"%$���"]ú z "'&(��"|ú! ºý f�) ù%ùwÿ�"%*���"+ú z "+&,��"ú! ºý f�- ù%ùwÿ�"�*���"|ú z "+&,��.�"Wý fKþ ù%ùwÿ#"
*������Rü
� refusesthis request,answerswith anabortmessage
andupdates

� E Õ J & � C�Q and F E Õ J � Q . As
	 A

did
before,

	.

alsocontinuestheprotocol.^ The main protocol is executednormally until signer	�B

reachespoint � � � . (seetable1) of theprotocolwith2<ÕäD . At that point
	 B

hassentout the setof mes-
sage�Rú! ºý f�
 ù%ùwÿ�"�*���"]ú z "+&,��"|ú! ºý f�
 ù%ùwÿ�"%$/��"+ú z "+&,��"ú! ºý f�
 ù%ùwÿ#"
$���"+ú10�"+&,��"]ú! ºý f�
 ù%ùwÿ�"%2/��"+ú z "3&,��"ú! ºý f�
 ù%ùwÿ#"
2���"+ú10�"+&,��"]ú! ºý f�
 ù%ùwÿ�"%2/��"+ú546"3&,��.
andhasreceivedthesetof messages�Rú! ºý f�- ù%ùwÿ#"%*���"]ú»û�"'&(��"mú! ºý f�) ù%ùwÿ�"�*���"|ú»û�"+&,��"ú! ºý fKþ ù%ùwÿ#"%*���"]ú û "'&(��"mú! ºý f�þ ù%ùwÿ�"%$���"|ú û "+&,��"ú! ºý f�) ù%ùwÿ#"%2���"]ú»û�"'&(��"mú! ºý f�þ ù%ùwÿ�"%2���"|ú»û�"+&,��.¦ü
	 B

is at position6.2.with 2ÜÕ9D andis waiting for D -
level promisesfrom

	�A
and

	 �
.
	�A

and
	 �

donot reply
and

	 B
is forcedto sendthefollowing recoveryrequest

to � .ý f�
 ù��Iú! ºý f�
 ù%ùwÿ#"%2���"]ú»û�"'&(��"|ú! ºý f�) ù%ùwÿ�"%2���"+ú.û�"+&,��"ú! ºý f�- ù%ùwÿ�"�*���"|ú û "+&,��.�"Wý f�
 ù%ùwÿ#"
*������Rü
	 B

is in F E , the testsin theprotocoldescription(see
table 3) indicate that � refusesthe request,updates� E Õ J & � � � C�Q andreplieswith anabortmessage.F E
remainsunchanged.^ 	 �

launchesa resolverequest,sendingý f�- ù��Iú! ºý fKþ ù%ùwÿ#"%2���"]ú54/"'&(��"|ú! ºý f�
 ù%ùwÿ�"%2���"+ú�46"+&,��"ú! ºý f�) ù%ùwÿ�"�2���"|ú54/"+&,��.�"Wý f�- ù%ùwÿ#"
*������Rü
Thisrequestoverturnsthepreviousabortsandviolates
fairnessas� sendsthesignedcontractbackto

	��
.

We alsodiscoveredthattheprotocolis unfair for signers	�

,
	 B

and
	�A

when � Õ?D . We did not find any scenario
that violatesfairnessfor

	��
. This is probablybecausethe

testsindicatethat
	 �

cannotbeaddedto F E , when�"Õ:D .
Correcting the Garay-MacKenzie Protocol. In order to
restorefairnessin the Garay-MacKenzieprotocol,we had
to domajorrevisionsin therecoveryprotocol.Wewereun-
successfulto restorefairnesswith minor changes,andwe

believe that this is becausethe meaningof the list F E is
not clear in the protocol. The central idea behindthe re-
vision is that � , when presentedwith a recovery request,
overturnsits abortdecisionif andonly if � caninfer dis-
honestyonthepartof eachof thesignerthatcontacted� in
thepast.This is alsothemainideabehindtherecoverypro-
tocol in [4].

The main protocol remainsthe same.Major changes
are in the recovery protocol. The recovery messagesare
designedso that � can infer the promisesthat an honest
signerwould have sentwhenit launchedtherecovery pro-
tocol (note that a signermay have dishonestlysentother
promises).For

	 �
to recover, it sendsthemessage

��G1HI�IJK	�����GMLN�I� � ��ONP � ��	 � � ���RQ PTS1U 
WVYXYXYX �[Z]\ U �]Z ����G[H#�I� � � &5�#�I�
where

O P
is computedasfollowing:

1. If
	��

runstheresolveprotocolin step7 of themainpro-
tocol(seetable1), then

O P Õ;& for _�3 $
and

O P Õ $K- &
for _�� $

.

2. In step � � � of themain protocol,
ONP ÕÎ2 - & for &Ü�_98 2 - & � _ �Õ $

and
O P Õ;& for _�3 2 - & .

3. In step� � D of themainprotocol,
ONP Õ 2 - & for _�� $

,O�P Õ 2 for
$ �µ_98;2 and

O�P ÕÚ& for _�3;2 .
4. In step : of themainprotocol,

ONP Õµ� for all _ .

5. In step; of themainprotocol,
O P Õ�� for all _�� $

andO P Õµ�@79& for all _�3 $
.O P

mayalternatelybecomputedas:^ If _�� $
,
O P

is themaximumlevel of promisesreceived
from all signers

	 P �
, with _K�)� $

, i.e. themin-maxof
the promisesfrom signerswith lower index. (For ex-
ample,if themaximumlevel of thepromisesreceived
by

	 �
from

	 A
and

	 B
was6, andthemaximumlevel

receivedby
	 �

from
	 


was5, thenit would sendthe
5-level promisesfor

	 

,
	 B

and
	 A

.)^ Let < bethemaximumvalue <(� suchthat
	 �

has <(� level
promisesfrom

	�P
for all

$ 8�_=8><y� . If nosuch<y� exists
thenlet < be � . If <,Õ?� , thenlet

O�P Õ & for all _�3 $
. If< �Õ@� , thenlet

O�P ÕA< for all
$ 8<_B8C< and

ONP Õ?& for
all _�3D< . (E.g.,if

	 B
hasreceivedlevel & promisefrom	�E

, level 7 and & promisesfrom
	GF

, level 7 , D and &
promisesfrom

	 �
, andlevel D , C and & promisesfrom	 A

then
O�E Õ;& ��O�F Õ;& ��O � Õ"D ��O A Õ"D .)

� maintainsthe set
� E

of indicesof signersthat con-
tacted� in the pastandreceivedan abort token.For each
signer

	��
in theset

� E
, � alsomaintainstwo integervari-

ables H �#� �"� and < �#� �"� . Intuitively, H � is the highestlevel
promiseanhonest

	��
couldhavesentto any higherindexed

signerbeforeit contacted� . < � is thehighestlevel promise
anhonest

	 �
couldhave sentto a lower indexedsignerbe-

fore it contacted� . Theprotocolsfor � worksasfollows:



^ If � ever replieswith a signedcontractfor � , then �
respondswith thecontractfor any furtherrequest.^ If the first requestto � is a resolve request,then �
sendsbacka signedcontract.^ If thefirst requestis anabortrequest,then� abortsthe
contract.� mayoverturnthisdecisionin thefutureif it
candeducethatall thesignersin

� E
havebehaveddis-

honestly. � deducesthatasigner
	 �

in
� E

is dishonest
whencontactedby

	 P
if

1. _ 3 $
and

	 P
presentsto � a

O
-level promise

from
	��

suchthat
O 3AH �I� �"� , or

2. _ � $
and

	�P
presentsto � a

O
-level promise

from
	 � 	 �

suchthat
O 3>< � � �"� .

Thedetailedabortrecoverysubprotocolsaregivenin ta-
ble 4 and 5 respectively. We analyzedthe revisedproto-
col for both C and D signersandMOCHA did not detectany
errorsin the revisedprotocol.Pleasenotethat this should
not be construedasproof of correctnesssincewe are us-
ing a restrictedcommunicationmodelandaremodelinga
singlerun. Nevertheless,we believe that the revisedproto-
col would befair in a moregeneralsetting,andfor anarbi-
trarynumberof signers.
Abuse-freeness. We describethe anomalythatwe discov-
eredfor � Õ C signersin the GM protocol.It exploits the
factthatwhen� replieswith anabortdecision,it alsosigns
the list

��E
of thesignerswho have receivedanabortfrom� . Recallthatanoptimisticsigner[8] is onethatprefersto

wait for “some time” beforecontactingthe trustedparty.
Following [8], we say that a protocol is abuse-freefor a
signer

	��
if theprotocoldoesnot provide provableadvan-

tage to theremainingsigners.A coalitionof signersis said
to have provableadvantageagainst

	 �
at a point in thepro-

tocol if
� $ � they haveastrategy to abortthecontractagainst

anoptimistic
	 �

,
�w$�$ � they have a strategy to getoptimistic	 �

’s contract,and
�w$+$�$ � they canprove to an outsidechal-

lenger, Charlie,that
	 �

is participatingin theprotocol.
Now considerthe protocol instancewith threesigners	 

,
	 B

and
	 A

. Assumethat
	 A

is optimisticand
	 


and
	 B

arecolluding to cheat
	 A

.
	 A

startsthe protocolby send-
ing its level & promisesto

	�

and

	 B
, andwaits for level �

promisesfrom them.
	�B

on receiving this sendsits level 1
promiseto

	 

, andthensendsanabortrequestto � which

abortstheprotocol.Now,
	 


hasreceivedlevel & promises
from

	 B
and

	�A
. Usingthesefirst level promises,

	�

sends

a recovery requestto � . Note that, in the protocol,
	�


is
neverallowedto abortand� would not acceptanabortre-
questfrom

	 

.
	 


’s recoveryrequestis refusedand� sends
ý ¡ ùRý f�
 ùwÿ#"]ú û "�ùwú z "]ú û "|ú 0 ��"+IKJ�L6M6N����

and ý ¡ ùwÿ#"Wý ��O �/*�"�$P.�"3IKJ%L/M6N��
At this point,we makethefollowing observations:

^ theabortreplycontainstheset
� E Õ J & � ��Q andis dif-

ferentfrom theone
	 B

received,
^ if

	 

receivesan abort reply from � , it is alwaysthe

answerto a recoveryrequest,
^ a recovery requestalways includesa promise from

eachsignerwhich is verifiedby � .

Fromtheseremarks,we canconcludethat if
	 


shows the
abortreplyto Charlie,Charliewill beconvincedthat

	 A
has

startedtheprotocoleventhoughCharlieis unableto verify
thePCSfrom

	�A
. In otherwords,wecansaythat � hasver-

ified thePCSfor Charlie.At this point
	�


and
	 B

canforce
the exchangeto abortby simply quitting the protocol:

	 A
hasno promisesfrom

	�

and

	 B
.
	�


and
	 B

canalsoforce
a successfulcompletionof the contractexchangeby sim-
ply (dishonestly)engaging

	 A
in themainprotocol.Hence

theprotocolis notabuse-freefor
	 A

.
This vulnerabilitycanbeaddressedby excludingtheset� E
from the abort reply. In this case,the abortmessages

from
	 A

and
	 B

areexactly similar andcanbeobtainedby	 B
without

	 A
’s participation.Hence,an abort reply does

not prove
	 A

’s participation in the protocol. This rather
amusingscenarioillustratesthat sometimesadditionalin-
formationmaybeharmful.While explicitnessis oftencon-
sidereda goodengineeringpractice(andwedo not attempt
tocriticizesuchthumbrules),careshouldbetakenwhenap-
plying theseprinciples.In personalcommunicationwith the
authorsof the protocol,they proposea differentfix in let-
ting

	�

aborttheprotocolratherthanjust quitting.

Abuse-freenessfor
	 A

is naturallyexpressedin ATL as
follows:

Q � � ù�&!ü�R�SUTWV[ù�IKJ�L6M/N��XN3L)ú z �� � ú z "]ú.û 	 	 ø�ù Q ú10Tü>ý fKþ ùwÿ���� Q ú10
ü>ý f�
 ùwÿ������� � ú z "]ú.û 	 	 ø�ùwú10TüYRZN3L6[!�4ùwú z ü(ý f�) ùwÿ��G�¼ú.ûTü(ý f�) ùwÿ�������

The booleanvariable � �/\�] ��^ � 2 åU_ ¾P`¦�a` _ 	 

is set to`%¾Pb ] when

	.

receives the abort token. As discussedbe-

fore, this servesasa proof of
	�A

’s participation.The vari-
ables

	��I�y� G LN� �:� reflectthatplayer
$

hasreceivedplayer_ ’s
signatureon the contract.More precisely, the formula re-
quiresthatit is not possibleto reacha pointwhere

1.
	.


and
	 B

canprove to Charliethat the protocolwas
startedby

	 A
( � �/\�] ��^ � 2 åU_ ¾P`¦�G` _½	�
 is true),

2.
	 


and
	 B

have a strategy to choosean unsuccess-
ful outcome,i.e.,

	 A
cannotgetsomesigner’scontract

( Þ Þ 	 
 ��	 B ß ß#ê � é 	 A � ��G þ � �"��c é 	 A � ��G 
 � �:�#� is true),and

3.
	.


and
	�B

have a strategy to choosea successfulout-
come,i.e., whenhonest

	�A
stops,they have obtained	 A

’s contract( Þ Þ 	 
 ��	 B ß ß�ê �R	 A �d\ ` _ è}É �%	 
 �y��G ) � �:��ì	 B � ��G ) � �"�I� is true).



Table 4 Revised GM multi-party contract-signing protocol—Abort
1. `�c{b T: e f H g>h�i `�c i%g ` z i vIvIv i ` u k]i ���%�W�W� k

if not ���W� � �������I� g>h�k then

e�����e�� ¢¼£ s%¤ ;
if e � ��  ,

l
stores e{¡ g e�f H g>h�i `�c iIg ` z i vRv#v i ` u k]i ���%�W��� k]k ;

2. T b<`�c : e�¡ g e f L¦g(h�i `�a i%g ` z i vRvRv i `�u k+i ���%�W�W� k]i e�¡ g(h�i e{� i ���%���W� k]k
else (����� � �
�W���R� g>h�k =true)

3. T b<`�c{§)£�e f L g]g>h�i|¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­Y¬ u5®�¯ ª+c ®
where

¨ a is the level of the promise from `�a that was converted to a universally-verifiable signature during the recovery protocol.

Table 5 Revised GM multi-party contract-signing protocol—Recovery
1. `�c{b T: e f HRg £�`.d.e�f L�g|g(h�i|¨ a k+i `�c imlnk|¤ a�©5ª#z%¬ ­ ­ ­ u5®�¯ ª�c ® i e f HIg]g>h�iIjTk|k]k

if
s�° e�� ,

l
ignores the message

else if ����� � �
�W���R� g>h�k
2. T b<`�c : £�e�f L�g]g>h�i�¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­ uK®m¯ ª+c ®
where

¨ a is the level of the promise from `�a that was converted to a universally-verifiable signature.

else if e � �� 
����� � �
�W���R� g>htk :=true

3. T b<`�c : £�e�f L g]g>h�i�¨ a k|k]¤ a#©«ªIz%¬ ­ ­ ­ uK®m¯ ª+c ®
else (����� � �
�W���R� g>h�k =false ±²e{� ��t  )

1. If there is some e ¸ s in e�� such that
¨Pfº¹hgXfNg>h�k

, or if there is some e rts in e�� such that
¨Pf�¹jikfKg>htk

, then
l

sends back
the stored abort e�¡ g e�f L g>h�i `�a iRg ` z i vRv#v i `�u k]i ���%�W�W� k|k to `�c . l adds

s
to e�� , and computes

g c g>htk and
i c g(htk as followsglg c g>h�k]i'i c g(htk|k � g>¨ cyx�z ikm5k , if

s � j
(intuitively, ` z has contacted

l
in either step 6.2

of the main protocol with �½� ¨ cyx�z �0j or in step 7 of the
main protocol),� gnm«ims%k

, if
jn¸0s

and
¨ c�� z�� s[~�j (intuitively, `�c has contacted

l
in step o of the main protocol),� g>¨ c�� z iw¨ cm��z k , if
j!¸Üsë¸Üo�i�së¹�¨ cm��z ¹Üo and

¨ cyx�z ¹Ü¨ c�� z (intuitively,`�c has contacted
l

in step p«v Û of the main protocol with�/� ¨ c�� z �0j ),� g>¨ c�� z iw¨ cm��z �0jTk , if
j!¸Üsë¸Üo�i�së¹�¨ cm��z ¸�o and

¨ cyx�z r�¨ c�� z (intuitively,`�c has contacted
l

in step p«v q of the main protocol with�/� ¨ c�� z �0j ),� g>o�i�o�k
, if

j½¸Ïs!¸Ïo
and

¨ cm��z¼� ¨ cyx�z²� o
. (intuitively, `�c has

contacted
l

in step r of the main protocol).� g>o���j
i�o½�0jTk
, if

j�¸0së¸0o�iw¨ cm��z»� o and
¨ c x�z�� oÄ��j . (intuitively, `�c

has contacted
l

in step s of the protocol).� gnm«imo��0jTk
, if

s � o and
¨ cm��zë� o . (intuitively, `�u has contacted

l
in

step s of the main protocol).

2. Otherwise, T sends £�e�f L g|g>h�i�¨ a k]k|¤ a�©5ªIz%¬ ­ ­ ­ uK®m¯ ª�c ® to `�c , stores all the signatures, and sets �N�W� � �
�W���R� g(htk to true.

Therequirementof
	 A

stoppingin condition C is to pre-
vent it from idling forever. Even thoughas discussedbe-
fore, the protocol is not abuse-freeif

	 A
is optimistic, the

above formula is validatedif
	 A

is honest.An honest
	 A

may contact � non-deterministicallyas permittedby the
protocol.Indeed,in the scenariodiscussedabove, an hon-
est

	 A
couldprevent

	 

and

	 B
from getting

	 A
’s signature

if it contacts� . Therefore,in orderto capturethescenario
describedabove,weneededto modeloptimisticsigners.

Following [8], we implementan optimistic signer by
addingsignalsthat the signerusesto decidewhento quit
waiting for messagesfrom othersignersandcontact� .

	 A
usesC signalsfor this:oneto decidewhento ask� to abort
and� to decidewhento contact� for thetwo recoverypro-
tocolsthat

	 A
canlaunch.Thesesignalsarecontrolledby a

new player,
	 C�� $ � ]Pt bG` \ , thatis addedto themodel.

The decision to abort is modeledby � booleanvari-
ables:

\P] `%� $ � ]Pt b�`�� åU_ ¾P` and
]%u è $ ¾ ] ^�� $ � ]�t b�`�� å6_ ¾�` .

While
	 A

changes the value of
\�] `%� $ � ]Pt bG`�� åU_ ¾P` ,]%u è $ ¾ ] ^
� $ � ]Pt bG`�� åU_ ¾P` is changedby

	 C�� $ � ]�t b�` \ .
When

	 A
sendslevel & promise to

	 

and

	 B
, it sets

the value of
\�] `%� $ � ]Pt bG`�� åU_ ¾P` to `%¾Pb ] , and then waits

for level � promisesfrom them.
	 C�� $ � ]Pt bG` \ may set]%u è $ ¾ ] ^
� $ � ]Pt bG`�� åU_ ¾P` to `%¾Pb ] once

\P] `%� $ � ]Pt bG`�� åU_ ¾P`
is set to `%¾Pb ] by

	 A
. If the promises arrive before]%u è $ ¾ ] ^
� $ � ]Pt bG`�� åU_ ¾P` is `%¾Pb ] , then

	 A
continues

with the main protocol, otherwise
	�A

may contact �
with an abort request.The decisionto sendrecovery re-
questsaremodeledsimilarly.

Following [8], abuse-freenessis modeledby having a
coalition of

	 C�� $ � ]Pt bG` \ , 	 
 and
	 B

. This coalition can
choosea sufficiently ”long time” to keep

	 A
from contact-



ing � , while allowing
	 


and
	 B

to scheduleits messages
in orderto get the desiredresult.Abuse-freenesscanthen
beexpressedas

Q � � ù�&!ü�R�SUTWV[ù�IKJ�L6M/N��XN3L)ú z �� � ú z "]ú.û�"]úv2%&xwmÿjSUy{zXN�R 	 	 øù Q ú 0 ü(ý fKþ ùwÿ��G� Q ú 0 ü>ý f�
 ùwÿ������� � ú z "]ú û "]úv2%&xwmÿjSUy{zXN�R 	 	 øùwú10
üYR�N+L/[!� ùwú z ü>ý f�) ùwÿ����/ú»ûWü>ý f�) ùwÿ�������
Pleasenote that even an optimistic

	 A
should even-

tually be allowed to contact � , otherwise
	 A

may be
stuck forever. Hence,

	 C�� $ � ]Pt bG` \ must eventually set]
u è $ ¾ ] ^
� $ � ]Pt bG`�� åU_ ¾P` and other signals to `%¾Pb ] . Ide-
ally, this shouldbesetnon-deterministically. However, en-
suring that a variablechangesits value in MOCHA slows
down verificationconsiderably. In orderto make theverifi-
cationfeasible,we put a maximumlimit, ` $
æ
O , on thenum-
berof computationstepsafterwhichthevaluemustchange,
and vary this limit manually. Pleasenote that the signals
may changebefore this limit is reached.This model-
ing is soundin the sensethat if the formula is violated
for somevalue of ` $
æ
O then abuse-freenessmust be vio-
lated:

	�A
justneedsto wait for sufficiently ”long time” to al-

low
	�


and
	 B

to scheduleits messages.Indeed,theabove
propertyis violatedwhen ` $
æ
O is setto C giving us the at-
tackon abuse-freeness.As expected,if we drop the player	 C�� $ � ]�t b�` \ in the formula, thenthe propertyis not vi-
olated:

	 

and

	 B
arenot ableto scheduletheir messages

aheadof
	 A

.
We have also shown that a strongerversionof abuse-

freeness,introducedin [15], is violated, even in a non-
optimisticsetting.

5. Conclusions and Future Work

We have studiedtwo multi-party contract-signingpro-
tocols [12, 4] using a finite-statetool, MOCHA, that al-
lowsspecificationof propertiesin a branching-timetempo-
ral logic with gamesemantics.In orderto make this analy-
sis feasible,we modelsinglerunsandassumea restricted
communicationmodel. Our analysisdid not find any er-
rors in the BW protocol [4]. We did encounterproblems
with fairnessin the caseof four signersin the GM proto-
col [12]. It appearsthat fairnesscannotberestoredwithout
completelyrewriting thesubprotocols.Therevisedsubpro-
tocolsareinspiredby theBW protocol.We alsodiscovered
a ratheramusingproblemwith abuse-freenessin the GM
protocolwith threesignersthatoccursbecauseabortmes-
sagesfrom the trustedparty reveal who have contactedit
in the past.This problemis easily addressedby ensuring
that the trustedparty doesnot sendthis extra information.
Wehadto implementoptimisticsignersto demonstratethis
problemusingMOCHA.

We modeledsingleruns,anduseda restrictedcommu-
nication and cryptographicmodel for our analysis.Previ-
ouswork ontwo-partycontractsigningprotocolshasshown
thatthey areproneto errorin amoregeneralsetting.For ex-
ample,in [6, 13], theauthorsexhibit problemswith fairness
whenmultiple sessionsareinvolved,andin [3], theauthors
exhibit errorswhenblack-boxcryptographyis replacedby
provably securecryptographicsignatureschemes.We plan
to verify the protocolswithout fixing the numberof sign-
ers.Onemajor challengein sucha parametricverification
is thattheprotocoldescriptionschangefundamentallywith
thenumberof signersin thattheprotocolfor � signersis not
merely putting � identical processesin parallel.We hope
to prove the correctnessof theseprotocolsin a moregen-
eralsettingwhich accountsfor cryptography, multiple con-
currentsessions,andrelaxesthecommunicationmodel.We
planto use,at leastpartially, abstractiontechniquessuchas
proposedby DasandDill [9] to achievethis.
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A. Baum-Waidner multi-party contract-
signing protocol

The protocolallows � (�Î�ä� ) participantsor signers,
say

	.

�������
��	��
, to exchangesignatureswith the help of a

trustedparty � on a preagreedcontracttext � . In our de-
scription,we suppose� - & potentiallydishonestsigners.
Theoriginalprotocolis actuallyparameterizedwith respect
to athreshold̀ , themaximumnumberof possiblydishonest
signers.In our analysishowever we assumetheworstpos-
siblescenariofor anhonestsigner, namelythatall theother
signersaredishonest(i.e., ` is � - & ).

Theprotocolconsistsof two subprotocols:mainandre-
covery. Usuallysignerstry to achieve the exchangeby ex-
ecutingthemainsubprotocol.They contact� usingthere-
coverysubprotocolwhenthey think somethingis amiss.

Main protocol. The main protocol for eachsigner
	 �

is
givenin table6. Theprotocolis symmetricfor eachsigner
andis composedof �Ô7¿& rounds2. In eachround,a signer
sendsapromiseto othersigners.Thelevel of thepromiseis

2 In [4], theprotocolhas� �½Û rounds.

increasedin eachround,and consideredasa signedcon-
tract once the round numberequals�Å7 & . The promise
is implementedusinga universally-verifiabledigital signa-
tureincludesthehistoryof all previouslyreceivedpromises,
throughthevectors| and } , asdefinedin table6. If any
expectedmessageis not received,

	��
candecideto launcha

recoveryprotocol.

RecoveryProtocol Thedetailsof therecoveryprotocolare
given in table 7. If the recovery requestis launchedin
the first round, i.e.,

	 �
did not receive a messagefrom all

the signers,the recovery requestconsistsof the first level
promiseof

	 �
. Otherwise,if ¾;3 & , the recovery request

contains,via thevector}�~ *,
TV � (seethemainsubprotocolin
table6), thesetof receivedmessagesuntil round ¾ - & , in-
cludingthe ¾ - & promisesfrom all theothersigners.� maintains a variable, recovered, that indicates
whether the given contract has been successfully re-
covered or not. It also maintains a set con, contain-
ing the indices of the signers that contacted� for � ,
and a set abort set containing the indices of the sign-
ersfor whom � abortedtheprotocol.� ignoresa recovery requestfrom a signerif thesigner
hascontacted� in the past.Otherwise,it checkswhether
thecontracthasalreadybeensuccessfullyrecoveredor not.
A successfulrecovery is always maintained.Otherwise,
thereare two cases.If the recovery requestis sent in the
first round, � mustabortthe protocol,asthe requestdoes
not containa proof thatall signersactuallystartedthepro-
tocol. If therecoveryrequestis sentduringany laterround,
say¾ , then� checksif all therequeststhatwereabortedpre-
viously occurredat leasttwo roundsbefore.If so, � canbe
surethatall the weresentto signerswho dishonestlycon-
tinuedthe main protocol.This is becausethe recovery re-
questcontains¾ - & promisesfrom all thesesigners,which
they arenotallowedto besendif they contacted� in round¾ - � or before.Hence,thepreviousabortdecisionis over-
turned.Otherwise,� replieswith anaborttoken.



Table 6 Baum-Waidner multi-party contract signing protocol—Main��§Y� j
1. `�c{b<`�a : h z%¬ c���e f HRgY�¦iRj
i+��� �w� �����U� � ����k]g>q��� s�k
2. `�a�b9`�c : h z%¬ an��e f L gl��iRj
i+��� �w� �����U� � ����k (

q)�� s )
if `�c times out then recovery(1)

`�c computes vectors �@z%¬ c §Y� g(h z%¬ z i v#vRv imh z%¬ u k and �Äz%¬ c §Y�j�@z%¬ c
for �º§Y� Û to

o��0j
do

3. `�c{b<`�a : h!� ¬ c ��e�f H g � � ��z%¬ c i � i �N�
� ����k]i e�f H gY��i � i+��� �w� �����U� � ����k|g(s��� q¦k
4. `�a�b9`�c : h!� ¬ a»��e�f L�g � � ��z%¬ a i � i ����� ����k]i e f L�gl��i � i3��� �w� �����U� � ����k (

q)�� s )
if `�c times out then recovery(r)

`�c computes vectors � � ¬ c�§Y� g e fKþ gl��i � iZ��� �w� �����U� � ���
k+i v#vRv i e�f � gY��i � i+��� ��� �����U� � ����k|k
and ��z%¬ c�§Y� g e fKþ g � � � z%¬ z i � i ����� ����k]i vRvIv i e f � g � � � z%¬ u i � i �N�
� ����k|k

Table 7 Baum-Waidner multi-party contract signing protocol—Recovery
1. `�c{b T:

� �
� � � ���%� ¬ �
where � ��� � � �N� � ¬ � � � g|j
i|sRi e�f H g(h z%¬ c i+� ��� � � �N� k|k � �5��� jg � imsRi e f HRg � � ��z%¬ c iZ� �
� � � ��� k]k�� ���
� � � � �|�
if
s�°

con then stop

else if recovered

con:=con ¢{£ s%¤
2. T b9`�c : �|� � � �R�/� ¬ �

where �|� � � �R�/� ¬ � ��� � �]� �|� � � �R�
else ( � recovered)

a. if �!� j
abort set:=abort set ¢{£ g � i�s%k|¤
con:=con ¢�£ s%¤

3. T b9`�c : ��� �%� ���R��� ¬ �
where ��� ��� ���R�/� ¬ � ��e�¡ gY��i � iwsRi ��� ��� ���R� k

b. else (� r j
)

(i) if ¶ gl�Ni�¨Mk�° ��� �%� � �|�I� ·��!¸ � ~0j
if con=  then

l
sets first signed:=

g�� ��� � � ���%� ¬ � i e�¡ gl��i � ims%i3� �
� � �N� � �I� k]k
recovered:=true
con:=con ¢�£ s%¤

4. T b9`�c : �]� � � �I�/� ¬ �
where �|� � � �R�/� ¬ � ��� � �|� �]� � � �R�

(ii) else
abort set:=abort set ¢{£ g � i�s%k|¤
con:=con ¢�£ s%¤

5. T b9`�c : ��� �%� ���R� � ¬ �
where ��� ��� ���R�/� ¬ � �te�¡ gY��i � iwsRi ��� ��� ���R� k


