




6 Other Features of LiteOS

In this section, we describe three additional features f the
LiteOS platform. Detailed documentation of these features
is available at www.liteos.net.

6.1 File Assisted Communication Stacks

The design of flexible and powerful communication
stacks has been a critical challenge to sensor network ap-
plications. In LiteOS, we treat communication stacks, such
as routing and MAC protocols, as threads. Hence, differ-
ent communication protocols can be exchanged easily, and
dynamically loaded just like any user application.
To use a protocol, an application organizes the header of

packets in such a way that the communication protocol can
correctly parse it. Packets are then sent to the port which
the protocol is listening on. For example, a flooding proto-
col uses a different listening port compared to a multi-hop
routing protocol. In the following example, our multi-hop
routing protocol listens on port 10, and the application sends
a packet of 16 bytes through this protocol using the follow-
ing code sample:

//10 is the port number, 0 means local node protocol
//16 is the message length, and msg is the message pointer
radioSend(10, 0, 16, msg);

Our implementation of this multi-hop protocol (geo-
graphic forwarding) maintains a neighbor table of 12 en-
tries, and contains around 300 lines of code. Its binary im-
age consumes 1436 bytes of program flash, and 260 bytes
of RAM, including stack. Its overhead is so low that it can
co-exist with other protocols, such as flooding. The source
code of this protocol is available in LiteOS 0.3.

6.2 Dynamic Memory

LiteOS supports dynamic memory at the kernel level.
The dynamic memory is provided as library APIs (malloc
function and free function) to user applications through sys-
tem calls. The dynamic memory grows in the opposite di-
rection from the LiteOS stack, and resides completely in the
unused memory between the end of the kernel variables, and
the start of user application memory blocks. Therefore, the
size of dynamic memory can be adjusted after deployment
according to user applications’ needs.

6.3 Event Logging

Visibility is a key challenge for wireless sensor net-
work applications. Deployed on the extremely resource-
constrained mote platform, such applications may fail un-
expectedly, or exhibit behavior different from their intended
goals. To help understand why such problems occur, we de-
sign and implement an event trace logger in LiteOS, which
allows us to partially reconstruct application behavior after
execution, such as which path it took for an IF statement,

its invocation history of the kernel system calls, and the dy-
namics of its behavior across nodes.

Briefly speaking, the event logging service of LiteOS is
implemented as follows. We keep an internal buffer (its size
decided by the user) to record the most recent application
events. We only log one application at a time. Therefore,
we only need one byte for most events, up to 256 different
types, including all the system calls, certain kernel events
such as context switches and driver invocations, and ap-
plication specific events inserted by the user. Every time
an event triggers, a corresponding byte is written into the
buffer. When the buffer is full, we write its content into a
file stored in the external flash. Such recorded traces are
obtained after experiments and are translated into a recog-
nizable sequence of events. Therefore, the sensor node is
no longer a black box. Instead, we now have valuable in-
sight on why an application fails, and what we should do to
correct unexpected software glitches.

7 Perspective

In retrospect, several design choices become evident af-
ter finishing a prototype version of LiteOS. One advantage
of LiteOS is that it supports interactive use. We believe an
interactive system (e.g., one that offers an interactive shell
to users and programmers) leads to improved productivity
at development time. Our experiences using LiteOS con-
firm this thesis. How will LiteOS affect the way we interact
with sensor networks? With a graphical shell, it can serve
as a sensor network drive that can be mounted to a PC and
controlled over Web browsers. Sensor networks can then
become just another common peripheral.

Apart from promoting interactive use, there is a concep-
tual question on the need for LiteOS. In sensor networks,
a few other operating systems have already been imple-
mented. Why do we need yet another one? To better un-
derstand the differences and similarities between LiteOS
and other operating systems, we compare some of them in
Figure 11 for reference. The design of LiteOS is partially
inspired by Unix, as the title suggests. We believe that it
is precisely its affinity to UNIX that could make LiteOS
easier to be adopted by mainstream system programmers.
One goal of LiteOS is to hopefully offer an easy transition
path for those beginning sensor networks programmers who
are experienced in conventional systems programming, but
not proficient with event-based programming, wiring, and
state-machine abstractions of program execution. LiteOS
and the previous sensor network operating systems, such as
TinyOS, therefore, fill complementary needs. We hope that
this diversity brings us one step closer to making sensor net-
work programming attainable to system programmers with-
out steep learning curves.
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LiteOS TinyOS Mantis Contiki SOS
Current license GPL BSD BSD BSD Modified BSD

Website www.liteos.net www.tinyos.net mantis.cs.colorado.edu www.sics.se/contiki projects.nesl.ucla.edu/public/so
s-2x/doc/

Remote scriptable
wireless shell

Yes (on the base PC, Unix 
commands supported)

No (application specific shell 
such as SimpleCmd exists)

No (on-the-mote shell is 
supported)

No (on-the-mote shell is 
supported)

No

Remote file system interface
for networked  nodes

Yes No No No No

File system Hierarchical Unix-like Single level (ELF, Matchbox) No (will be available in 1.1) Single Level No

Thread support Yes Partial (through TinyThreads) Yes Yes (also supports ProtoThreads) No

Event based 
programming

Yes (through callback
functions)

Yes No Yes Yes

Remote Debugging(e.g.
watch and breakpoints)

Yes Yes (through Clairvoyant) Partial (through NodeMD) No No

Wireless reprogramming Yes (application level) Yes (whole system image No (will be available in 1.1) Yes Yes (module level)
replacement)

Dynamic memory Yes Yes (in 2.0 or through
TinyAlloc for 1.x)

No Yes Yes

First publication/release 
date

2007 2000 2003 2003 2005

Platform support MicaZ and AVR series MCU Mica, Mica2, MicaZ, Telos, Tmote, 
XYZ, Iris (among others)

Mica2, MicaZ, Telos Tmote, ESB, AVR series MCU, certain 
old computers

Mica2, MicaZ, XYZ

Simulator Through AVRORA TOSSIM, PowerTossim Through AVRORA Netsim, Cooja, MSPSim Source level Simulator/ 
Through AVRORA

Note: [1] Only features in the current version of these operating systems as of the publication of this paper (April 2008) are compared
[2] Only open-source sensor network OS projects that have websites are compared
[3] All OS systems can be directly debugged using JTAG or GDB. Such comparison is not included. 

Figure 11. Comparison with Other Operating Systems

8 Conclusions

In this paper, we presented a software development plat-
form called LiteOS, and conducted its performance eval-
uation. We also presented performance results of several
benchmark applications. We are hopeful that the familiar
abstractions exported by LiteOS will make it valuable as a
new research platform, and appealing to a larger category
of systems programmers.
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