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Abstract—The World Wide Web has become the most important information source for most of us. Unfortunately, there is no
guarantee for the correctness of information on the Web. Moreover, different websites often provide conflicting information on a
subject, such as different specifications for the same product. In this paper, we propose a new problem, called Veracity, i.e., conformity
to truth, which studies how to find true facts from a large amount of conflicting information on many subjects that is provided by various
websites. We design a general framework for the Veracity problem and invent an algorithm, called TRUTHFINDER, which utilizes the
relationships between websites and their information, i.e., a website is trustworthy if it provides many pieces of true information, and a
piece of information is likely to be true if it is provided by many trustworthy websites. An iterative method is used to infer the
trustworthiness of websites and the correctness of information from each other. Our experiments show that TRUTHFINDER
successfully finds true facts among conflicting information and identifies trustworthy websites better than the popular search engines.

Index Terms—Data quality, Web mining, link analysis.

1 INTRODUCTION

HE World Wide Web has become a necessary part of our

lives and might have become the most important
information source for most people. Everyday, people
retrieve all kinds of information from the Web. For example,
when shopping online, people find product specifications
from websites like Amazon.com or ShopZilla.com. When
looking for interesting DVDs, they get information and read
movie reviews on websites such as NetFlix.com or IMDB.
com. When they want to know the answer to a certain
question, they go to Ask.com or Google.com.

“Is the World Wide Web always trustable?”” Unfortunately,
the answer is “no.” There is no guarantee for the correctness
of information on the Web. Even worse, different websites
often provide conflicting information, as shown in the
following examples.

Example 1 (Height of Mount Everest). Suppose a user is
interested in how high Mount Everest is and queries
Ask.com with “What is the height of Mount Everest?”
Among the top 20 results,® he or she will find the
following facts: four websites (including Ask.com itself)
say 29,035 feet, five websites say 29,028 feet, one says
29,002 feet, and another one says 29,017 feet. Which
answer should the user trust?

1. The query was sent on 9 February 2007.
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Example 2 (Authors of books). We tried to find out who
wrote the book Rapid Contextual Design (ISBN:
0123540518). We found many different sets of authors
from different online bookstores, and we show several of
them in Table 1. From the image of the book cover, we
found that Al Books provides the most accurate
information. In comparison, the information from Po-
well’s books is incomplete, and that from Lakeside books is
incorrect.

The trustworthiness problem of the Web has been
realized by today’s Internet users. According to a survey
on the credibility of websites conducted by Princeton
Survey Research in 2005 [11], 54 percent of Internet users
trust news websites at least most of time, while this ratio is
only 26 percent for websites that offer products for sale and
is merely 12 percent for blogs.

There have been many studies on ranking web pages
according to authority (or popularity) based on hyperlinks.
The most influential studies are Authority-Hub analysis [7],
and PageRank [10], which lead to Google.com. However,
does authority lead to accuracy of information? The answer
is unfortunately no. Top-ranked websites are usually the
most popular ones. However, popularity does not mean
accuracy. For example, according to our experiments
(Section 4.2), the bookstores ranked on top by Google
(Barnes & Noble and Powell’s books) contain many errors on
book author information. In comparison, some small book-
stores (e.g., Al Books) provide more accurate information.

In this paper, we propose a new problem called the
Veracity problem, which is formulated as follows: Given a
large amount of conflicting information about many
objects, which is provided by multiple websites (or other
types of information providers), how can we discover the
true fact about each object? We use the word “fact” to
represent something that is claimed as a fact by some
website, and such a fact can be either true or false. In this
paper, we only study the facts that are either properties of
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TABLE 1
Conflicting Information about Book Authors
Web site Authors
Al Books Karen Holtzblatt, Jessamyn Burns Wendell,

Shelley Wood
Holtzblatt, Karen
Holtzblatt-Karen, Wendell-Jessamyn Burns,
Wood
Wendell, Jessamyn
WENDELL, JESSAMYNHOLTZBLATT,
KARENWOOD, SHELLEY
Wendell, Jessamyn, Holtzblatt, Karen,
Wood, Shelley
Karen Holtzblatt, Jessamyn Wendell,
Shelley Wood

Powell’s books
Cornwall books

Mellon’s books
Lakeside books

Blackwell online

Barnes & Noble

objects (e.g., weights of laptop computers) or relationships
between two objects (e.g., authors of books). We also
require that the facts can be parsed from the web pages.

There are often conflicting facts on the Web, such as
different sets of authors for a book. There are also many
websites, some of which are more trustworthy than
others.?2 A fact is likely to be true if it is provided by
trustworthy websites (especially if by many of them). A
website is trustworthy if most facts it provides are true.

Because of this interdependency between facts and
websites, we choose an iterative computational method.
At each iteration, the probabilities of facts being true and
the trustworthiness of websites are inferred from each
other. This iterative procedure is rather different from
Authority-Hub analysis [7]. The first difference is in the
definitions. The trustworthiness of a website does not
depend on how many facts it provides but on the accuracy
of those facts. For example, a website providing 10,000 facts
with an average accuracy of 0.7 is much less trustworthy
than a website providing 100 facts with an accuracy of 0.95.
Thus, we cannot compute the trustworthiness of a website
by adding up the weights of its facts as in [7], nor can we
compute the probability of a fact being true by adding up
the trustworthiness of websites providing it. Instead, we
have to resort to probabilistic computation. Second and
more importantly, different facts influence each other. For
example, if a website says that a book is written by
“Jessamyn Wendell” and another says “Jessamyn Burns
Wendell,” then these two websites actually support each
other although they provide slightly different facts. We
incorporate such influences between facts into our compu-
tational model.

In summary, we make three major distributions in this
paper. First, we formulate the Veracity problem about
how to discover true facts from conflicting information.
Second, we propose a framework to solve this problem,
by defining the trustworthiness of websites, confidence of
facts, and influences between facts. Finally, we propose
an algorithm called TRUTHFINDER for identifying true
facts using iterative methods. Our experiments show that
TRUTHFINDER achieves very high accuracy in discovering
true facts, and it can select better trustworthy websites
than authority-based search engines such as Google.

2. The “trustworthiness” in this paper means accuracy in providing
information. It is different from the “trustworthiness” in the studies of trust
management [2].

Web sites

Facts

Objects

Fig. 1. Input of TRUTHFINDER.

The rest of the paper is organized as follows: We describe
the problem in Section 2 and propose the computational
model and algorithms in Section 3. Experimental results are
presented in Section 4. We discuss related work in Section 5
and conclude this study in Section 6.

2 PROBLEM DEFINITIONS

In this paper, we study the problem of finding true facts in a
certain domain. Here, a domain refers to a property of a
certain type of objects, such as authors of books or number
of pixels of camcorders. The input of TRUTHFINDER is a
large number of facts in a domain that are provided by
many websites. There are usually multiple conflicting facts
from different websites for each object, and the goal of
TRUTHFINDER is to identify the true fact among them.
Fig. 1 shows a miniexample data set, which contains five
facts about two objects provided by four websites. Each
website provides at most one fact for an object.

2.1 Basic Definitions

We first introduce the two most important definitions in
this paper, the confidence of facts and the trustworthiness
of websites.

Definition 1 (Confidence of facts). The confidence of a fact f
(denoted by s ) is the probability of f being correct,
according to the best of our knowledge.

Definition 2 (Trustworthiness of websites). The trust-
worthiness of a website w (denoted by t w ) is the expected
confidence of the facts provided by w.

Different facts about the same object may be conflicting.
For example, one website claims that a book is written by
“Karen Holtzblatt,” whereas another claims that it is written
by “Jessamyn Wendell.” However, sometimes facts may be
supportive to each other although they are slightly
different. For example, one website claims the author to
be “Jennifer Widom,” and another one claims “J. Widom,”
or one website says that a certain camera is 4 inches long,
and another one says 10 cm. If one of such facts is true, the
other is also likely to be true.

In order to represent such relationships, we propose
the concept of implication between facts. The implication
from fact f; to f,, impf; ¥ f,, is f;’s influence on
f,’s confidence, i.e., how much f,’s confidence should be
increased (or decreased) according to f;’s confidence. It is
required that imp f; ¥ f, is a value between 1 and 1.
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A positive value indicates that if f; is correct, T, is likely
to be correct. While a negative value means that if f; is
correct, T, is likely to be wrong. The details about this
will be described in Section 3.1.2.

We define implication instead of similarity between facts
because such relationship is asymmetric. For example, in
some domains (e.g., book authors), websites tend to provide
incomplete facts (e.g., first author of a book). Suppose two
websites provide author information for the same book. The
first website indicates that the author of the book is
“Jennifer Widom,” which is fact f;. The second website
says that there are two authors “Jennifer Widom and
Stefano Ceri,” which is fact f,. If T, is correct, then f; is
incomplete and will have low confidence, and thus,
imp f;, ¥ f; is low. On the other hand, we know that it
is very common for a website to provide only one of the
authors for a book. Thus, f; may only tell us that “Jennifer
Widom?” is one author of the book instead of the sole author.
If we are confident about f;, we should also be confident
about T, because T; is consistent with f;, and imp f; ¥ £,
should be high. From this example, we can see that
implication is an asymmetric relationship.

Please notice that the definition of implication is
domain specific. The implication for book authors should
be very different from that for the number of pixels of
camcorders. When a user uses TRUTHFINDER on a
certain domain, he or she should provide the definition
of implication between facts. If in a domain, the
relationship between two facts is symmetric and the
definition of similarity is available, the user can define
imp f; ¥ f, ..sim fy;f, base_sim, where sim f;;f, is
the similarity between f; and f,, and base_sim is a
threshold for similarity.

2.2 Basic Heuristics

Based on common sense and our observations on real data,
we have four basic heuristics that serve as the base of our
computational model.

Heuristic 1. Usually there is only one true fact for a property of
an object.

In this paper, we assume that there is only one true fact
for a property of an object. The case of multiple true facts
will be studied in our future work.

Heuristic 2. This true fact appears to be the same or similar on
different websites.

Different websites that provide this true fact may present
it in either the same or slightly different ways, such as
“Jennifer Widom” versus “J. Widom.”

Heuristic 3. The false facts on different websites are less likely to
be the same or similar.

Different websites often make different mistakes for the
same object and thus provide different false facts. Although
false facts can be propagated among websites, in general,
the false facts about a certain object are much less consistent
than the true facts.

Heuristic 4. In a certain domain, a website that provides mostly
true facts for many objects will likely provide true facts for
other objects.

JUNE 2008

TABLE 2
Variables and Parameters of TRUTHFINDER

There are trustworthy websites such as wikipedia and
untrustworthy websites such as blogs and some small
websites. We believe that a website has some consistency in
the quality of its information in a certain domain.

3 COMPUTATIONAL MODEL

Based on the above heuristics, we know that if a fact is
provided by many trustworthy websites, it is likely to be
true; and, if a fact is conflicting with the facts provided by
many trustworthy websites, it is unlikely to be true. On the
other hand, a website is trustworthy if it provides facts with
high confidence. We can see that the website trustworthi-
ness and fact confidence are determined by each other, and
we can use an iterative method to compute both. Because
true facts are more consistent than false facts (Heuristic 3), it
is likely that we can find and distinguish true facts from
false ones at the end.

In this section, we introduce the model of iterative
computation. Table 2 shows the variables and parameters
used in the following discussion.

3.1 Website Trustworthiness and Fact Confidence
We first discuss how to infer website trustworthiness and
fact confidence from each other. The inference of website
trustworthiness is rather simple, whereas that of fact
confidence is more complicated. We start from the simplest
case and proceed to more complicated ones step by step.

3.1.1 Basic Inference

As defined in Definition 2, the trustworthiness of a website
is just the expected confidence of facts it provides. For
website w, we compute its trustworthiness tw by
calculating the average confidence of facts provided by w:

P sf
tw v 1
JF wj

where F w is the set of facts provided by w.
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