CS/ECE 438: Communication Networks for Computers Spring 2010
Midterm Study Guide

The class midterm examination will be held at fheetand location described on the web page focthese. The
exam will begin and end promptly. Please arriviotee7:00 to allow everyone to settle into theiatsebefore the
test begins. No extensions will be granted to¢heoko are late, nor will any non-emergency excosabsence be
accepted after Tuesday March 4th.

You may not consult any materials during the examtextbooks, no crib sheets, no calculator, etc.

The midterm will contain three to four parametedipeoblems and a set of short-answer questionoutdhalf the
total points on the exam will be for each type aflpem. Each parameterized problem will consighatftiple parts,
and all parameterized problems will carry approxighaequal weight overall, but may break down umédye
amongst the parts. The short-answer questionsreegou to explain or comment on a topic relevanthte course
in twenty-five words or less.

The problems and questions on the midterm will all be variants of some of the problems and questions that are
either on this study guide or were in problem sets 1-3.

On the midterm, you must show all work and reasgniwriting both work and solution legibly, and skibbox all
answers. If the course staff cannot read a solutio credit will be given. All short-answer guess must be
stated in twenty-five words or less; longer answeilisbe graded by looking at only the first 25 wisrof the answer.
Be concise, but do not spend your time countingdaor

Parameterized Problems

1. Channel Ratesand Shared Media

You are entrusted with the design of a networkntericonnect a set of geographically distributedshasthin your
corporation. After some research, you narrow thtgoas to two choices, a fiber-based token ring ocopper-based
switched network. The pertinent statistics appreéne table below.

type fiber-based token ring copper-based switcletaiork
signal bandwidth 10 MHz 1 MHz
signal-to-noise ratio at transmitter| 20 dB 20 dB
attenuation rate 1 dB/km 2 dB/km

The longest link in the network in either caseQskin.
(a) What link bandwidth is possible according to Sharehaw
i. for the fiber network?
ii. forthe copper network?

(b) Assuming that hosts in the copper network canralisgmit at their link rate (the values found intpar
(a)) simultaneously, roughly how many hosts areessary for the networks to provide equal
aggregate bandwidth (the sum of bandwidth for adits)?

(c) Using the copper-based network with a 32-point QANtoding, what modulation rate (baud) is
necessary to obtain the bandwidth found in paft (a)

2. Medium Access Control

This question concerns medium access control oriceowave network using carrier sense multiple asoggh

collision detection (CSMA/CD, the algorithm usediwkthernet). The network consists of four hossributed as
shown in the figure below. The microwaves are toaat, and the signal travels directly along a éheight from
sender to all receivers. Assume that the signaisagate at the speed of light in a vacuum,18 m/sec.



(a) If atransmitter sends at 1 Mbps, how long muskpeche to guarantee collision detection by the
transmitter?

(b) Divide time into slots the length of the maximunumad-trip propagation delay in the network. One
packet may be transmitted each time slot. Assimakdach of the four hosts attempts to transmh wit
probabilityp in each time slot. What is the probability ofursessful transmission in any given slot if

i. p=Y?
i. p=%?
ii. p=3%?

(c) Using the minimum transmission length from part da§l the probability of successful transmission
from part (b)(ii) (forp = %), calculate the average throughput of the odtuf each packet requires 20
bytes of header/trailer and

i. 10 bytes of data, and
ii. 50 bytes of data.

3. Workstations as Switches

You are entrusted with the purchase of a workstatm serve as a switch between two high-speed lacz
networks (LAN's). One of the networks is an UltHdR, a 1 Gbps token ring LAN with 80 bytes of totalerhead
(headers and trailers) required for each framee dther network is an OmniNet, a 1.3 Gbps EthdiketLAN
with 100 bytes of overhead required for each frarhlt.packets sent on either network have exaci00Q bytes of
data. After some research, you narrow the optiorise two architectures described in the tablewel

Name Admiral J9000 SPQ
CPU handles 100,000 packets/second 60,000 péseisd
Number of I/O buses 3 1
I/0 bus bandwidth 480 Mbps 1 Gbps
Memory bus bandwidth 2 Ghps 1.4 Gbps
Price $10,000 $8,000

(a) Pick one. Justify your decision, showing all work.

(b) Draw a block diagram of the workstation architeettinat you have chosen in part (a), labeling all
components with appropriate names and data rates.

(c) At the maximum sustainable bandwidth (i.e., withpazkets dropped), what is the transmission rate -
the total number of bits per second, including leesiénd trailers - sent over each network link?

4. Forwarding Tables
Consider the network shown in the figure below.eTihks are labeled with relative costs. The thpeds of this
problem deal with datagram forwarding, circuit-sshigd forwarding, and source-routed forwarding, eetipely
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(a) Give the datagram routing table at switch S2, agsyiieast-cost paths are used. Your table should
consist of one row for each possible destinatianl(iding the default destination, OUT) consistirig o
the destination 1D, output port, and distance

(b) Suppose virtual circuit forwarding is used for thetwork shown above with the routing tables show

below.
S1: | port, | VClin | porty: | VClout S3: | port, | VCliy | porty: | VClout
0 0 2 0 0 0 3 0
0 1 1 0 0 1 2 1
2 0 1 1 3 0 0 0
S2: | port, | VCli, | porty: | VClout
0 0 2 0 S4: | port, | VCliy | porty: | VClout
0 1 3 1 0 0 2 0
2 0 3 0 0 2 1 0
2 2 1 0 1 0 2 2
3 0 1 1 2 0 0 0

When setting up a new virtual circuit on a givertpot port, a switch should assign the smallest edusrtual
circuit identifier for that port. Indicate how theuting tables change after the following two (cliative) events: (i)
The circuit beginning with (port,VCI)=(0,0) at seit S1 is torn down, and (ii) subsequently, a nawud is set up
from host D to host B using a least-cost path.

(c) Now assume the use of source routing for the ndtwoindicate the sequence of absolute port
identifiers to be found in a packet header for ekpasent by host B destined for host C along the
least-cost path. (Assume that the sequence ofigmtifiers in the header is transmitted in thdeor
written, from left to right.)

5. Error Detection with Cyclic Redundancy Checks
Use the CRC-8 generator polynomi&tx*+x+1 for both parts of this problem.

(a) Calculate the CRC value of the bit sequed@EL 1100 0011.

(b) Recall that error detection with a CRC works byexpiing a CRC value to the message to make it a
multiple of the generator polynomial. Find a 124mirst error polynomial E(x) =*k+ ... + 1 that
cannot be detected by a CRC check (with CRC-8).

a) (2points) What is the shortest pattern of error bits (equaingy, the polynomial of smallest degree) that gan
undetected with C(x)?



b) (4 points) What is the shortest two-bit error that can goatedted with C(x)?

C) (3points) Can a five-bit error go undetected with C(x)? Giveexample or explain why no such example

exists.

6. Sliding Window Algorithms

This question considers a sliding window implemgataacross a full-duplex point-to-point link. Thiak has a
bandwidth of 327 kbps in each direction and a oag-propagation delay of 100 milliseconds. All pasksent
across the link are 1,024 bytes long, includindheliders and trailers.

@)

How much data is required to fill the pipe for amd-trip delay on the network?

(b) What send window size (SWS) is necessary to fuiliza the network?

(©

(d)

For RWS= SWS/2/, construct an example demonstrating that SWSg@esee numbers (e.g, from
0 to SWS+1, where SWS is your answer to part (l®)n@t enough to guarantee correct operation of
the sliding window algorithm.

Given a go-back-n algorithm (with RWS=1), assuns thata frames are received with probabijlity

0.9 and that acknowledgements (ACK's) are alwagsived (probability of 1). Further assume that
the retransmission timeout used by the sendenéegigible amount of time longer than the roung-tri
time, implying that a packet is retransmitted asnsas the sender could possibly detect its loshen
previous transmission. Calculate the average itmessson rate (in bits per second) achieved for long
streams of data.

7. Spanning Tree Algorithm for Intelligent Bridges
The Perlman spanning tree algorithm and the bridgening algorithm for forwarding are used for thetwork

shown below.

@)

(b)

A

Jane

Dick [

Indicate which bridge is root, which ports are rpotts (i.e., the preferred port for reaching thetr
bridge), which bridge is the designated bridgesfach LAN, and which ports are designated ports (i.e
the ports that connect some LAN to its designatedgb). Hint: Bridges that are not designated
bridges for any LAN, and ports that are neitheit pmrts nor designated ports, do not play a rolién
routing of packets. The remaining bridges, togetlith the LAN's, form a spanning tree.

After the spanning tree algorithm has settled, whsaitch transmits configuration messages onto
LAN C? Which bridge(s) listen for such message¥®hich bridge(s) forward such messages?
Answer the same questions for LAN B.



(c) Hosts Dick, Jane, and Spot send consecutive mesgageediately after the configuration is complete
(i.e., assume that each message crosses all ngcesds before the next message is sent). For each
of the following three messages, indicate on wHi&tN's the message is heard. (i) Spot sends a
message to Dick, (ii) Jane sends a message to&mbfjii) Dick sends a message to Jane.

(d) Suppose a multicast group is formed with Dick Jand as active members. After the forwarding
tables at the bridges have settled, on what LANSY@&essages for the multicast group heard?

8. Bit- and Byte-Stuffing
Consider a data stream of 8-bit ASCII characterh walues 0 to 127. Assume that the probabilityadbyte
assuming each possible is equal (i.e., is exat1l98]).

(a) Using the bit-stuffing protocol discussed in clasfiat is the average number of bits that must be
stuffed (inserted) per byte in the stream?

(b) Answer the same question posed in part (a) forta-styffing protocol in which the DLE character
(value 16) must be escaped by stuffing a second D&

Now assume that the data stream contains only sdluéhe range 32 to 127, again with a uniform piwlity
distribution amongst the possible values.

(a) Recalculate your answer to part (a) with the nesbability distribution.
(b) Recalculate your answer to part (b) with the neabpbility distribution.

9. Token Ring
Consider a token ring with latency of 5(8ec. Answer for both a single active host and‘fieeiny” active hosts.
For the latter, assume that there are sufficiemdyy hosts transmitting that the time spent adventtie token can
be ignored. Assume a packet size of 1500 B
(a) Assuming that the delayed token release strateggad, what is the effective throughput rate tlaat c
be achieved if the ring has a bandwidth of 3 Mbps?

(b) Assuming that the immediate token release strategged, what is the effective throughput rate that
can be achieved if the ring has a bandwidth of &%

(c) With delayed release, what is the effective thraughrate that can be achieved if the ring has a
bandwidth of 100 Mbps?

(d) With immediate release, what is the effective tiglmut rate that can be achieved if the ring has a
bandwidth of 100 Mbps?



Short-Answer Questions
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11.
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20.
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23.

Explain the exposed terminal problem and how $olved.

Name the OSI layer or layers in which medium acoesdrol (MAC) is addressed and state whether MAC i
typically handled in hardware, in software, or ottbin the Internet architecture.

Give two good reasons to allow branching - thaths, ability to support multiple protocols aboved drelow
any given protocol - in protocol graphs.

Explain one advantage of abstracting networked conication into multiple layers.
Describe the problem solved by reliable transmissio

Explain how a receiver detects the end of a fraritle lngth-based framing.
Explain the main drawback of the stop-and-wait A&gorithm.

Name the OSI layer or layers in which framing isli@dsed and state whether framing is typically fehah
hardware, in software, or in both in the Intermet#ecture.

Explain two methods of solving the problem of conmicating between machines with mixed endiannesa on
network.

Explain how a receiver detects the end of a fraiitle sentinel-based framing.
What is head-of-line blocking, and when does itu@c

Define the Hamming distance of an encoding.

Explain the effect of layering on end-to-end bardttvi

Name the OSI layer or layers in which encodingddrassed and state whether encoding is typicahgled in
hardware, in software, or in both in the Intermet#ecture.

Explain a drawback of forwarding packets with seurcuting.

What delay is relevant and what bandwidth is rai¢¥ar computing the delay-bandwidth product of thiviks
in series?

Describe a problem associated with communicatingéden heterogeneous architectures (e.g., a migfudein
and Intel hosts) on a network.

What purpose do the four addresses in an IEEE &Q#atket serve?

Describe the problem solved by medium access doiMiC).

Show that the final parity check in a horizontatl arertical parity check code, if taken as the modulsum of
all data bits, is equal to the modulo 2 sum ofttbgzontal parity checks and also equal to the rfe@wsum of
the vertical parity checks.

Describe the problem solved by encoding.

Explain how a receiver detects the end of a fraiitle glock-based framing (e.g., SONET).

Explain what frequency-hopped spread spectrum natidul is, and a motivation for using it.
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Suppose packets on a wireless link consist of Id Has and H header bits each, where H is fixegpBse bits
are received in error with probability P, indepemitieof each other, and that N is adjusted to mazénthe
throughput of data in bits per second. If P gatgdg does the optimal value of N get larger orleraWhy?

Name the four components that uniquely specify & TOnnection and state the length of each companent
bits.

Consider a frame consisting of two characters af futs each. Assume that the probability of eisofl0-3,
independent for each bit. What is the probabilitgttthe frame is received correctly? Add a paritytdo each
character. Now what is the probability?

Describe the problem solved by framing.

State an advantage of direct memory access (DMA) programmed input/output (P1O).

Name the OSI layer or layers in which error detetis addressed in the Internet architecture sate sthether
error detection is typically handled in hardwaresoftware, or in both.

Name and explain two effects that complicate tleegss of signal transmission.

Explain the main drawback of the use of multiplgi¢al channels for reliable transmission.

To provide more reliability than a single parity ban give, an error detecting coding scheme usegarity bit
for checking all the odd numbered bits and a sequarity bit for all the even numbered bits. Whattse
hamming distance of this code?

What does 4B/5B encoding accomplish, besides exparikde number of bits by 25%7?

Describe the problem solved by error detection.

Explain the hidden terminal problem and how itabsed.

Name and describe the type of multiplexing tradiily employed in data networks.

In a sliding window protocol with RWS=SWS=5, a vedayge set of possible sequence numbers (assume no
wrapping), and in-order packet arrivals, why carréceiver receive frame number 10 if it is cudseekpecting

frame 177

The data rate of a QAM system using M-ary symbaa be doubled by increasing M and holding the
bandwidth and baud rate constant. How must largest il be, and why?

Draw a protocol graph for the Internet, includiridemst the following: ATM, Ethernet, FDDI, FTP, HP, IP,
TCP, TFTP, and UDP.

In the Perliman distributed spanning tree algoritiay does the root bridge periodically send messayen
after the tree is determined?

Name the OSI layer or layers in which reliable srarssion is addressed and state whether reliabisrrission
is typically handled in hardware, in software, mboth in the Internet architecture.

What Hamming distance is necessary for n-bit edetection? n-bit error correction?

Why are many new local area networks built usindtirmode fiber, despite the fact that single-modeef
provides higher capacities?
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Explain a drawback of datagram-based forwarding.

State the recursive definition of a network.

Explain a drawback of virtual-circuit-based forwiaugl

Why is byte stuffing necessary with some sentiresddal framing schemes?
Explain why a CSMA/CD type protocol cannot be used wireless environment.
For a small data packet, which is more relevamgiédth or latency? Explain.
Explain the benefits gained by framing.

Under what circumstances will error detection ustRC fail?

Describe the benefits of error correction over redetection.

In a sliding window protocol, what are timeoutsdisar and what is the impact of inaccurate timeaities.

Explain the relationship between Receive Windowe§RWS), Next Frame Expected (NFE) and Last Frame

Acceptable (LFA) in a sliding window protocol.

In Ethernet, how does a sender detect a collision?

Why does Ethernet use binary exponential backafihducontention resolution?

Describe the role of the receiver in Ethernet. Hethis different from the role of the receiverdtEE 802.117
Why does Ethernet have a minimum packet size? Katdietermined?

What is the role of a monitor in a token ring netk#

What do “learning” bridges actually learn? Whattde use this information for?

What are the limitations of bridges?

What is the difference between a cumulative anglecve acknowledgement?

In a sliding window protocol, explain why would yeuer use an RWS that is not equal to the SWS.

The correctness of the sliding window protocol d&sed in class depends on the assumption that Erarae
not reordered. Why is this assumption necessary?

How do sniffers work? Will they work on all netwark

Why does Ethernet used fixed time slots during bekWhat could go wrong if the fixed slots werd nsed?
In Token Ring networks, why would we want to emelatshared medium with point-to-point links?

What is the role of the NAV in IEEE 802.117?

Explain why network administrators use VLANs?

An approach to building special purpose hardwararfassive high-speed switching fabrics is to uSaher
sorting network followed by a self routing Banyastwiork. Why is the Batcher network included?
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72.

73.

Describe “label swapping”, and how it is used whketting up virtual circuits.
Why does ATM use small, fixed length cells? Why &8 chosen?
Ethernet frames must be at least 64-bytes longhswre that the transmitter is still going in theemvof a

collision at the far end of the cable. Fast Ethehas the same 64-byte minimum frame size but eathg bits
out ten times faster. How is it possible to maimthie same frame size?



