Cyber Security Lab2

Due
Tuesday February 14.
Amended — The MCS scenario (section 2) has been dropped.

Goal

Exercise SELinux type enforcement and MLS policy and make simple extensions to an
existing policy.

Scenario

You’ve been asked to implement a variant of the SELinux strict policy. Instead of just
implementing a single domain of unprivileged user (user_t), you will need to create
another domain (corporate_t). Most users will be either members of the user_t domain or
the corporate_t domain. Files created by members of each domain should not be visible
to the other.

You have also been asked to investigate the new MCS feature in a targeted SELinux
policy. Examine a scenario with three users each working on a subset of three projects.
See how you can use MCS to collaborate with users working on the same project but still
protect the files from users working on different projects.

Your tasks
You will need to perform the following tasks.
1. First working with type enforcement policy.

a. Create a second domain named corporate_t analogous to user_t along with
all the related supporting roles and types.

b. Put users Alice, Bob, Carol, and Dave in the corporate_t domain, and
leave Ellen and Gus in the user_t domain.

c. Verify that members of user_t and corporate_t cannot see files created by
members of the other domain.

d. Verify that otherwise members in each domain can access the same files.

e. What is it in the policy that prohibits access between processes labeled
user_t and corporate_t? Can a process labeled sysadm_t access files in the
user and corporate home directories?

f. Does this solution scale roughly linearly for each new segmented domain
you add? That is, for each independent domain can you use the same set
of steps or do you have to do something relative to all the existing
domains.



g. Suppose a user is normally a member of user_t domain, but in an
emergency he must take over a corporate_r role. Due to regulations, this
must be a traceable transition. Implement the auditing in the type
enforcement system.

2. Then consider the following MCS scenario. Alice is a project manager for three
projects. Bob is working on one of the projects. Carol is working on a different
one of the projects.

a. Associate categories with the users, so they can label project files
appropriately.

b. Verify that Alice and Bob can label files such that Carol cannot access
then, and similarly that Alice and Carol can label files such that Bob
cannot access them.

3. If you are taking this for graduate credit, try out a SE Linux tool other than Apol.
Look around on the web for ideas. Or here are some starting points.

a. Tresys - http://tresys.com/selinux/selinux_policy tools.shtml
b. Hitatchi - http://www.selinux.hitachi-sk.co.jp/en/tool/tools-top.html
c. Audit2allow

d. MITRE - http://www.mitre.org/tech/selinux/

Hand-in Items
Electronic hand in is fine. Provide the following items:

e A zipped version of your policy directory. Please label the sections you changed
from the original strict policy with a comment that includes your initials.

e A description of how your addressed the scenarios. What did you change? How
did you test out the implementation?

e Log messages from dmesg that illustrate a test of the restrictions and audit
requirements described in both scenarios.

e Answers to all the questions.

e For grad students taking the course for 4 credits, a description of the SELinux tool
you tried out from item 3. What does it try to do? How well does it work?
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