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ABSTRACT

The Border Gateway Protocol (BGP) is the de facto interdoamai
routing protocol on the Internet. While the serious vullbdites

of BGP are well known, no security solution has been widely de
ployed. The lack of adoption is largely caused by a failurértd

a balance between deployability, cost, and security. s paiper,
we consider the design and performance of BGP path authentic
tion constructions that limit resource costs by exploitingte sta-
bility. Based on a year-long study of BGP traffic and indikect
supported by findings within the networking community, we ob
serve that routing paths are highly stable. This obsemdgiads to
comprehensive and efficient constructions for path auitegian.
We empirically analyze the resource consumption of the gseg
constructions via trace-based simulations. This lattedysindi-
cates that our constructions can reduce validation cosss loyuch
as 97.3% over existing proposals while requiring nominategie
resources. We conclude by considering operational isslated

to incremental deployment of our solution.
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1. INTRODUCTION

The Border Gateway Protocol (BGP) [38, 37] is the dominant
interdomain routing protocol on the Internet. BGP estaiglisand
maintains associations between IP addpesfixed34] (addresses)
and source specific paths to the autonomous systems (nejwork
which they reside. Each AS selects the best paths based ad-the
vertised paths and routing policy. However, the BGP prdtizo
largely devoid of any security [33, 42, 3, 26, 31, 6]. Oneicait
vulnerability resulting from this lack of security allows adver-
sary to manipulatpaths a malicious network can force IP traffic
destined for a victim to be routed through themselves, prietre
network from being reachable, or simply destabilize theestio-
ward the victim network.
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While many approaches have been proposed to address BGP se-
curity [42, 18, 29, 46, 7, 9, 19, 44, 43, 45, 49], none have been
widely deployed. The lack of adoption is largely caused bgik f
ure by the community to find an acceptable balance betweédn cos
and security. For example, the S-BGP protocol [18] offerajoce-
hensive security by authenticating routing artifacts.(gagefix and
path advertisements, withdrawals, etc.) using asymmetyjatog-
raphy. However, the computational and storage costs obpeitfig
strong S-BGP style authentication are viewed to be pratéin
many environments [7, 30, 10, 45]. Recent works in BGP have
sought optimizations that reduce these costs. For exampleng
others, these works have used advanced cryptography [9ou9]
of-band security [7], relaxed guarantees [29], or addreage! pat-
terns [2] to reduce security costs. In recent work, Zhao .e¢al
ploited the structure of the BGP protocol to implement anlé&l
optimization for path validation [49].

In this work, we mitigate the cost of path validation by explo
ing BGP’s naturapath stability We posit and confirm that ASes
offer few distinct paths for a prefix, and that those pathdagely
static. Our study of a year’s worth of BGP traffic at 40 glopalis-
tributed ASes shows that in the average case, less than 2%-of p
fixes were advertised using more than 10 paths, and less 1060
were advertised with more than 20 paths during a single month
The observed stability of BGP paths led to the design of effiici
cryptographic structures for path authentication. ASésguhese
construction create long-lifetime cryptographic proo$teyns [23,

27] that validate all paths that they are likely to advertigeffi-

ciently validatable tokens reflecting current best patlesdarived
from these proof systems and distributed throughout therriet.
In this way, the costs of heavyweight cryptographic operetiare
amortized over many validations.

We further compare the computational cost of our solutigasrest
other BGP security solutions via trace-based simulatiom. $Im-
ulations demonstrate that our techniques reduce the dusisgh
reducing signature validations by up to 97.3% over propesda-
tions, and the storage costs at validating ASes are nomihatie
that schemes such as Nicol's optimize BGP in ways orthoganal
our solutions, and incorporating them could lead to eventgree-
ductions in computational costs. However, we defer theyaigbf
the joint advantage of these solutions to future work.

We begin in the following section by outlining the operatamd
security requirements of BGP.



Figure 1: BGP Path discovery - AS originates the prefix p by
announcing it to its neighbors (e.g., A8). A4 further propa-
gates the prefix to its neighbors A8 and AS3 after prepending
its AS number to the prefix. ASl1 (highlighted) receives routes
from AS2 and AS3, and selects the best route (arbitrarily{2 4
5}), which is then propagated further (to AS0 and others).

2. INTERDOMAIN ROUTING

BGP provides two essential serviteshe mapping of address
prefixes (e.g.192. 168. 0. 0/ 16) onto the ASes that own them,
and the construction of source specific paths to each rekched
fix. The interdomain routing topology is defined by physi¢ak$
between adjacent ASes. Each A8ginatesthe prefixes associ-
ated with a network by identifying and enumerating them in an
UPDATE message sent to its neighbors (adjacent ASes). Wetei
announcements are recursively concatenated with local % n
bers [12] and propagated, AS by AS, to form a routing pathsThi
path (also called eoute) is used to forward network traffic to the
origin. Note that an AS may receive many paths for a singlé&pre
The AS identifies the “best” path using tipath selection algo-
rithm. The selection algorithm determines the best route by evalu
ating path length, policy, and other factors. Only the gelédest
path is propagated. IP traffic is routed, hop-by-hop, basethe
best path known by the AS. Figure 1 illustrates route adsemient
and path selection.

Which route represents the best path is re-evaluated eaetati
new route for a prefix is received. Suppression of non-bages
prevents undesirable routes from polluting the largerrheg and
is a key ingredient to the scalability of BGP. Recursive piggp
tion of best routes ensures that every AS on the Internetisyu
a route for every reachable prefix. A routenghdrawnwhen the
AS discovers that the prefix is no longer reachable.

The ubiquity of BGP is also one of its greatest weaknesses. Th
number of ASes and complexity of their interaction affordsad-
versary opportunities to monitor, disrupt, or manipulége touting
process. The Routing Protocol Security (rpsec) workingigrof
the IETF postulate a universe of possible effects of routing
nerabilities [4]. Traffic congestion, black-holing, rawdi loops,
slowed or prevented convergence, instability, traffic eevepping,
network partitioning, and increased delay were deemed thgt m

! Throughout we refer to the AS to AS communication protocol
eBGPgenerically as BGP. The intra-ABGP protocol governs the
way in which eBGP speaking edge-routers within an AS exchang
routing information. iBGP is explictly outside the scopethbis
work.

damaging consequences. The group’s analysis led to a stiatem
general routing security requirements [36], and more $igady,
to requirements for BGP security [26]. We consider the wahi-
ities germane to current work below and review broader ekne$
vulnerabilities and solutions in Section 7.

BGP security concerns are often classified by the three broad
categories of data exchanged [31, 6]: signaling, prefiximsigand
paths. Attacks on BGP signaling frustrate the session loriactly
reporting errors, masquerading as other entities, or bguwoing
the victim’s resources [26]. Authenticating an AS’s rightdd-
vertise (originate) a prefix is essential to securing BGRuFato
perform this authentication invites prefix hijacking: anvexbary
can steal address space simply by advertising it [18, 41, 2].

This paper investigatgsath authenticationHu et al. identified
the following classes of path attacks [10}) (path forgery- the
adversary may attempt to forge paths in order to influencéqiac
routing, @) path modification an adversary may add, remove, or
alter data in the path or policyg)denial of service an adversary
consumes a victim’s resources by sending spurious routes(d@a
worm-holing- in which colluding adversaries create false AS to
AS links. Note that the first two classes are attacks, whetteas
second two could be more accurately classified as consegglienc
Moreover, worm-holing is less of an attack on paths, but more
of an attack on the topology. The false topology generated ca
be used to introduce incorrect paths, even if a path vatidadp-
proach is perfectly implemented and deployed. With the pxce
tion of SOBGP [29] (see Section 7), few security proposatiress
worm-holing, as it requires validation of BGP peering.

If an adversary can forge or modify routes, then it béack-hole
traffic routed to it. To accomplish this, the adversary amuas a
highly desirable route that is incident to the path, e.g.attyertis-
ing a very short path. Traffic flowing to that prefix will be redt
to the adversary and filtered. If the adversary wants to bz
the network while remaining relatively clandestine, it candomly
drop a percentage of the traffic (callgcey-holing. Note that it
takes few drops to vastly reduce the throughput betweenithe v
tim and the destination: each drop causes the congestidnoton
algorithm to aggressively throttle traffic [35]. Connecticecov-
ery is slow, and the attacker gains advantage with littleref#48].
Paths may also be manipulated to route traffic through noaisci
ASes for monitoring [6]. That s, if an adversary can rediteaffic
(as above), then it can monitor, record, or even modify treft t
fic as it transits its network. Furthermore, an AS’s abiliyfitter
or rapidly advertise and withdraw advertisements leadsramge
of DoS attacks [26, 47] that may easily render targeted rmédsvo
unreachable.

3. PATH VALIDATION CONSTRUCTIONS

In this section, we derive constructions for path autheito
that will be subsequently examined and evaluated throutgteu
rest of the paper. As indicated in the previous section, atytisn
that secures the path must provide at least the followinglgied
guarantees: an AS receiving a route must be abig suthenticate
the source of an advertisemebitauthenticate that the ASes in the
path advertised the sub-paths in the order which they degll{se.,
no ASes were added or removed), ahdalidate the times at which
each of the (sub)advertisements occurred. Note that iityd¢hé
security guarantees are somewhat more subtle, but thesdidaf
are sufficient to motivate the following discussion. Instesl read-
ers are directed to Appendix A for a formal definition of BGRipa
security requirements and the following constructions.

Consider S-BGP attestations [18]. As shown in figure 1, a BGP
speaker sending a route announcement to its peer signs each a



nouncement as it propagates across the network. If the padh t
given network prefix changes, a new announcement is signd an
sent to the peer. For example, assume that piefigriginated by
AS 5, is being advertised by AS 1, which knows three pathséo th
destination: {2 5}, {2 4 5} and {3 4 5}°. If the advertised path
changes across three time perigdsthroughts, the attestations
issued by AS 1 will include:

[Pa {2 5}7 tl]sz
[P7 {2 4 5}7 t2]52
[P7 {3 4 5}7 t3]53

whereS,, represents a digital signature issued for the route attes-
tation by ASn. The signature authenticates AS 1 as being the
verifiable source of the announcement. S-BGP announceragnts
recursively signed: signed attestation proves not onlyttrepeer
vouches for the path, but that each hop in the path also veuohe
the included sub-path. For example, assume at timghat AS 1
receives the patfi2 5}; in reality, the received attestation will have
the logical form

[[[Pv {5}7 tn*Q]Ss]Pv {2 5}7 tn*1]~92

as originating AS 5 initially signs the path and AS 2 signst tha
original attestation and itself as part of the path vectopfefix P.
When AS 1 advertises this route, it will cumulatively sigreothe
other attestations and the new path vector, as follows:

(I[P, {5}, tn—2]s5] P, {2 5}, tn-1]s,] P, {1 25}, tnls,

In this manner, the path can be recursively verified by véfhda
each AS path signature back to the route origin. Finallyabse
the timestamp of each announcement is included, replagkattae
avoided. Thus, S-BGP attestations meet the requiremengzafb
authentication.

It is obvious to see that these attestations can be costlgaity p
tice: there are currently over 200,000 prefixes being athesttby
22,000 ASes in the Internet [11]. This can lead to huge nusber
of signatures and validations at each AS. We now introdueerak
novel approaches that attempt to mitigate these costs.

One opportunity to optimize cost is through signature agare
tion. For example, we can exploit the fact that paths ardestainly
a few paths are likely to be advertised for most prefixes. Ve pr
pose that dash chain20] be initially generated for each distinct
path associated with a particular prefix. The first value tpted
for each path is sent to the peer, with the entire messagedigm
authentication tokeronsisting of the next value in the hash chain
for the new path is sent to the peer whenever a different lieute-
vertised. The peer hashes the token forward to verify thatites
at the anchor value of the hash chain. Hashing is approxiynate
three orders of magnitude faster than a signature validatisoft-
ware [10]. Thus, validation costs are greatly reduced. Wthen
hash chain has been exhausted, a new announcement cantdinin
paths and the signed tokens is sent to the BGP peer. Retuming
the previous example, AS 1 sends all its paths in a singlealishg
with the tokens representing the hash chain anchors asvillo

P, {25}, h3% (1)
P, {245}, h*%°(x2)
P, {345}, h*%°(z3)

P, {3425}, h3% (24) s

2We apply the convention that paths grow from right to leftthwi
the originating AS occupying the rightmost value in the pagbtor.

h((h(A+B)+h(C+D))+h(h(E+F)+h(G+H)))

h(h(A+B)+h(C+D)) h(h(E+F)+h(G+H))

25}

{245} {345} {3425} ...

Figure 2: Tree construction for path aggregation. As in the ist
construction, we assume that A has been selected as represen
ing the optimal path. Only the black nodes are hashed, and
only the root is signed. There are[log, n] hashes that need to

be computed forn leaves of the tree.

wherez1, z2, andzs are the randomly-generated seed values for
the hash chains for the patf2 5}, {2 4 5}, {345 and{3 4

2 5}, respectivelyh™ (z) represents a hash chain of lengthvith
seedr, and the hash chain length of 365 is an example construction
parameter, e.g., representing a chain that generates ra toke a
day for a year. At time t,, the authentication token associated
with that time period is sent that represents the route dideelrat
that time:

t — h36571 (ml)

t2 N h36572(m2)
ts — h36573(z_3)

The token provides replay protection due to the infeasjhilf gen-
erating a token representing a later time value. Note thedgeth
three authentication tokens fulfill the same security gu@es as
their equivalent S-BGP attestations, ifg.— h3®°~!(z,) has the
equivalent security guarantee®{25}, ¢1]s,, etc. There is a mi-
nor security loss that is contingent on the size of the cansbtn
parameter. Because a signature is only generated when she ha
chain is exhausted, a malicious peer can advertise any qfates
sent in the aggregate signature with the appropriate atith&ion
token, regardless of whether it is optimal. There is no \aiah of
routes until the next signature is generated. For exampleenad-
vertising pathe and subsequently advertising pétban again ad-
vertisea even if it has been withdrawn by an upstream peer. How-
ever, a peer can always suppress an advertisement with eaptva
of BGP; the additional threat posed by an attacker advegisipre-
existing, validated path is minimal. The window for theseetis
can be reduced by making the construction parameter smatler
the cost of having to generate signatures more frequently.

An advertising AS forwards not only the authentication tuke
for its advertisement, but also tokens it received for theuded
sub-paths. This provides both verification of the peer anoeu
ment and recursive validation of all encompassed annougicesm
back to the origin AS. In this way, the approach achieves-simi
lar security guarantees to that of S-BGP attestation: pashsot
be forged, sub-routes can be validated, and the timing ofthe
nouncements can be validated.

While the preceding construction mitigates the computatio
costs of recursively signed advertisements, it introdutésr re-
source costs. Because each signed list contains all pagbsias

3AS 1 also transmits lists received from each previous pedr an
onion-signs those attestations as in the S-BGP example. rivife o
the full details for clarity.



ated with a given prefix, the bandwidth and storage costscasso
ated with processing these lists may be prohibitive. Fompte,
current routers have exceedingly small amounts of availaidin
memory [25], and hard-disks induce considerably higheessta-
tencies and often fall victim to more frequent failures.

As has been demonstrated in many domains, transmission and

storage costs associated with authenticated material eaniti
gated by using cryptographic proof systems, e.g., hask {23}
and authenticated dictionaries [27, 8]. Our tree path antidegtion
construction is based on the Merkle hash tree. In this cocisbn,
a succinctset-membership proof is generated by the announcing
peer; as shown in Figure 2, each advertised path forms arleaf i

the Merkle tree. When a path is announced, only a hash of the

leaf’s sibling, the parent’s sibling, etc, up to the root epdre re-
quired. The root of the tree is signed. The computationaiscos
are slightly greater than with the list construction, as mber of
hashes proportional to the height of the tree must be cordfyte
the peer receiving the path announcement; however, becatise
very low cost of hashing, the extra effort is minimal. Hertbe, the
tree construction provides an attractive balance betwespata-
tional, storage, and bandwidth costs. Generation of hasimglHfior
paths follows the same process as with the list constructios
leaves of the hash tree are associated with the generatedrbas
value, such that only the authentication token is necessabe
sent for each route announcement.

We now consider a humber of alternate constructions based on
how paths are aggregated. In each case, hash chains are génerate

for each path as described above. However, we construdeaetit
trees whose structure relates to the how aggregation isrpeef],
to further amortize costs and exploit different computadioand
storage trade-offs. We refer to the approach describedesdmthe

CDF

Prefix Tail Mass (h=20) ——
AS Tail Mass (h=20)
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Figure 3: Tail mass - CDF of tail mass for 40 Route Views lis-
tening points during February 2004.

[ Tail Mass Test] Min (LP) | Median (LP)[ Max (LP) |
Prefix (n=10) | 67 (#23) | 1,178 (#8) | 17,784 (#40)
Prefix (n=20) | 0 (#23) 63 (#17) | 3,027 (#40)

AS (h=10) | 163 (#23)| 1,135 #8) | 4,967 (#40)
AS(h=20) | 10 (#23) | 142 #8) | 1,701 (#40)

Table 1: Listening point tail mass

density(number of distinct paths observed from peers and other
points across the Internet) asthbility (rate of discovery of new
aths). In these experiments, we examine data from the #is

prefixscheme: the AS constructs a tree where the leaves represen ng points of the Route Views [24] BGP repository. Each fite

all of the distinct paths it advertises for that prefix. By trast,

in the origin scheme, the AS constructs a tree where the leaves

represent all of the distinct (prefix,paths) pairs it adged with the
given origin AS. Thall AS construction creates a single tree where
the leaves represent all the paths the AS historically didest One
can view these approaches as simply as different partisrufhthe
paths an AS may advertise: theefixscheme creates a tree with all
the paths for each unique prefix, thegin scheme creates a tree
for every unique AS that originates a prefix, and #llecreates a
single tree for all the advertisements that the AS emits.

Note that in both the list and tree structures, if a new anoeun
ment is received that contains a previously unseen new pgph,

resenting a new path to a given prefix, the announcement ts sen

to peers as an S-BGP type route attestation. When the aggrega
constructions are resent to peers, this new path will beqfate
aggregation. Hence, in the degenerate case where all msadert
paths are new, the scheme reverts to S-BGP style advertiseme

We consider the stability of path advertisements in thefaithg
section. The degree to which paths are stable will deterinave
well the optimizations perform in practice. We explore tloenpu-
tational overheads of our proposed approaches via trasedtsm-
ulation in section 5. While our scheme does not explicitidrads
optimizations such as enumerating peer routes with bitoveds
shown in [49], as they are orthogonal to our goals, such nastho
can be employed to further reduce validation costs.

4. PATH STABILITY

This section analyzes the central hypothesis upon whichrgpr
tographic constructions are based: the set of paths forfa me
emitted from a AS are small and stable over time, i.e., AShiéx
path reference locality. The following experiments evidugath

point data-set represents a transcript of all UPDATE messagr
ceived by a monitored AS (called a listening point).

We are not the first to characterize path stability. Othed-stu
ies use the available BGP data to investigate the numberigfiein
paths to a prefix assuming connectivity to two listening poover
a single day [10], to estimate the number of cryptographierap
tions required for prefix validation [45], to establish aetgdtion
hierarchy [2], and to examine address allocation and rgutidn
ble growth [5], scalability of router memories [28] and &lfilag-
mentation [21], or to ascertain the stability of populartesu[39].
We found these past analysis instructive but incompleteofar
purposes. These analyses focused on instantaneous t&blersi
growth over time, or considered only a small subset of prefiX&ie
current work required a characterization of total uniquéhpaan
observer sees per-AS and per-prefix on a continuing basisce;le
while past studies largely focus on growth trends, our esisise-
quired a finer characterization of pathurn Detailed below, these
requirements prompted the study of AS/prafil massand path
rates of discovery

We begin our analysis by usingil massto measure path sta-
bility. Tail massT}, (k) is the number of unique values above a
thresholdh encountered by observér This study is concerned
with number of unique paths, so we calculate tail mass asuthe n
ber of prefixes or ASes that have more thannique path vectors
associated with them. Intuitively, tail mass shows how mpig¢
fixes or ASes have a “large” number of paths associated wéimth
(as defined by a threshold. The following is based on the analy-
sis of the 217,707,968 updates observed by the 40 listeruimgsp
during February 2004.

Figure 3 shows a cumulative distribution function of thefpre
and AS tail masses of each listening point when the thresbd@d
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Figure 4: CCDFs of unique paths per prefix measured from
multiple Route Views listening points, for February 2004.

(h=20). A striking aspect of this data is its density, where 86
the listening points have a tail mass less than 500, and 678 ha
masses less than 200. This indicates significant stabtlifyealis-
tening points.

Table 1 summarizes the most, least, and median-stablaitigte
points as represented by tail mass, measured across sexgeal
ments. The data suggests candidaf@esentativdistening points
as models for minimum, maximum, and typical stability. Aslsu
we select listening point 23 (204.42.253.253) as maxinstiple
(i.e., has the smallest tail mass), point 40 (81.209.15&s1ini-
mally stable, and point 8 (147.28.255.1) as typical in tHio¥zng
experiments.

We now use the representative listening points to more lglose
scrutinize path stability. Figure 4 shows a CCDF for the ugiq
number of paths observed by the listening point associaigd w
various prefixes. In the average case, less than 2% of préfaxes
more than 10 paths associated with them, and less that 0.@6% m
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Figure 5: CCDFs of unique paths per AS measured from
multiple Route Views listening points, for February 2004.

which new paths are observed. We classify newness with ecespe
to the AS (new when the AS has never advertised the particular
path before) and prefix (the prefix has never been advertighd w
the path). Using the previously defined listening points exam-
ine the period between January 2003 and March 2004; theahtes
discovery are shown in figures 6 and 7.

Two trends emerge from this study. First, there is nearlyrdero
of magnitude difference between the number of new pathewdisc
ered per AS versus per prefix. An AS can have many different
prefixes, each advertising the same AS path. Hence, whesifelas
cation is done by origin AS, the path is only counted oncesu®t
times forn different origin prefixes. Although difficult to observe
in the figures, a second trend shows strong discovery peiigpdi
We found that regular periods of little discovery corresgexh to
weekends. The network is at its most stable on the weekemld, an
hence little activity was observable in the BGP feeds.

The preceding results support our intuition that the senofin

than 20. In the worst case, 15.3% of prefixes have more than 10 paths are not only stable over time, but the amount of chufn be
unique paths, 2.57% have more than 20, and 1.17% have mare tha tween known paths is relatively small. Hence, there is aroppp

25.

tunity to exploit the reference locality. We explore how @an-

Figure 5 shows a CCDF for the observation of unique paths by structions use this fact to implement efficient securitytia hext

AS. Because the number of ASes a listener sees is little rhare t
10% of the total number of prefixes seen, we would expect Heat t

number of unique paths per AS would be correspondingly farge

than in the per-prefix case. However, the difference is nq@ras

nounced because many prefixes originating from the same AS wi

have the same path. This vector will be countetiimes forn dif-
ferent prefixes, but only one if they all originate from thengsAS.

section.

5. EVALUATION

In this section, we evaluate the efficiency of the constongti
defined in the proceeding sections via trace-based sironlate
compare our solutions against S-BGP and its variants, aaa dr

For the average case, we found that 6.90% of ASes have mare tha general conclusions about the effectiveness of the prapopt-
10 unique paths for at last one prefix in the AS, and only 1.00% mizations.

have more than 20 unigue paths. In our worst case, 33.2% of ASe
have more than 10 unique paths, 11.1% have more than 20, an

5.17% have more than 30.

The path lengths for the minimally stable listener (81.2686.1)
are considerably longer than for other listeners. A WHOIip
and traceroutes to the destination show this router belanigamb-

H.1  Experimental Setup

Developed specifically for this work, thgasimsimulator mod-
els a single AS on the Internet and measures the computbéinda
bandwidth costs associated with the validation of recepaihs.
Computation is measured by the number of signature vabidsti

daNet Communications Deutschland AG in Ashburn, VA. The rea which dominates all other computational costs (e.g., lbuin-

sons for its distinctly different global view of paths redatto route
filtering policies and other policy or connectivity issuewelated
to this study (see full length technical report for details)

A final series of tests assess the stability of the set of ebder
paths. Centrally, these tests attempted to estimate iligtqroint
rates of discovery The experiments compute the frequency with

dling, etc.) making it a good cost approximation. The simula
tions measure the amount of bandwidth consumed by the egteiv
proofs, but do not consider bandwidth consumed by other non-
security related bandwidth costs (e.g., control traffic)e #é not
simulate the costs associated with the generation of proBés
cause structures are signed with low frequency (days)etbests
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will be dominated by validation. The simulations reportedhis 1e+06

section use BGP update data collected during January 2@xedB
on the results from the previous section, we ran simulationthe
“typical” listening point (147. 28. 255. 1).* 100000
We simulate S-BGP route attestations and the signaturetamor
zation scheme proposed by Nicol et al. [30], which groupgeou
updates into intervals and sends when the 30-second BGP time
is triggered; these updates are signed over a Merkle hasf.tre
We contrast these schemes with simulations of our congingct
the prefix scheme, origin AS scheme, and the all AS paths sshem
as defined in the preceding secti¢nEach timed UPDATE in the 1000 b _
trace data is played back to the simulated BGP router aneépsed i
according to the simulation solution. Unless describedmtise,
all tests in this section assume that received signatueebashed

10000 ¥ 3

Signatures

100 L L L L L

and kept in a 16 MB cache (described in further detail belawith 0 20 40 e er g‘)hm) 80 100
simulated tree-based proof systems regenerated everyu24 &od ’
authentication proofs issued every hour. Figure 8: Validation cost - signatures validated per hour fo S-

The simulation of our tree-based proposed schemes reduiogd-  BGP, the Nicol et al. scheme, and our constructionsprefix path
edge of all the paths advertised by an AS, which cannot be-dete origin paths and all path validation.
mined from a single listening point. One observation we miake
that we are likely to see more unique paths from those ASesave a
closest to. We approximate this by assuming unique pathpisen 5.2  Simulation Results
7/8 of the paths observed from those ASes one hop away, 618 fro oy initial simulations compare computation and bandwidth
ASes two hops away, etc., and adjust the tree size apprelyriat 56 Figure 8 shows the number of signatures used by eadneche
More precisely, ifu unique paths associated with a proof system for g Bsp consumes the most computational resources validsitn
an ASh hops away are seen, the proof system size is approximatedpaqres. The Nicol optimization effectively reduces thesgts by

to beu(2 — h/8), e.9.,h = u=16 — s = 16(13/8) = 26. half. This drop is due to the amortization of signatures s&ithe
Note that an over or under estimate will affect the simulaied of 30-second time period. Interestingly, this indicates, thatverage,
the proofs, bgt not impact the amount of computational ress. only a few paths propagate through an AS in a given time period
needed to validate them. Because of the sustained load, the data lets us posit tHatipgt

p - . . tions over short periods (such as Nicol et al.) are likely éddss
We repeated the tests in the most and least stable listenintsp effective than longer periods, even if the latter may regjanore

In all cases, the costs scaled with the number of unique faitis . . L
rates of discovery as discussed in the preceding section. resources. The tree-based solutions require fewer validgathan

5We do not model the aggregate signatures introduced in [#9] a S-BGP. The prefix.sol.ution reducefs the Ioad. by about 1/3. iBhis
these optimizations are orthogonal to our main goal in cainga the effect of amortization over prefixes. Prefixes are lgrg&ble

constructions; such optimizations are considered foréuvork. and offer few paths, particularly over short time scalesnéunce-
SWe simulated operation of the final variant of our scheme de- ments for most prefixes will only be observed one or a few times
scribed in section 3, where expiration time of the attestatiould per day. Hence, there is little opportunity to optimize. &dtow-

be different from expiration time of the set-tag signatufae re- ever, that schemes such as SPV amortize costs in a fashfmgert
sults differed from our origin AS scheme by a small factornets onal to ours. Using our constructions in conjunction witbhsé

for clarity we omit these results from the graphs.
"We conservatively chose 8, as we observed that paths of four o
more hops from the core were typically originated by stub #\Se

schemes could potentially reduce computational costs fewvtrer.
The remaining AS path optimization schemes dominate a#irsth
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Figure 9: Signature validations by listening point - valida
tions for the origin paths scheme per 6 hour period.

the origin paths scheme represents an 86.3% reductionharadlt
paths a 97.3% reduction in signature validations over S-BGR
given 24 hour period, the maximum number of signatures emcou
tered will be two times the number of active ASes (assumiiag th
all path proofs expire at some point during the day, and areere
ated). The origin paths are somewhat more costly becaugéatihe
to fully exploit the opportunity to amortize cost.

Hashing typically consumes vanishingly small amounts ofi-co
putational resources compared to signature validatios aipprox-
miately 1,000 times faster than RSA signature validati@j.[How-
ever, in some schemes, hashing can be performed frequentigk
that it potentially impacts performance. For instance, aunfl in
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Figure 10: Bandwidth Cost - the number of bytes consumed
by the transmission of the simulated path validation ap-
proaches.

due to short bursts, which required as much as 139 megalytes i
single minute.

Any path authentication scheme must allocate storage messu
for security relevant state (e.g., cryptographic proofs) S-BGP,
the additional space requirements to hold route atteswi®es-
timated to be between 30 and 35 MB per BGP peer, though it is
suggested that memory requirements in asymmetric peeelag r
tionships, such as between a large ISP router and a number of
smaller peers, would be lower [15]. The storage requiremefit
the schemes proposed in this paper are unique to their deRegn
call that the prefix approach requires every prefix to haveoafpr
structure, while the all path approach requires a proof p8r A

theall-path construction, because the tree was so large, the compu-these two schemes form maximal and minimal requirements, re

tational cost was equivalent to one and a half signatureatins.
However, in all other cases, hashing was dominated by thmasig
ture validation costs.

Not shown for space considerations, thetantaneous ratef
signature validations per router indicates the numbergrfatures

spectively. Our simulations show that the total cost ofiatpall
proofs across all peers ranges from approximately 55-60 MB for
the prefix scheme to under 10 MB for the all path scheme. In the
origin AS scheme, the total cost is approximately 25 MB.

The simulations illustrated in Figure 8 assume a proof cathe

per time quantum (in this case, 1 minute). We found many burst 16 MB. In our simulation model, this cache is separate from th

where many validations are necessary per minute, pantiguta
the prefix scheme (where on average a burst would requirénass
30 signature validations, but rare peaks would require altagh
or more). The origin scheme, which strikes the best commemi
between validations and bandwidth, generally requireseui®
validations per minute, or one every six seconds on average.
Figure 9 shows the number of validations required for thgiori
scheme at the three listening points. The listening poimate
strating worst-case behavior has a number of bursty poiitissig-
nificant numbers of validations required; however, thishoess is
evident in all schemes and is constant across listeninggoin
Demonstrated in Figure 10, the bandwidth costs are lardply t

storage space for the full set of proofs. We make this desegn d
cision so that the cache could be accessed more rapidly by the
router as part of its fast path packet processing, but retecess

to the proofs in stable storage (as needed for announcement ¢
ation). The additional stable storage costs are not ongiaus
could likely be stored in memory itself on larger routers.teid
nately, even smaller routers (e.g., Cisco 3600 series)diecklots

for flash memory, and are capable of accepting cards with 286 M
or greater, well above the requirements of our scheme. Warass
that in real systems, to keep the cache size at a minimum,ta has
of a received signature is stored in cache, rather than gmaire
itself. The router hashes the signature of an incoming epdatl

inverse of signature costs. S-BGP consumed far less batidwid checks whether it appears in the cache. Ifitis, a signatalidar

than the other approaches, because it generates smal$ piioé
prefix and Origin AS approaches were significantly more gpstl
consuming 3.35 and 3.57 times more resources than S-B@Bgres
tively. Interestingly, Nicol was second only to the all patheme
in consuming resources. The Nicol scheme creates a treedoy e
30-second quantum, and subsequently sends a potentiaiéy/dat
of succinct proofs every period. The all path scheme wasithé
most costly approach, consuming about 6 times as much bdtidwi
as S-BGP. In this case, the average bandwidth consumed per 6 h
period is 77 kilobytes. However, this approach may be piitithéb

tion is not necessary. Hashed signatures are expired frewwetthe
on a LRU basis. When sending an update, the full proofs to e se
are retrieved from stable storage.

6. DISCUSSION

A major difficulty of retrofitting security is the need famcre-
mental deployment Simply put, there are large portions of the
Internet that will adopt solutions slowly or not at all. Angalsi-
ble solution must be designed such that communities ofésted
parties can work collaboratively to provide a working, secsys-



tem. Moreover, functionality can not come at the expens@oflp
equipped enterprises. Such approaches would disenfsanpbo-
ple and networks, and reduce universality of the Internetvéver,
those who do not participate need not receive benefit frortoglep
ment.

Past systems such as IRV [7] addressed incremental dephbyme
by performing securitput-of-band They allow parties to exchange

7. RELATED WORK

Interdomain routing security has been studied for some a8e
42], but comprehensive and efficient solutions remain etusihe
following considers how several of these efforts addresls pacu-

Possibly the most comprehensive solution advanced to tiete,
Secure Border Gateway Protocol (S-BGP) [18, 17, 41] useda pu

data without any change to BGP. Those who wish to exchange se-jic key infrastructure to support the authentication oftiogy ar-

curity relevant data do so freely over any mechanism thatag-a
able and convenient. However, this approach only works vthen
network is otherwise healthy or alternate channels ardadblai
psBGP takes another tack in which the parties police eaar’'sth
activities [45]. The incremental deployment approach B@PB is

tifacts. The S-BGP PKI maintains certificates for each AS &nd
BGP-speaking router. Every router includesate attestationvith
each advertisement. The route attestation is a signedrstateof
the AS identity, the paths, the prefix and the AS to which the an
nouncement is directed. The S-BGP speaker also includesute

one of a mutual embrace: like sOBGP, communities of peers mus attestation of the route on which the advertisement is baSais

work in concert to achieve a larger security posture.

We adopt this latter scheme, where communities of like-eihd

organizations will organically fornanionsof ASes. These unions
will mutually authenticate credentials to be used in thaasse of
proofs of authentication (a formal analysis of our schena it
cludes a discussion of authentication proofs may be fourttién
Appendix). At the protocol layer, we adopt a similar strgtég
S-BGP of signing transitions to and from non-adopting ASes.
course, knowing which ASes are participating in the protges-
sential for ascertaining the validity of received routes.alsense,

prevents an adversary from adding or removing ASes fromdtte p
While the authors of S-BGP have introduced a number of optimi
tions that reduce resource consumption [16], the costscizded
with it are viewed as limiting factor in many environments 1D,
45]. For example, Nicol et al. showed that, under a set ofrigmi
and cost assumptions, such costs can double the path cengerg
time [30]. However, Nicol et al. did not model optimizatiores
ported in [16]. It is not clear if and how the optimization wdu
affect convergence times. While some argue that co-proceasd
protocol optimizations may make computation feasiblesagle re-

our approach is similar to the S-BGP protocol, and as such can mains a major problem. Kent estimates that S-BGP will regair

make use of its procedures and structures for incremenpdbyle
ment.

PreventingWorm-holingis enormously difficult. There is noth-
ing preventing an AS from achieving an arbitrary connettj\and
as such there is little one can do within a security proto&uib-

additional 30-35 megabytes of storage per peer [15]. Sustsco
are manageable in routers with a few peers, but are prokiemat
large ISPs or exchanges. However, Kent further argues lieag t
are asymmetric configurations where only a few routes arepaed
(as in customer/ISP peering), and hence these situationkl we-

tocols such as soBGP do an approximate job of prevention by au quire fewer resources.

thenticating the network structure in the topology databaBhis
prevents transient AS compromise from affecting the sysiera
whole, but does nothing against the truly adversarial ASavgeie
that The real solutions to worm-hole prevention lie in goetivork

Partially in deference to the costs associated with morepcem
hensive solutions, the soBGP and IRV projects sought otleans
of addressing BGP security. The soBGP [29] protocol usepal-to
ogy database to validate that advertised paths are camsigith

management. For example, a large ISP should and often dees fil the signed statements of connectivity between ASes. White t

ter multi-hop advertisements from stub ASes (ASes with meiot
connectivity other than provided by the ISP). Taken moresgaty,
experience and formal relationships between networkscgrate
sources of information for what constitutes good and badheon
tivity.

Kent et al. [16] have suggested a path validation optimizati
aimed at reducing the load on validating S-BGP speakingereut
This optimization dictates that paths are validated onlgmvthey

are selected as tHmest paths However, it is not clear the degree

to which this optimization will mitigate the computatioradsts of
S-BGP. Consider an A4 with k neighbors. Any prefix will be
reachable through neighbors, wher® < j < k, andj routes
will be held by the AS. The fractional computational savirfgir
a given prefix on a given router over a period of tilhgs just the
ratio of updates sent for that prefix duriny divided by the total
number of updates received for that prefix durityg Of course,f
will vary from router to router and prefix to prefix, byitis likely to

approach provides a limited security guarantee, it is &ffedn
preventing a wide array of path hijacking and worm-holingeits.
However, soBGP doesot provide path authentication, but simply
implements a mechanism for detecting routes that are iigtens
with the authenticated topology. Philosophically simtathe ear-
lier routing registry projects [22], the Interdomain RaogiVali-
dation (IRV) [7] project was motivated by the observatioattany
solution requiring a change to BGP was likely to be adoptedls]
if at all. IRV servers use an out-of-band (e.g., external @Bses-
sions) protocol to exchange validation information. IRVésiant
on the routing infrastructure to extract and exchange mgutiata.
Hence, unless some other infrastructure is put in place, @agic
routes), the system is unable to function when connectisityot
available.

Validation of prefix ownership is essential to secure BGRolf
provided, an adversary céuijack entire networks by simply adver-
tising the prefixes associated with them. Originally stddig Kent
et al. [18, 41], an origin authentication (OA) service vaties that

be on the order of /;j for j defined above. For the data collected
in our study, the median number of unique paths per prefix was
2.5 and the mean value was8. A careful study off remains for
future work. But we note here that the same optimization @n b
used for our authentication proofs based on set-membeushifs.

We will also achieve a factof computational speedup. That is,
when the optimization is applied to both schemes, the rdttbe
computational overheads will remain the same.

an AS has the right to be the origin of a prefix. In a later work,
Aiello et al. extended the study of OA by considering the sema
tics and efficient cryptographic constructions of origirihemntica-
tion [2]. Principally, they explored formal semantics oéthse and
delegation of the IP address space. The set of all delegalien
tween ICANN [13], registries, and organizations is modedsda
delegation hierarchy. Recently, Tan et al. suggested enatiee
low cost, but weak form of origin authentication in which BIGP
neighbors police and attest to the validity of the prefixes #n



AS originates [45]. However, this is limited, as colludin@@és can
forge origin information.

Several proposals have sought efficient constructions &P B
security. Hu et al. introduced the concept of cumulativiéentica-
tion for securing route advertisements in path vector pa#[9].
They use the TESLA timed key release authentication to atid
announcements using low cost symmetric key cryptograpBgLA
is limited in that it requires tight time bounds on messagegr
mission, which is in conflict with protocols built on asynohous
propagation protocols such as BGP. More recently, Hu etral. i
troduced the Secure Path Vector Protocol (SPV) [10], whish a
seeks to implement BGP path security using low cost cryptogr
phy. SPV creates cascading authenticators over many (Isty co
one time signature structures.

The Whisper protocol [43] uses a mechanism that detectsiinco
sistencies in received routes using RSA-style [40] crygaphic
operations. To simplify, any conflicts between routes rezirom
multiple peers emanating from the same original advertisgrs
detectable. In the same work, Subramanian et al. introdeckis-
ten protocol, which does not provide comprehensive patiesatit
cation, but simply detects a class of attack.

Another approach that does not rely on a PKI or any form of
cryptography is Pretty Good BGP [14], which relies on théista
ity of pre-existing routes as an indicator of their veracitpnger-
lived, more stable routes are preferred over newly appgaoutes,
which may require a secondary verification to determinegf/thre
valid. Because of the lack of provable security, this soluis con-
sidered a stopgap measure to provide a modicum of protaatitin
a cryptographic solution is implemented.

8. CONCLUSIONS

In this paper we have explored a range of cryptographic opti-
mizations for securing BGP paths. Centrally, we exploit $ke
bility of path advertisements to amortize cryptographiemaions
over many validations. This stability is confirmed via engat
analysis: the number of paths used by a particular AS for angiv
prefix is both small and largely constant over time. Throughe-
based simulation, we show that our constructions reducedire
putational costs of path authentication by as much as 97%exve
isting approaches, and show that other storage and bardeddts
are nominal.

The problems of BGP security are sufficiently important ta-wa
rant discussion in the United States National Strategy toi®eCy-
berspace [32]. This work studies tradeoffs between contipat,
bandwidth and storage costs for a range of BGP security path a
thentication mechanisms and is a step in a larger commufuat ef
to design and deploy BGP security. The ultimate goal is t@kbgv
a comprehensive understanding of the security, cost, amagea
ability tradeoffs for BGP, to inform sound engineering déms
for future deployments. To this end, we plan to extend ouluava
tions to a range of realistic network environments, andudysthe
integration of optimizations suggested by others.
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APPENDIX
A. PATH VALIDATION CONSTRUCTIONS

In this section, we define what we mean by attestations ard rou
attestation tags and formally state their security pragertRoute
attestation tags are very similar to route attestationsefiset in
[18, 17, 16] with several minor differences highlighted histsec-
tion. We assume that the reader has a general familiarityawip-
tographic primitives such as hash chains, hash tables ayitldi
sighatures. These constructions are explored in greatait teer
in the section. We begin in the following subsection with &br
overview of our approach to path authentication, and castimith
a formal description of its semantics, operation, and sgcur

A.1 Attestations and Route Attestation Tags

In previous works, route attestations were defined as a seque
of statements signed by routers using public key signatutas
route attestation tags are also a sequence of attestationsters,
but here we allow the attestations to be more general puklc k
authentication methods. In particular, an attestation beagither
a signature or aet-membership prooSet-membership proofs are
essentially signhatures of Merkle hash trees [23].

We first state several definitions that will be used below. We
then state formally the definition of a set-membership prdsf
definition of security, and several examples. Next, we defioete
attestation tagor RAT as a sequence of attestations. Finally, we
describe our scheme, as well as the schemes of [18] and [30] as
instantiations of the general set-up. These descriptionsised in
the subsequent sections, where the performance tradddfiese
schemes are that empirically analyzed. For space contimesa



we direct readers interested in a formal definition of segdar a
RAT to our technical report [1], where we reduce the security of
a RAT to the security of the attestations used in théT'. While
this does not appear to be surprising, the adversary usbd basis
of the definition of security is quite powerful. The technicgport
also contains details on incremental deployability ushese path
authentication schemes.

The formalization below is general enough to capture nog onl

length of the output) and a set of elements and generates a pub-
lic/private key pair(pk’, sk’); 2) a signing algorithmS’ that takes
as input a secret kesk’, a set4, and an element of the set and
computes a set membership proafand, 3) a verification algo-
rithm V'’ which takes as input a public keyk’, a valuea, and a
proof 7 and outputscceptor reject Note that ifa is not in A then
S’ outputs.L.

G’', S, andV’ satisfy the following correctness condition. For

our proposed schemes but the S-BGP scheme and the scheme dll A and all(pk’, sk’) generated by on A, and all strings: € A,

Nicol et al. as well. At the same time, it is specific enough to
allow for a precise definition of existential forgery of a tewan-
nouncement and a reduction to the security of standard @rypt
graphic primitives.

A.2 Notation

Let ASN = {1,...,2 — 1} be the set of all unique identifiers
for an Autonomous System. These are the so-called Autonemou
System Numbers. AAS pathis a sequence, possibly empty, of
AS numbers. Given a path € ASN™, letp;, i > 1, denote the
ith element in the sequence. Furthermorepl;%lz’ > 1, denote
the subsequence of the firselements op. For example, ifp =
(23,1708, 229), thenp, = 1708 andps = (23, 1708).

In BGP, AS padding is allowed. That is, a legitimate AS path
can have a sequence of consecutive values that are ideriiual
is equivalent to saying that BGP allows paths with self loips
not other kinds of loops). We call a paglmost simplef it has no
loops except for self loops.

LetG = (ASN, &) denote the AS graph. A pair of AS numbers
(a1,a2) isin € if AS a1 and ASa2 have a service level agreement
(SLA) to be eBGP neighbors. Note th&tdoes not capture which
pairs of ASes have active eBGP sessions between routesairth
renttime. Thatis, ifa1, a2) isin &, there may be no current eBGP
session between a routerdn and a router iruo. Nonetheless, the
edge in the graply’ is maintained as long as the neighbors have an
eBGP SLA. A patty is denotedopology respecting every edge
in the path is also an edge @

A route is a pair consisting of an address block and an AS path.
Given an address blodkand a patly = (a1, as, . . ., ax), the route
r for b andp is written asr = (b,p) or asr = (b; a1, a2, -+ ,ax).
Considering the latter as a sequeneg,i > 0, denotes theth
element of the sequence angd denotes the subsequence-dfom
ro to r;, inclusive. Note thaty = b, and that fori > 1, r; = p;,
andr: = (b,p7). These definitions will be useful when defining
the cryptographic mechanisms for protecting entire routes

A.3 Signatures and Set-Membership Proofs

For completeness, recall the definition of a signature sehem
sighature scheme consists of three functions:

1. arandomized generation algoriti@iitakes as input a security
parameter (e.g., the desired length of the output)and geaser
a public/private key paifpk, sk);

. asigning algorithn®' that takes as input a secret kskyand a
valuea and computes a signatuse and,

. a verification algorithn}” which takes as input a public key
pk, a valuea, and a signature and outputs “accept” or “re-
ject”.

G, S, andV satisfy the following signature-correctness condition.
For all (pk, sk) generated by~ and all stringss, if o = S(sk, a),
thenV (pk, a, o) ="accept”.

A set-membership proof is defined similarly. It consiststoée
functions, G’, S’, and V’: 1) a randomized key generation al-

if 7= S'(sk’, A,a),thenV’(pk’, a, ) = “accept”.

Definition: A set-membership proof scheme (5, T, ¢) secure
against existential forgery if it also satisfies the follogisecurity
requirement. An adversary is allowed to ask for public keybe
generated for sets of its choosing. The adversary is thewedi

to see the signatures fér(set, set element) pairs where the pairs
can be chosen by the adversary adaptively. No adversarynginn
in time at most T can generate a (signature, set elemenicykayl)
triple that passes verification, except with probabilityretste.

The above definition of a set-membership proof scheme may be
modified to include ancillary information about the set. isathe
signing algorithm may be modified to include this ancillanjoir-
mation about the set as input. If this is the case, the vetiifica
algorithm must be modified as well to include this ancillamfor-
mation for proper verification.

A secure set-membership proof scheme can be constructad fro
a secure signature scheme and a hash function secure agginst
ond pre-image attacks (for random domain elements). Tharadv
tage of a set membership proof scheme over a signature scheme
is that in practice for both the signer and the verifier, thpesx
sive public key computations need only be done once and then
cached for any given sef This efficiency comes at the price of
larger space requirements but we note that the size of theberem
ship proofs can be made logarithmic in the cardinality of sbé
An example of a set membership proof system is the combimatio
of Merkle hash trees and public key signatures as in the ebeamp
above.

An important property of a set-membership proof schemeghb-hi
lightis that the signer only needs to compiitandS once, regard-
less of how many set elements it will eventually compute memb
ship proofs for. That is, the cost of one public key signatom-
putation can be amortized over the cost of many set-memipersh
proofs. Likewise, a verifier needs only to run the signatuesfiv
cation algorithm on one valifir, o) pair. It can cache the positive
result usingr as a key. Subsequent membership proofs with set tag
7 require only the verifier to ruf, which is not a public key algo-
rithm. Thus, the cost of one public key signature verifiaatian be
amortized over the cost of many set-membership verification
subsequent sections, we analyze the amortization saviagsan
be realized in practice on real BGP data streams.

A.4 Route Attestation Tags

A attestation by an identity about a stringy is denotedA (z; o).
An attestation is either a secure signature signed by thetdexy of
x or itis a membership proof ef by the identityz (using the secret
key of ). We will denote an attestation hyabout a string3 to an
identityy by A(z; 3 : y). This is just an attestatioA (x; «) with
a = 3 : y. Attestation may also have timestamps or expiration
times. These may be used, in part, as anti-replay mechanksons

8This is not transparent from the abstract description of aneen-
bership proof scheme above. A formal description of a set mem
bership proof scheme that explicitly breaks out the pulsig édom-

gorithm G’ takes as input a security parameter (e.g., the desired putations is cumbersome and omitted here for lack of space.



purposes of exposition, for now we do not include timestamps
the notation. We defer discussion of the issue of of replathéo
technical report.

Definition: For a given route we defineraute attestation tagr
RAT, as follows. ARAT takes as an input a route= (b, p).

RAT(r) is a sequence of attestations defined recursively as fol-

lows.

RAT(r7) = RAT(r7,), A(pi-1; 75+ pi)

fori =2, ..., |p|- The base case BAT (r;). This is the origin au-
thentication tag, or OAT, for ownership of the address black= b

by the AS with identifierp;. The semantics 0O AT (b, a) were
discussed extensively in [2]. Briefly, t@AT' (b, a) includes: a.)

a chain of attestations from IANA to an organizatiGhattesting

to the fact that the ownership of the address blotlas been dele-
gated toO; b.) an attestation by IANA that it has assigned the AS
identifiera to O; and c.) an attestation iy that it has assigned the
address block to ASa.

As an example, leb = (a1, a2, a3, as). Then

RAT (b;a1,az2,a3,a4) = OAT(b,a1),
Alar; (b a1) : az),
A(az; (b;a1,a2) : as),
A(as; (b;a1,a2,a3) : as)
Note that the final attestation IRAT (b; p) is by the second to last

AS in the path, i.e., by Ap|, ;.

A RAT is valid only if all of the associated attestations are valid
and theOAT is valid. Note thatR AT's as defined here are nearly
identical to the definition of route attestations in defined18].
The only minor differences are the inclusion of the origithemnti-
cation tag and the slight generalization to allow both sigres and
set-membership proofs in the individual router attestetidn the
technical report we discuss the addition of the origin antilcation
tags toRAT's.

We denote the concatenation of a route= (b; p) and an A
by r.a, where this is just the route given by the péirp.a), i.e
the path ofr extended by one hop @

Definition: A router = (b, p), and an accompanyinBAT (r.a’),
when received in an update over an eBGP session by a rout& in A
a is considered valid only if:
1.a=4d,
2. p.ais almost simple,
3. theRAT of r.a is valid, i.e., the paifr.a, RAT (r.a)) vali-
dates, and

origin AS. However, such a scheme allows for the followingety

of attack. Suppose a router in ASeceives routes for two different
prefixes both originated by Ag e.g,(b; a.p.b) and(b'; a.p’.b) and

the origin authentication tags bindidgandd’ to a. If the attesta-
tions in theRAT's contain the appropriate AS path prefixes but are
not required to contain the address block, then the rout&Sib

can createR AT's that will validate for routes it did not receive. In
this example the router can create a vaiid T for (b; a.p’.b) and

(b'; a.p.b), thus altering in an undetected fashion the routes for the
prefixesb andbd’.

Note that in order for a router in A8 to check the validity of
RAT(r.a), itis not sufficient for the router to simply have the cer-
tified value of the public key of its eBGP neighbor that serhé
route. The router must have the certified public keys of athef
ASes in order to check the attestations of each AS in the rélase
we assume a PKI provides each router with the certified pubiis
of all ASes. For a discussion of such a PKI see [41].

We now address the issue of the security guarantee proviged b
the RAT construction. Intuitively, we would like to say that as long
as the attestation scheme used iRAT is not existentially forge-
able, then thalR AT scheme is not existentially forgeable in the
sense that an adversary cannot create a valid (r&u4,) pair that
it has not previously seen. Unfortunately, it is not quitattsimple.
This is due to the fact that every AS, including malicioussyrege
able to extract or extend valig, RAT (r)) pairs sent to them legit-
imately in several ways. For example, from a valid routesadtiion
for r, itis easy to extract a valid route attestation tag for eaefixp
of r,i.e.,rs fori = 1,---, |r|. This follows directly from the re-
cursive definition. As another example, if a router in ABceives
avalid pair(r.a, RAT (r.a)), then a (possibly different) router in
can compute a valiR AT (r.a.a’) for any neighboring AS'. This
is due to the fact thaRAT (r.a.a’) = RAT(r.a),A(a;r.a : a')
whereRAT (r.a) is given to ASa and A(a;r.a : a’) is an attesta-
tion by a itself. Moreover, since AS padding is allowed in BGP,
can form valid RATS for the fornRAT (r.a".a’) for any neighbor-
ing ASa’ and anyi > 1, whered® is a repeated times. Let us call
these extensions of a RATansit extensions

Below we will define all possible transit extensions of a giget
of routes. Then we will show that if the adversary can compute
valid RAT for a route that is neither in the set of routes for which
it has seen a vali®k AT, nor in the set of its transit extensions for
those routes, then the adversary must have computed aargist
forgery of an attestation.

Let P be a set of AS paths. Since all “good” routers check
whether a path is almost simple, assume without loss of gétyer
that all the paths irP are almost simple. Denote the transit exten-

4. the route was received over an authenticated eBGP sessiorfions of P by x as TE(P, x). We define it iteratively as follows.

with a router in ASe™ wherea™ must equal the last AS in the
AS pathp, i.e.,a” = p,.

As defined above, a router that announces its hew best AS path

for a given address block to all of its neighbors must sentjaty
different attestation to each of its eBGP neighbors. Thabisn-
nounce the route it must send-, RAT (r.a) to an eBGP peer in
AS a, andr, RAT (r.a") to an eBGP peer in Ag’ etc. At first
glance this may seem unnecessary. However, differentmoirne

First, for eactp € P all of the prefixes op are added td'E (P, x),
including p itself. Now, for eactp € TE(P,x), except for those
that containz, add the sep.{z}* and the sep.{z}".Q, . to
TE(P,x), where{z}* = {z"|i > 0} and{z}" = {z*|i > 1}.
HereQ, , is ASN minusz and minus the ASes imand is defined
so that all of the extensions are almost simple paths. An plaai
the transit extension is given in our associated technagzont [1].

Definition: A secureRAT is defined as follows. An adversarial

the same AS may announce a different best AS path for the sameAS =z is given access to AT oracle. That isg can query the

prefix. If when advertising the route the router simply attested to
the route up to and including its AS, it is easy to construsesan
which upstream routers can forge routes [31].

RAT oracle on routes of its choice in a dynamic fashion and re-
ceive RAT (r) for each of its queries. LeP be the set of such
routes. ARAT forgery byx is a valid(r, RAT (r)) pair for some

A similar reason argues for the requirement that the prefix be r notin TE(P, z), the set of transit extensions Bf A RAT is se-

included in all of the attestations of RAT'. The alternative is to
have the attestations in tHeAT include only the AS path and to
separately include the origin authentication tag for thefiprand

cure if no time bounded adversary with access B0l oracle can
compute aRAT forgery except with negligible probability. This
definition of security can be parameterized in the standastion



by a time bound, a query bound, and a probability bound but we
omit the details of this parameterization here. These diefits
lead to the main security lemma f&AT's.

Lemma: If AS z has a strategy for computingf@AT forgery then
there is an efficient strategy for computing an attestatogdry.

A proof of the lemma is included in the technical report. The
implication of the lemma is that if the attestations are seas per
the definitions above then the route attestation tag will dmuse
as per the definition above. The security lemma and proof ean b
easily modified to include security parameters. That isatheve
lemma can be extended to give the security parameters & #ig
scheme as a function of the security parameters of the waigrl
attestation scheme.

Note that the adversarial model and proof of security aréequi
strong. They allow an adversarial ASo seeRAT's for any routes
of its choosing including, for example, routes that do nate&o
spond to actual topology and routes that may have already tra
sitedz and continued for several more hopszlis colluding with
another AS, it may indeed be able to see the laRefT's. The
security model protects against forgeries even with thpe tyf col-
lusion. It is better, of course, to overestimate the powesrofd-
versary since it is always difficult to bound the informatitat a
determined adversary can uncover. Even with this more gawer
model, the security oRAT's reduces to the security of the under-
lying attestations.

It is possible to capture the case of several ASes colludiitly w
definitions and a security lemma similar to that above. Haxev
the definitions are more complex and are omitted here. But, in
tuitively suppose a set of adversari&sis given valid RAT's for
a set of pathsP of their choosing. The transit extensions Bf
TE(P, X), consist of all of the almost simple paths for which the
adversaries can derive valldAT's from the validRAT's for the
paths inP. If the adversaries can succeed in computing a valid
(route RAT) pair for a route not inl’E(P, X) then they have suc-
ceeded in computing RAT forgery. As long is it is computation-
ally difficult to forge an attestation with non-negligiblegbability,
it is computationally difficult for the adversaries to compute a
RAT forgery with non-negligible probability.

A.5 Constructions

In this section we describe the attestation schemes used by S
BGP and Nicol et al. In addition, we propose a different aiésn
scheme and several variants. S-BGP attestations incluadica v
ity interval I = [ts,t.) and are denoted (a1;7 : az|I) As noted
before, the S-BGP attestations are implemented as a pu@ylisi§-
nature. ThatisA(a1;r : a2|l) = I, o whereo is the signature of
the stringr : a2|I using the private key of a A&;.

Both the Nicol et al. scheme and our schemes are based on set
membership proofs. Nicol et al. make crucial use of the faat t
BGP speaking routers do not continuously send BGP updates to
their neighbors. Instead, BGP speaking routers group ropte
dates into 30-second intervals, and only send these upidetiesir
neighbors at the end of the 30-second interval. For a giveteran
AS a, defineR; to be the set of all tupleg- : a’) such that route
is sent by the given router in an eBGP update to a routef imthe
30-second interval ending at tinneThe routers in this scheme cre-
ate set-membership proofs for the &t for each timet that ends
an interval. As discussed previously, ancillary inforroatcan be
included in a set-membership proof. In this case, both the of
the update and the expiration time of the announcemehtare in-
cluded. Letr, be the set-membership proof farc R.. Then for
eacha € R, the attestatiom(a; a|[t, t.)) is simply (7q, [, te)).
Since the router is sending the attestations for eaehR,, this set

of attestations can be more parsimonious than the coltecfiin-
dividual attestations (we omit details for brevity). Ndmeless, as
(route, attestation) pairs for routes representell jrare forwarded
downstream in the approprialRAT for an extension of the route,
the amortized length of the encoding (ef. ) will increase. This is
because fewer and fewer of the attestations for elemerfs ofill
be included in downstream updates.

Our scheme is similar to Nicol et al. in that we also use set-
membership proofs. However, the method with which we choose
to aggregate updates into sets is different. Assume for hatva
router in ASa knows in advance all of the routes it will send dur-
ing time intervall = [ts,tc]. That s, letZ; be the set of all tuples
(r : a’) where the route- was sent by the given router to a router
in o’ within the intervall. Within the intervall, when the router
needs to compute the attestatiétu; 3|1), for 3 € 77, it computes
the se-membership proaf from 3, 77, and ancillary information
1. The attestation foB is (m, I'). Of course, a router cannot know
in advance all of the routes it will receive in an interval How-
ever, as we will show in subsequent sections, for BGP updtites
past is a fairly accurate predictor of the future. Thus the7sds
an approximation based on past history of the routes thatwil
needed for updates in peridd When the router needs to send an
attestation for a route not iff;, it simply computes an S-BGP at-
testation. If77 is required to have a maximum size bound, as it
must, then there are a variety of caching strategies for taiaing
7; from one interval to the next.

As we will see, for reasonably sized intervdlsthe set7; can
get quite big. However7; can be partitioned into smaller sets in a
number of ways, and then a set-membership proof scheme can be
applied to each set. This affords a time-space tradeoff.ekam-
ple, for all address blocks in tuples in7;, let 7,,; be the tuples
that have address blodk In what we denote thprefix scheme
the router creates set tags and set-tag signatures foffgactAnd
the attestations are membership proofs for the appropsettand
member of that set. In another variafi, is partitioned according
to the origin AS. That is, we defing, ; as the elements d&f; that
share the same origin AS. The scheme based on this partition i
denoted th@rigin AS scheme

A final variant of our scheme allows the expiration time of an
attestation to be different from the expiration time of tlet-tag
signature. For example, suppose we partitianto & subintervals.
Let the set of intervals b&. Using the origin AS scheme as an
example, for eacld,, ;, the router creates a proof system for the set
7.1 x K. Note that since the size of membership proofs can be
made to be logarithmic in the size of sets, this only dddgx| to
the length of the membership proofs. In this case, the outpai
attestation is the same as above plus the particular smmhtesed.
That isT is used in the public key signature validationco&nd the
subinterval is used to encode the leaf that the verifier mssst u

Note that for every address block includes an empty patfyin
Within our setting, we consider a withdrawal of an addressil
to be denoted by a route advertisement of that address bldbk w
an empty path.



