Confidentiality Policies

CHA98SH — Information Assurance

Fall 2006
Susan Hinrichs

Based on slides provided by Matt Bishop for use with Slide#5-1
Computer Security: Art and Science



Reading

* Chapter 5 in @ther Bishop book

* Bell-LaPadulaand McL ean papers linked
on classweb site If you are interested in the
proofs
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Outline

Overview
— Mandatory versus discretionary controls
— What is aconfidentiality model

Bdll-LaPadula Model
— Genegrd 1dea

— Description of rules
Tranquility
Controversy

— T-property

— System Z
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MAC vs DAC

* Discretionary Access Control (DAC)

— Normal users can change access control state directly assuming
they have appropriate permissions

— Access control implemented in standard OS's, e.g., Unix, Linux,
Windows

— Access control is at the discretion of the user
* Mandatory Access Control (MAC)
— Access decisions cannot be changed by normal rules
— Generally enforced by system wide set of rules
— Normal user cannot change access control schema

* “Strong” system security requires MAC

— Normal users cannot be trusted
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Confidentiality Policy

* Goal: prevent the unauthorized disclosure
of information

— Deals with information flow
— Integrity incidental

* Multi-level security models are best-known
examples

— Bdll-LaPadula Model basis for many, or most,
of these

Slide #5-5



Bell-LaPadula Moddl, Step 1

* Security levelsarranged in linear ordering
— Top Secret: highest
— Secret
— Confidentia
— Unclassified: lowest

* Levelsconsist of security clearance L(S)
— Objects have security classification L(0)
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Example

security level subject | object

Top Secret Tamara |Personnd Files

Secret Samud |E-Mall Files

Confidential Clare Activity Logs

Unclassified Ulaley | TelephonelLists

e Tamaracan read all files
e Clare cannot read Personnel or E-Mail Files
* Ulaley can only read Telephone Lists
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Reading Information

* Information flows up, not down
—“Reads up” disallowed, “reads down” allowed
* Simple Security Condition (Step 1)
— Subject s can read object o iff, L(0) <L(s) and s
has permission to read o

* Note: combines mandatory control (relationship of
security levels) and discretionary control (the
required permission)

— Sometimes called “no reads up” rule
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Writing Information

* Information flows up, not down
— “Writes up” allowed, “writes down” disallowed
* *-Property (Step 1)
— Subject s can write object o iff L(s) <L(0) and s
has permission to write 0

* Note: combines mandatory control (relationship of
security levels) and discretionary control (the
required permission)

— Sometimes called “no writes down” rule
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Basic Security Theorem, Step 1

* [f asystemisinitially in asecure state, and
every transition of the system satisfies the
simple security condition (step 1), and the
*-property (step 1), then every state of the
system Is secure

— Proof: induct on the number of transitions

* Meaning of “secure” in axiomatic
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Bell-LaPadula Moddl, Step 2

* Expand notion of security level to include
categories (also called compartments)

* Security level is (clearance, category set)
* Examples

— ( Top Secret, { NUC, EUR, ASl } )

— ( Confidential, { EUR, ASl } )

— ( Secret, { NUC, ASl })
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Levels and Lattices

e (A C)dom(A’, C)iff A <AandC’OC
* Examples
— (Top Secret, { NUC, ASl}) dom (Secret, {NUC})
— (Secret, {NUC, EUR}) dom (Confidential,{ NUC, EUR})
— (Top Secret, {NUC}) ~dom (Confidential, { EUR})
— (Secret, {NUC}) =dom (Confidential { NUC, EUR})
* Let Cbesat of classfications, K set of categories. Set of
security levelsL = C x K, domform lattice
— Partially ordered set

— Any pair of elements
* Hasa greatest lower bound
* Hasaleast upper bound
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Example Lattice




Subset Lattice




Levels and Ordering

* Security levels partially ordered

— Any pair of security levels may (or may not) be
related by dom

* “dominates’ servestherole of “greater
than” instep 1
— “greater than” isatotal ordering, though
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Reading Information

* Information flows up, not down

—“Reads up” disallowed, “reads down” allowed
* Simple Security Condition (Step 2)

— Subject s can read object o iff L(s) dom L(0)

and s has permission to read o

* Note: combines mandatory control (relationship of
security levels) and discretionary control (the
required permission)

— Sometimes called “no reads up” rule
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Writing Information

* Information flows up, not down

— “Writes up” allowed, “writes down” disallowed
* *-Property (Step 2)

— Subject s can write object o iff L(0) domL(s)

and s has permission to write o

* Note: combines mandatory control (relationship of
security levels) and discretionary control (the
required permission)

— Sometimes called “no writes down” rule
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Basic Security Theorem, Step 2

* |fasystemisinitialy in asecure state, and every
transition of the system satisfies the smple
Security condition (step 2), and the *-property
(step 2), then every state of the system is secure

— Proof: induct on the number of transitions

— In actual Basic Security Theorem, discretionary access
control treated as third property, and ssimple security
property and *-property phrased to iminate
discretionary part of the definitions— but ssmpler to
express the way done here.
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Problem

Colonel has (Secret, {NUC, EUR})
clearance

Major has (Secret, { EUR} ) clearance

Can Maor write datathat Colonel can read?
Can Mgjor read data that Colonel wrote?

What about the reverse?
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Solution

* Define maximum, current levels for subjects
— maxlevel(s) domcurlevel(s)
* Example
— Treat Mgjor as an object (Colond iswriting to him/her)
— Colond hasmaxievel (Secret, { NUC, EUR })
— Colond setscurlevel to (Secret, { EUR })
— Now L(Mgor) domcurlevel(Colondl)

* Colond can write to Mg or without violating “no writes down”

— Does L(s) mean curlevel(s) or maxlevel(s)?
* Formally, we need a more precise notation
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Adjustments to “write up’

* General write permission is both read and
right
— S0 both ssmple security condition and * -
property apply
— Sdom O and O dom S means S=0O

* BLP discuss append asa“pure’ write so
writeup still applies
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DG/UX System

* Provides mandatory access controls
— MAC label identifies security level
— Default labels, but can define others

* |nitialy
— Subjects assigned MAC label of parent

* |nitial label assigned to user, kept in Authorization and
Authentication database

— Object assigned label at creation
* Explicit labels stored as part of attributes
* Implicit labels determined from parent directory
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MAC Regions

A Ad A database audit Adm inistratue Region

A ierarchy User data and applications U ser Region
levels

VP - Site executables

yp-p | Trusted dats VirusPrevention Rgion

VP-3 Executablesnot part of the CB

VP-4 Executablespart of thé CB

VP -5 Reserved forfuture use

Categories

IMPL_HI is“maximum” (least upper bound) of all levels
IMPL_LO Is“minimum” (greatest lower bound) of al levels
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Directory Problem

Processp a MAC _A triesto create file /tmp/x

[tmp/x exists but has MAC label MAC B
— Assume MAC B - domMAC A
Createfalls
— Now p knows afile named x with a higher |abel exists

Fix: only programs with same MAC labd as
directory can create filesin the directory

— Now compilation won't work, mail can't be delivered

Slide#5-24



Multilevel Directory

* Directory with aset of subdirectories, one per
label

— Not normally visible to user

— p creating /tmp/x actually creates /tmp/d/x where d is
directory corresponding to MAC_A

— All p’sreferencesto /tmp go to /tmp/d

* pcdsto/tmp/a, thento ..

— System call stat(*.”, & buf) returns inode number of redl
directory

— Systemcall dg_stat(“.”, & buf) returnsinode of /tmp
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Object Labels

Reguirement: every file system object
must have MAC |abel

. Roots of file systems have explicit MAC
labels

* |f mounted file system has no labdl, it gets
label of mount point

. Object with implicit MAC label inherits
label of parent
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Object Labels

Problem: object has two names
—  IXlylz, [alblc refer to same object
— yhasexplicit labe IMPL_HI
— Dbhasexplicit labe IMPL B

Case 1. hard link created whilefile system on
DG/UX system, so ...

Creating hard link requires explicit |abel
* If implicit, label made explicit
* Moving afile makes |abel explicit
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Object Labels

* Case 2 hard link exists when file system
mounted

— No objects on paths have explicit labels. paths have
same implicit labels

— Anobject on path acquires an explicit |abel: implicit
label of child must be preserved

...

3. Changeto directory label makes child labels
explicit before the change
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Object Labels

Symbolic links are files, and treated as
such, so ...

. When resolving symbolic link, label of
object islabel of target of the link

* System needs access to the symbolic link
Itself
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Using MAC Labels

* Simple security condition implemented
* *-property not fully implemented
—  Process MAC must equal object MAC
— Writing alowed only at same security level

* Ovely redtrictive In practice
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MAC Tuples

Up to 3 MAC ranges (one per region)
MAC range isaset of |abels with upper, lower
bound

—  Upper bound must dominate lower bound of range
Examples

1. [(Secret, {NUC}), (Top Secret, {NUC})]

2. [(Secret, 1), (Top Secret, { NUC, EUR, ASl})]

3. [(Confidential, {ASI}), (Secret, {NUC, ASI})]
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MAC Ranges

*w

(Secret, {NUC}), (Top Secret, { NUC})]
(Secret, L), (Top Secret, {NUC, EUR, ASI})]
(Confidentia, {ASl}), (Secret, {NUC, ASl})]
(Top Secret, {NUC}) inranges 1, 2

(Secret, {NUC, ASl}) inranges 2, 3

[(Secret, {ASl}), (Top Secret, { EUR})] not valid
range
— as(Top Secret, { EUR}) -dom (Secret, {ASI})
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Objects and Tuples

* Objects must have MAC labels
— May aso have MAC label
— If both, tuple overrides label
* Example
— Paper has MAC range:
[(Secret, { EUR}), (Top Secret, { NUC, EUR})]
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MAC Tuples

* Process can read object when:
— Object MAC range (Ir, hr); process MAC labdl pl
— pl domhr
* Process MAC label grants read access to upper bound of range
* Example
— Peter, with labdl (Secret, { EUR}), cannot read paper
* (Secret, {EUR}) - dom (Top Secret, {NUC, EUR})
— Paul, with label (Top Secret, { NUC, EUR, ASl}) can read

Paper
* (Top Secret, {NUC, EUR, ASI}) dom (Top Secret, { NUC, EUR})
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MAC Tuples

* Process can write object when:
— Object MAC range (Ir, hr); process MAC labd pl
— pl O (Ir, hr)
* Process MAC label grants write accessto any label in range
* Example
— Peter, with labd (Secret, { EUR}), can write paper
* (Top Secret, {NUC, EUR}) dom (Secret, { EUR}) and (Secret,
{EUR}) dom (Secret, { EUR})
— Paul, with label (Top Secret, { NUC, EUR, ASl}), cannot
read paper

. (T0|c}))Secret, {NUC, EUR}) = dom (Top Secret, {NUC, EUR,
AS|
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Forma Modéel

* Ssubjects, O objects, P rights

— Defined rights: r read, awrite, w read/write, e
empty

* M set of possible access control matrices
—ThaismUOMiff mOSx0O xP

* Let Cheaset of clearances, and K a set of
categories
— L = C xK st of security levels
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Security Level Assignments

F={(1uT,1)}

f.:S - L

— f(s) maximum security level of subject s
f:S-L

—f_(0) security level of object o

f.:S - L

—f(s) current security level of subject s
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More Definitions

* Hierarchy functionsh: O - P(O)
* Requirements
1. o#olU h(o)nh(g)=0
2. Thereisnoset{ o, ...,0,, } L0 Osuchthat, fori =1,
.., K 0,,h(o )ando,,, =0,

T M+l
* Definesatree
— Treehierarchy; take h(0) to be the set of children of o
— No two objects have any common children (#1)
— Thereare no loops (#2)
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States and Requests

* V set of states

—v=(b,mf,hy UM xM xF x(O - P(O))
* b mandatory rights
* mdiscretionary rights
* bislikem, but excludesrights not allowed by f

* Rset of requests for access

* D set of outcomes
—y alowed, n not alowed, I illegal, o error
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Actions

* W set of actions of the system
—WLHRXDxVxV
—(r,v) transitionsto (d,Vv')

ryiddsd y
(r,d,v,v) JW

\Y
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History

X = set of sequences(r,, 1., ..., r,) of requests, t L1 N
andt>1

Y = set of sequences(d,, d,, ..., d) of decisons, t [
Nandt>1

Z = set of sequences (v, v, ..., V) of states, t L1 N

| nterpretation

— Attimet LN, systemisin statez_, [1V; request X, L1 R
causes system to make decison y, [1 D, transitioning the
system into a (possibly new) state z [1V
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History Continued

* System representation
2(RD,W,z) X%xYxZ
~ (% Y,2 OZ(R D, W, 2) iff (X, V1. 2, 2,) OW
forall t
— (X, Y, 2) called an appearance of 2(R, D, W, z,)
— Each z 1n an appearance (X, y, 2) iIs astate of the

system
x1yieldsyl - X2 yieldsy2 . x3yieldsy3 ;

Z3
(x1,vy1, 20, 1) OW Slide #5-42



Rules

* A function p: RxV - D xV together with
a start state determines a system

o JLyiddspx120) | xeyiddspp.zl) , x3yiddsp3.2) ,
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Example

S={s},0={0},P={r,W}

C={ High,Low}, K={ All }

For every f L1 F, either f(s) = (High,{ All }) or
f(s)=(Low,{ All})

Initial State:

—b,={ (s 0,r1)},m UM gives sread access over o, and
for f, O F, f,,(s) = (High, {All}), f, ,(0) = (Low, {All})

— Cdl thisstate v, = (b, m,, f,, h)) O V.
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First Transition

Now supposein statev,: S={ s, s’}
Supposef,,(s) = (Low, {All})
m, [1 M givessand s’ read accessover o
Ass’not writtentoo, b, ={ (s, 0,r1) }
Z, = V,, If s’requestsr, to writeto o:
— Systemdecidesd, =y
— New statev, = (b,, m, f,, h)) OV
—b,={(s0,1),(s,o,w)}
— Here, x=(r), y=(), 2= (Vo V)
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Second Transition

o Current statev, = (b,, m, f, h) 0V
—b,={(s0,0),(s,o,w)}
— f.,(s) = (High, { All }),f,,(0) = (Low, { All })
e S reguestsr, towriteto o:
— System decides d, = n (asf, ,(s) domf,,(0))
— New gtatev, = (b,, m,, f,, h) OV
—-b,={ (s 0,1), (s’ 0,w) }
— S0, X=(r, r,),y=(v, n), z=(v, v, \,), wherev, = v,
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Basic Security Theorem

Define action, secure formally

— Using abit of foreshadowing for “secure”

Restate properties formally

— Simple security condition

— *-property

— Discretionary security property
State conditions for properties to hold
State Basic Security Theorem
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Action

* A request and decision that causes the system to
move from one state to another

— Hnal state may be the same as initial state

* (r,d,v,vV)URxD xVxVisanaction of 2(R, D,
W, z)) iff thereisan (X, y, 2) L1 2(R, D, W, z,) and a
t UNsuchthat (r,d,v,Vv)=(X,V, Z,, Z,)

— Request r made when system in state v; decision d
moves system into (possibly the same) state v’

— Correspondence with (x, Y, Z_,, Z,) makes states,
requests, part of a sequence
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W read/write

e empty
awrite

tred e Security Condition

—

(S, o,vp) [1Sx O x P satisfies the ssmple security
condition relative to f (written ssc rd f) iff one of
the following holds:

l. p=eorp=a

2. p=rorp=wandf(s) domf (o)

Holds vacuoudly if rights do not involve reading

If al eements of b satisfy sscrel f, then state
satisfies ssmple security condition

If all states satisfy ssimple security condition,
system satisfies ssmple security condition
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Necessary and Sufficient

1 2(R, D, W, z,) satisfies the smple security
condition for a secure state z, Iff every action (r, d,
(b, m, f, h), (b, m’, f, h)) satisfies

— BEvery (s, 0, p) Ob—b’satisfiessscre f
— Every (s, o, p) 00 b’ that does not satisfy sscrd f is not
Inb

« Note: “secure’” means z,satisfiessscrel f

* First saysevery (s, 0, p) added satisfiessscrel f;
second says any (s, 0, p) in b’ that does not satisfy
sscrel fisdeeted
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*-Property

b(s. p, ..., p,) set of al objectsthat shasp,, ..., p, access
to
State (b, m, f, h) satisfies the *-property iff for eachsl S
the following hold:

1. b(sa#00 [Oollb(s: a)[f (o) domf(s)]]

2. b(sw)#0 0 [DoUb(sw)[f(0)=1(9)]]

3. b(srn#00 [Oolb(s:xr)[f(s) domf(0)]]

|dea: for writing, object dominates subject; for reading,
subject dominates object
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*-Property

* If al states satisfy ssimple security
condition, system satisfies ssimple security
condition

* If asubset S’ of subjects satisfy *-property,
then *-property satisfied relativeto S'L1 S
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Necessary and Sufficient

U (R D, W, z)) satisfies the *-property relativeto S’ I Sfor
any secure gtate z, iff every action (r, d, (b, m, f, h), (b’, m’,

f h") satisfies the following for every sO S’
— Every (s, 0, p) I b—b" satisfiesthe *-property relativeto S’
— Every (s, 0, p) U b that does not satisfy the *-property relative to
S’isnotinb
» Note: “secure’” means z, satisfies *-property relativeto S’
* Hra saysevery (s, 0, p) added satisfiesthe *-property
rdativeto S, second saysany (S, o, p) in b’ that does not
satisfy the *-property relativeto S’'is deleted
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Discretionary Security Property

o State (b, m, f, h) satisfies the discretionary
security property iff, for each (s, o, p) LI b, then p
1 m[s, 0]

* |dea if scanread o, then it must have rightsto
do so in the access control matrix m

* Thisisthediscretionary access control part of
the model

—  The other two properties are the mandatory access
control parts of the model
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Necessary and Sufficient

[12(R, D, W, z)) satisfiesthe ds-property for any
secure state z,iff every action (r, d, (b, m, f, h), (b’,
m’, f’, h)) satisfies:

— Every (s, 0, p) O b —b’ satisfies the ds-property

— Every (s, o, p) O b’ that does not satisfy the ds-property
Isnotinb

« Note: “secure’” means z, satisfies ds-property

* First saysevery (s, 0, p) added satisfiesthe ds-
property; second saysany (s, o, p) in b’ that does
not satisfy the *-property is deleted
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Secure

* A system issecure iff It satisfies:
— Simple security condition
— *-property
— Discretionary security property
* A state meeting these three propertiesis
also said to be secure
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Basic Security Theorem

[12(R, D, W, z) Isasecure system if z,isa
secure state and W satisfies the conditions
for the preceding three theorems

— The theorems are on the didestitled
“Necessary and Sufficient”
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Example Instantiation: Multics

* 11 rules affect rights:
— St to request, release access
— ot to give, remove access to different subject
— ot to create, reclassify objects
— et to remove objects
— St to change subject security level

o Setof “trusted” subjects S, L1 S
— *-property not enforced; subjects trusted not to violate

LI A(p) domain of arule p
— determines if components of request are valid
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get-read Rule

* Reguestr =(get, s, 0, 1)
— sQets (requests) theright to read o
 Ruleisp,(r, V):
if (r # A(py) then py(r, v) = (i, v);
eseif (f(s) domf (o) and [sU S or f(s) domf (0)]
and r L1 m[s, o])
then py(r,v) = (v, (0 O{ (s 0,1) }, mT, h));
esep,(r,v)=(n,Vv);
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Security of Rule

* The get-read rule preserves the ssimple
security condition, the *-property relative to
S- S, and the ds-property

— Proof
o Let vsatisfy al conditions. Let p,(r,v) =(d, V). If

v’ =v, resultistrivial. Supposev’ = (b’ { (s, o,
N}, mf hwheeb’'=b{ (s,01r)}.
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Proof

* Consder the ssmple security condition.
— Fromthe choice of v/, eitherb’—b=0or{ (s, 0, 1) }
— Ifb’'—b=0,then{ (s, 0,r)} b, sov=V’, proving
that v’ satisfies the ssimple security condition.
—Ifb’—=b={ (s, 0,r) }, because the get-read rule
requires that f (s) domf (o), an earlier result saysthat v/
satisfies the ssmple security condition.
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Proof

o Consder the *-property relativeto S- S..

— Either s, 1 S or f(s) domf (o) from the definition of
get-read
— If s, 10 S, then there s nothing to prove.

— If f(s) domf_(0), then condition 3 of the *-property is
trivially satisfied.
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Proof

* Consder the discretionary security property.
— Conditionsin the get-read rulerequirer LI ms, o] and
etherb’—b=0o0r{ (s, 0,1}
— Ifb’—b=0,then{ (s, 0,r) } b, sov=V’, proving
that V' satisfies the ssimple security condition.
—Ifb’—=b={ (s, 0,1 },then(s, o, r) isin mbecause
that is a condition in the definition of p,
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Principle of Tranquility

* Raising object’ s security level
— Information once available to some subjectsisno
longer available
— Usually assume information has already been accessed,
so this does nothing
* Lowering object’s security leve
— The declassification problem
— Essentidly, a“write down” violating *-property

— Solution: define set of trusted subjects that sanitize or
remove sensitive information before security leve

lowered
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Types of Tranquility

e Strong Tranquility
— The clearances of subjects, and the

classifications of objects, do not change during
the lifetime of the system

* Weak Tranquility

— The clearances of subjects, and the
classifications of objects change In accordance
with a specified policy.
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Example

+ DG/UX System

— Only atrusted user (security administrator) can lower
object’ s security level
— Ingeneral, process MAC labels cannot change

* |f auser wantsanew MAC label, needs to initiate new process

* Cumbersome, so user can be designated as able to change
process MAC label within a specified range

* Other systems allow multiple labeled windows to
address users operating amultiple levels
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Controversy

* McLean:

— “value of the BST is much overrated since there
ISagreat deal more to security than it captures.
Further, what is captured by the BST IS so
trivia that it ishard to imagine areaistic
security model for which it does not hold.”

— Basls. given assumptions known to be non-
secure, BST can prove anon-secure system to
be secure
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T-Property

* State (b, m, f, h) satisfies the T-property iff foreachs 1 S
the following hold:
1. b(sa+# 00 [OoUb(s a) [ f(s) domf (0)]]
2. b(sw)# 0 0 [Oo L b(s: w) [ f,(0) = f(9)]]
3. b(sp)#00 [HoUb(sr) [ f(s) domf (0)]]
* |dea for writing, subject dominates object; for reading,
subject also dominates object
* Differsfrom *-property in that the mandatory condition for

writing isreversed
— For *-property, it’s object dominates subject
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Analogues

The following two theorems can be proved

[ 2(R D, W, z) satisfiesthe T-property relativeto S'[J Sfor
any secure state z, iff for every action (r, d, (b, m, f, h), (b’,
m’, ', ), Wsatisfies the following for every s[1 S

— Every (s, 0, p) I b — b’ satisfies the T-property relativeto S’
— Every (s, 0, p) LI b’that does not satisfy the T-property relative to
S’isnotinb
[ 2(R D, W, z)) isasecure system if z,1s a secure state and

W satisfies the conditions for the ssmple security condition,
the t-property, and the ds-property.
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Problem

* Thissystem is clearly non-secure!

— Information flows from higher to lower because
of the T-property
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System Z

* Only onetransition rule

— Get-read(s,0), if sdom o allow read and set all objects
to system low

* This system meets BL P requirements for security
given weak tranquility
— Glven secureinitia state, each subsequent state is
secure

* Points out the need to evaluate the trangition rules
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Discussion

* Role of Basic Security Theorem isto demonstrate
that rules preserve security
* Key question: what is security?

— Bdl-LaPadula defines it in terms of 3 properties
(smple security condition, *-property, discretionary
Security property)

— Theorems are assertions about these properties

— Rules describe changes to aparticular system
Instantiating the model

— Showing system is secure requires proving rules
preserve these 3 properties
Side#5-72



Key Points

* Confidentiality models restrict flow of
Information

* Bell-LaPadula models multilevel security
— Cornerstone of much work in computer security

* Controversy over meaning of security
— Different definitions produce different results
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