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Readings

e Chapter 4 through 4.5
— English policies will be discussed |later
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Outline

Policy overview

Policies versus mechanisms

High Levd Policies

— E.g., DTEL

Low Leve Policies

— E.g., Xxhost

English policies

— E.g. UC Davis computer use policies
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Security Policy

* Policy partitions system states into:

— Authorized (secure)
* Thesxe are datesthe sysem can enter

— Unauthorized (nonsecure)

* |f the sydem entersany of these dates, it sa security
violation

* Secure system
— Startsin authorized state
— Never enters unauthorized state
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Authorized System States
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Components of Security Addressed
In Policy

* Basic Security Components
— Confidentidlity

— Integrity
— Avallability
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Policy Models

* Abdract description of apolicy or classof policies
* Typesof policies
— Military (governmental) security policy
* Policy primarily protecting confidentiality
— Commercial security policy
* Policy primarily protecting integrity
— Confidentiality policy
* Policy protecting only confidentiality
— Integrity policy
* Policy protecting only integrity
— Service Level Agreements
* Availability agreements
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Question

Policy disallows cheating

— Includes copying homework, with or without permisson
CS class has students do homework on computer
Anne forgets to read-protect her homework file

Bill copiesit
Who cheated?
— Anne, Bill, or both?
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Answer Part 1

* Bill cheated
— Policy forbids copying homework assgnment
— Bill did it
— Sydem entered unauthorized gate (Bill having a copy of
Anne s assgnment)
* |If not explicit iIn computer security policy, certanly
implicit
— Not credible that aunit of the universty alows

something that the univeraty asawhole forbids, unless
the unit explicitly says o
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Answer Part #2

* Annedidn’t protect her homework
— Not required by security policy
* Shedidn’'t breach security
* If policy said students had to read-protect

homework files, then Anne did breach
Security

— Shedidn’t do this
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Mechanisms

* Entity or procedure that enforces some part
of the security policy

— Access controls (like bits to prevent someone
from reading a homework file)

— Disdllowing people from bringing CDs and
floppy disks into acomputer facility to control
what Is placed on systems
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Policy Languages

* EXpress security policiesin aprecise way
* A continuum of policy languages
— English Policies
* May belegally precise. Used asbasisfor legal action.
* May be written imprecisely just to give real users a sense of
the policy
 Morein later lecture
— Hignh-level languages
* Policy constraints expressed abstractly
— Low-level languages

* Policy constraints expressed in terms of program options,
Input, or specific characteristics of entities on system
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High-Level Policy Languages

Condraints expressed independent of enforcement
mechaniam

Condraintsredrict entities, actions
Condraints expressed unambiguoudy

— Requires a precise language, usually a mathematical, logical, or
programming-like language
Examples
— Java constraint language — described in CS A& S
— DTEL type enforcement |anguage
— SAML http://xml.coverpages.org/saml.html
— |ETF Policy models ftp:/ftp.rfc-editor.org/in-notes/rfc3585.txt
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DTEL — Domain Type Enforcement
L anguage

* Bags accesscan be condrained by types
* Combinesdementsof low-levd, high-level policy languages

— Implementation-level constructs express constraints in terms of
|language types

— Constructs do not express arguments or inputs to specific system
commands

e Usxdin Sidewinder fireawdls

* Detalsof DTEL in
http://citeseer.19.pau.edu/cache/paperdcd 161 79/http: 25225

* Type enforcement policiesresurfacing in SE Linux
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Example

* Goal: users cannot write to system binaries

* Subjects in administrative domain can
— User mugt authenticate to enter that domain

* Subjects belong to domains:

—d_user ordinary users
—d_admin administrative users
—d_login for login

—d _daemon  system daemons
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Types

* Object types.
— 1 _syshin executable sygemfiles
— t readable readablefiles
— t writable writablefiles
— 1 _dte data used by enforcement mechanisms
— 1 _generic data generated from user proceses

* For example, treat these as partitions

— In practice, files can be readable and writable; ignore
thisfor the example
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Domain Representation

* Seguence

— Hrst component islist of programsthat start in
the domain

— Other components describe rights subject in
domain has over objects of atype

(crwd->t _writable)

means subject can create, read, write, and list
(search) any object of typet writable
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d daemon Domain

domai n d_daenon = (/sbin/init),
(crwd->t _writable),
(rd->t _generic, t _readable, t_dte),
(rxd->t _sysbin),
(aut o->d_| ogi n);
* Compromising subject ind _daemon domain does
not enable attacker to alter system files
— Subjects here have no write access

* When /sbin/init invokes login program, login
program trangitions into d_login domain
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d admin Domain

domain d admn =
(/usr/bin/sh, [usr/bin/csh, /usr/bin/ksh),
(crwxd->t _generic),
(crwxd->t readable, t witable, t _dte,
t _sysbin),
(si gt stp->d daenon),;

* sigtstp allows subjects to suspend processes
In d_daemon domain

e Admin users use a standard command
Interpreter
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d user Domaln

domain d _user =
(/usr/bin/sh, [usr/bin/csh, /usr/bin/ksh),
(crwxd->t _generic),
(rxd->t _sysbin),
(crwd->t _witable),
(rd->t readable, t _dte);
* NoO auto component as no user commands trangition
out of It

* Users cannot writeto system binaries
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d login Domain

domain d login =
(/usr/bin/login),
(crwd->t_writabl e),
(rd->t readable, t generic, t _dte),
set aut h,
(exec->d user, d admn);

* Cannot execute anything except the transition
— Only /ug/bin/login in thisdomain

* gsetauth enables subject to change UID

* execaccesstod user,d admin domans
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Set Up

initial _donmain = d_daenon,
— Sygemdartsind daemon domain
assign -r t_generic /;
assign -r t witable /usr/var, /dev, /tnp;
assign -r t_readable /etc;
assign -r -s dte_ t /dte;
assign -r -s t_sysbin /sbin, /bin,
[usr/bin, [usr/sbin;
— These asggninitia typesto objects
— — recurgvely assagnstype
— —shindstype to name of object (ddete it, recreate it, il
of giventype)
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Add Log Type

* Goa: userscan't modify sygemlogs only subjectsin
d admin, new d log domainscan
type t readable, t _witable, t_sysbin,
t dte, t_generic, t_Ilog;
* Newtypet log
domain d | og =
(/usr/sbin/sysl ogd),
(crwd->t | o0g),
(rwd->t _witable),
(rd->t _generic, t _readable);

* New domand log
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Fix Domain and Set-Up

domai n d _daenon =
(/sbin/init),
(crwd->t_writable),
(rxd->t _readabl e),
(rd->t _generic, t _dte, t_sysbin),
(auto->d login, dlog);
— Subject ind_daemon can invoke logging process
— Canlog, but not execute anything

assign -r t _|log /usr/var/l og;

assign t witable /usr/var/log/ wtnp,
[usr/var/| og/ ut np;

— Set type of logs
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Low-Level Policy Languages

Set of inputs or argumentsto commands
— Check or set constraints on system

Low leve of abdraction
— Need details of system, commands

Canthink of asecific configuration languages. Generdlly
very closgly tied to an application.

Examples
— Xhost
— Unix file system access commands
— Tripwire integrity databases
— |OS router CLI — Could argue IOS ACL’s are higher level
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Example: X Window System

UNIX X11 Windowing System

Access to X11 display controlled by list
— Ligt says what hosts allowed, disallowed access

xhost +groucho -chico

Connections from host groucho allowed
Connections from host chico not allowed
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Example: tripwire

* File scanner that reports changesto file
system and file attributes

— tw.config describes what may change
[usr/mab/tripwre +gi mpsu012345678-a

* Check everything but time of lagt access(“-a’)
— Database holds previous values of attributes
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http://www.tripwire.org/

Example Database Record

fusr/mab/tripwre/ README O ..../. 100600 45763 1
917 10 33242 .gtPvf .gtPvY .gtPvY O
. ZDAccOW 8i 21ZKal . . LUOr 3
. Of wo5: hf 4e4. 8TAqdOV4ubv 2...... ... 9b3
1MAGX01xbd X0oVuGolh15z3 ?
: Y9) f a04rdzMLqg: eqt 1APgHk ?
. Eb9yo0. 2zkEh1XKovX1: dOWFOkf AvC ?
1MAGXO01xb@A X2947) dyri or 38h15z3 0

* filename, verson, bitmask for attributes, mode,
Inode number, number of links, UID, GID, sze,
times of creation, last modification, last access,
cryptographic checksums
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Comments

e System administrators not expected to edit database
to set attributes properly
* Checking for changes with tripwire is easy
— Jud run once to create the database, run again to check

* Checking for conformance to policy is harder

— Need to ather edit databasefile, or (better) sst sysem
up to conformto policy, then run tripwire to congruct
database
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Key Points

Policies describe what 1s allowed

Mechanisms control how policies are
enforced

Spectrum of styles of policy languages
Next time: confidentiality modd's
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